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Identity theft and document fraud are becoming among the fastest growing crimes in our nation.  New Jersey passed the “Identity Theft Prevention Act” January 1, 2006.  This new law mandates that businesses adhere to practices that help secure personal information.  Division Circulars are already in place addressing many of the issues surrounding identity theft.  Please review the following Circulars for existing policies and procedures regarding the confidentiality, handling, release and destruction of client records.

DC #11 Records Retention and Destruction


DC #25 Access to Electronic Files

DC #30 (N.J.A.C. 10:41) Record Confidentiality and Access to Client and Agency Records 
 
DC #53 & DC #53A HIPAA Privacy Practices Policies
The Department of Human Services and the Division have noted that our service recipients tend to be at the high risk end for identity theft.  As a result, the Division is working to identify ways to reduce the vulnerability of this population, from efforts to steal their identity for financial or other purposes.  Policy is being formulated that will require Division components and all agencies to comply with the law.

The Division has compiled the following “best practices”:
· All individual records should be kept in a locked cabinet with restricted access
· Individual files should be reviewed to ensure the proper destruction and archiving of outdated records
· Original documents, especially Social Security Cards, Birth Certificates, and Health Insurance Cards should be kept in a secured location (safe, safety deposit box, strong box) with restricted access 
· Social Security numbers, dates of birth, and mother’s maiden name should only be released when absolutely necessary
· Social Security numbers should be omitted from forms when they are not necessary and removed from circulation
· Social Security numbers, dates of birth, mother’s maiden name, and any other identifying information should be redacted from outgoing mail and faxes
For more information on identity theft:

http://www.njdcj.org


http://www.njconsumeraffairs.org

http://www.privacyrights.org



http://www.privacyplace.org
Any questions, please contact Deborah Robinson at 609-987-2037.
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