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Note: Any Federal or State legislation, regulations or mandates to classify data 
in a manner that requires tighter controls than articulated in this standard shall 
take precedence. 

Philip D. Murphy, Governor
Odysseus Marcopolus, Chief Operating Officer

http://www.nj.gov/it/business/index.shtml#policies
http://www.state.nj.us/it/ps/08-04-P1-NJOIT_130_Asset_Classification_Control_Procedure.pdf
http://www.state.nj.us/it/ps/08-04-P1-NJOIT_130_Asset_Classification_Control_Procedure.pdf
http://www.state.nj.us/it/ps/08-04-NJOIT%20-%20130%20Asset%20Classification%20Control%20Policy.pdf
http://www.state.nj.us/it/ps/08-04-NJOIT%20-%20130%20Asset%20Classification%20Control%20Policy.pdf
http://www.state.nj.us/it/ps/08-04-NJOIT%20-%20130%20Asset%20Classification%20Control%20Policy.pdf
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Security 
Objective LOW MODERATE HIGH 

Confidentiality  
Preserving 
authorized 

The unauthorized 
disclosure of 
information could 

The unauthorized 
disclosure of 
information could 

The unauthorized 
disclosure of 
information could 
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restrictions on 
information 
access and 
disclosure, 
including means 
for protecting 
personal privacy 
and proprietary 
information.  
[44 U.S.C., SEC. 
3542]  

be expected to 
have a limited 
adverse effect on 
organizational 
operations, 
organizational 
assets, or 
individuals.  

be expected to 
have a serious 
adverse effect on 
organizational 
operations, 
organizational 
assets, or 
individuals.  

be expected to 
have a severe or 
catastrophic 
adverse effect on 
organizational 
operations, 
organizational 
assets, or 
individuals.  

Integrity  
Guarding against 
improper 
information 
modification or 
destruction, and 
includes ensuring 
information non-
repudiation and 
authenticity.  
[44 U.S.C., SEC. 
3542]  

The unauthorized 
modification or 
destruction of 
information could 
be expected to 
have a limited 
adverse effect on 
organizational 
operations, 
organizational 
assets, or 
individuals.  

The unauthorized 
modification or 
destruction of 
information could 
be expected to 
have a serious 
adverse effect on 
organizational 
operations, 
organizational 
assets, or 
individuals.  

The unauthorized 
modification or 
destruction of 
information could 
be expected to 
have a severe or 
catastrophic 
adverse effect on 
organizational 
operations, 
organizational 
assets, or 
individuals.  

Availability  
Ensuring timely 
and reliable 
access to and use 
of information.  
[44 U.S.C., SEC. 
3542]  
 

The disruption of 
access to or use 
of information or 
an information 
system could be 
expected to have 
a limited adverse 
effect on 
organizational 
operations, 
organizational 
assets, or 
individuals.  

The disruption of 
access to or use of 
information or an 
information system 
could be expected 
to have a serious 
adverse effect on 
organizational 
operations, 
organizational 
assets, or 
individuals 

The disruption of 
access to or use 
of information or 
an information 
system could be 
expected to have 
a severe or 
catastrophic 
adverse effect on 
organizational 
operations, 
organizational 
assets, or 
individuals.  
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