
Note: This procedure deals with cyber (information technology) security and does not 
address the physical security of facilities or assets. Response to a physical security 
breach will be governed by the appropriate policies/procedures. If unauthorized 
physical access to a technology resource leads to unauthorized logical access to State 
information, multiple reporting policies, including this policy, apply. 

Philip D. Murphy, Governor
Odysseus Marcopolus, Chief Operating Officer

http://www.nj.gov/it/business/index.shtml#policies
http://www.state.nj.us/it/ps/11-02-NJOIT_Information_Security_Incident_Management_Reporting_Policy.pdf
http://www.state.nj.us/it/ps/11-02-NJOIT_Information_Security_Incident_Management_Reporting_Policy.pdf


State 
Agency

Monitoring
Tools

Detect / 

Identification

SOIS

SPCCU Computer Security Incident 

Response Team (CSIRT)

Respond

ID Theft

IRS

SSA

Agency

NCC Ticket

1.

Assessment

Federal

Agency

Resolve

1.

2.

3.

4.

5.

7.

Review9.

1.  Report of suspicious event or 

incident.

2.  A representative from the Agency’s 

IT organization will fill out the Incident 

Reporting form.

3.  NCC personnel shall receive and 

record all event and/or incident, direct 

that ticket to the SOIS.

4.  SOIS confirms the reported 

information on suspected incident and 

identifies response actions, and assigns 

an appropriate severity level.  A severity 

level 5, 4 or 3 will be reported to 

NJSARS for the appropriate 
notifications.

5.  SOIS establishes a response team 

(CSIRT). 

6.  Response team collect data in 

support of the incident.

7.  Response team provide general 

containment actions.  

8.  The agency reports the incident to 

the appropriate authorities.

9.  SOIS  and departments and/or 

agencies meet to review incident that 

involves a criminal investigation or 

information security breach.

10.  The final report is given to the 

agency, CISO and Executive 

Information Technology Management.
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After review of the incident discovered during the investigation, the CSIRT’s 
personnel will make recommendations to the Agency. Agencies must take the 
necessary next step to  the incident. 

Note: All incidents will be tracked through the NCC with the SOIS updating ticket 
information as needed.  

 

 

 

 



http://www.njconsumeraffairs.gov/adoption/dcado47.htm
http://www.irs.gov/pub/irs-pdf/p1075.pdf
http://www.irs.gov/pub/irs-pdf/p1075.pdf
http://edocket.access.gpo.gov/2009/pdf/E9-20169.pdf
http://edocket.access.gpo.gov/2009/pdf/E9-20169.pdf
http://www.state.nj.us/it/ps/08-02-NJOIT_111_information_security_managing_exceptions.pdf

