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Executive Summary 

The purpose of this document is to guide Executive Branch Agencies toward 

leveraging existing shared IT infrastructure, processes and support staff in order 

to minimize risk and lower the overall cost of IT projects. 

 

This document focuses on the existing shared infrastructure used by multiple State 

agencies and is not a complete listing of every product used by every State agency.  

In accordance with Governor Corzineôs Executive Order #42, the Office of Information Technology is charged with 

the strategic and tactical responsibility for bringing economic soundness to the Stateôs investment in information 

technology.   

The Stateôs Shared IT Infrastructure has been built to support this vision.  It is a robust, standardized environment 

that currently supports Executive Branch computer systems within and across agency boundaries.  The infrastructure 

is designed to rapidly accommodate growth and replacement of hardware, middleware, software and 

communications as new business needs arise or when efficiencies can be realized by upgrading or replacing existing 

components. 

It is also the intent of Executive Order #42 to consolidate agency operations and eliminate redundant functions in 

order to provide the best quality of service, most efficient use of staff and computer space, reduce energy 

consumption, and achieve the flexibility required to maintain a state of the art technology environment to meet the 

needs for delivering services to the Stateôs residents, employees and business partners. 

This document is intended to provide sufficient technical detail regarding the various components of the Stateôs 

Shared IT Infrastructure and, in Appendix 3, denotes the level of support and investment the State has made in 

specific products and technologies.  While continually evolving, it is based on industry standard open system 

solutions that provide a high degree of vendor neutrality, maximum flexibility, and the agility needed to meet the 

ever-growing service delivery needs of the Stateôs Executive Branch.  The use of open standards is critical to the 

Stateôs ability to interact with constituents and business partners across the internet.  The focus on specific products 

and technologies is equally important in order to minimize the staffing resources needed to support a shared, 

consolidated infrastructure. 

The organization of this document is based on the IT Architecture Stack depicted below, where each layer represents 

a set of technologies put in place to support specific business processes.  At every layer, the products and 

technologies implemented were selected to maximize investment dollars and to ensure architectural integrity (i.e., 

Product A works with Product B).  This architecture stack is currently used to deliver information and services to 

every major user community in State government.  

Specific benefits of the architecture include: 

Á Reduced costs for new applications 

 

Á Improved access to legacy data  

 

Á Centralized help desk, backup and recovery services  

 

Á Faster delivery of applications across a multitude of devices and networks 

 

Á Minimized data redundancy through data sharing  

 

Á Reduced dependency on proprietary components  

 

Á Reduced risk in reliable operations, security and change management  

 

Á Expert staff specially trained on enterprise platforms 
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While the existing infrastructure is described by way of an architectural stack, the State has undertaken an Enterprise 

Architecture program to focus on the Business, Information and Technology needs of the State as an enterprise.  

This program helped to achieve success in the government-to-business domain undertaken to promote the 

Governorôs initiatives to stimulate economic growth and improve incentives for small and minority businesses.  This 

initiative brought together executives from 21 State agencies to define the common vision for accomplishing this 

mission.  This cross-agency cooperation will be used as a model to achieve success in growing the enterprise to 

satisfy requirements in other domains. 
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The State maintains two data center facilities located within the secured campus setting at State Police Division 

Headquarters in West Trenton, New Jersey.  These facilities are known as the Hub and River Road data centers.  

They are housed within separate, highly secure buildings on the campus.  

The facilities maintain a symmetrical design in that the key infrastructure, system, and networking technologies have 

been duplicated in both facilities. This common symmetry allows each facility to operate independently while 

providing back up services for its counterpart.  High-speed fiber links both facilities allowing clients to freely deploy 

servers at either facility.  Both offer 24x7 complete operational and production services under the protection of the 

New Jersey State Police and New Jersey Office of Information Technology (OIT). 

A third data center is now available that provides backup and recovery services for the mainframe environments and 

critical infrastructure services. Plans are underway to provide agencies with alternative geographic locations where 

mission critical applications can be hosted in the event of a disaster scenario at the primary facilities in West 

Trenton. 

 

Physical Security 

In addition to the secure campus location of the data center facilities, OIT also employs additional layers of physical 

security to ensure that client assets are safe, secure, and protected against outside intrusion and unauthorized access.  

Campus Security 

To gain access to State Police Division Headquarters campus, all persons must enter at one of two guard station 

checkpoints. Visitors are screened and directed to their destination. 



State of New Jersey  Shared IT Architecture 

   

Version 2.6 4 

  

Building Security 

Uniformed and civilian personnel control the movement of all persons within the campus facilities.  Security 

measures include registration of all visitors, viewable credentials worn by employees and visitors, access key 

controlled door locks, camera surveillance systems and random patrolling of facilities by security personnel. 

Access to secured areas is permitted via an authorized badge access system that is maintained by the OIT Facilities 

Group. The access badge system database is audited to ensure that only authorized personnel are permitted access to 

secure areas within the data center facilities. All previously authorized personnel that are no longer working with or 

for the State of New Jersey are purged from the access badge system database. 

Security Cameras are placed strategically throughout the data center facilities to prevent against unauthorized access 

or tampering activity. Security guards have the ability to pan security cameras in the event of a suspected security 

breach or intrusion. Video records are maintained, and all video surveillance tapes are labeled and properly archived 

to prevent loss or theft of video surveillance sequences that may contain evidence of illegal access or attempted 

access. 

Unlocked Cabinet Systems 

The majority of the servers are housed within standard unlocked SMC Premier LAN Module cabinet systems that 

are open and available to authorized system administrators (and vendors under system administrator supervision) to 

perform standard software, hardware, and diagnostic services.  

Logical access to all servers within the server condos is protected via the logical security access system provided by 

the Avocent KVM (Keyboard, Video, and Mouse) backbone server access system.  Once logged onto this KVM 

access system, the system administrator is presented with a list of servers that (s)he is permitted to access. Selection 

of a server from this list provides the administrator with the required server access logon menu. 

Locked Smart Cabinet Systems 

For more sensitive servers that require more stringent security measures as mandated by state and federal guidelines, 

another type of cabinet system is utilized to secure access to sensitive servers and the information they contain.  

Access to servers in these cabinets is protected via smart cabinet systems that are physically locked. Authorized 

system administration personnel are issued keys to access the cabinet systems that house servers that fall within their 

jurisdiction. In the event of forced illegal entry, these cabinets are equipped with smart cabinet technology that 

captures a picture of the perpetrator during illegal entry, logs the entry, and sends out an alert that the cabinet has 

been compromised. Control Center personnel proactively monitor these alerts, investigate these incidents and notify 

the security staff. 

Control Center 

Operation of each data center is managed by a Control Center housed within each facility. This control center is 

manned by a highly trained group of support professionals twenty-four hours a day, three hundred and sixty-five 

days a year. The responsibility of Control Center personnel is to ensure the availability, reliability and operational 

status of all production servers, the network, the environmental systems, and security systems within the facility. 

Facility Management, Capacity/Performance and Network Management systems and software are utilized by 

Control Center personnel to proactively monitor and display the status of these systems within the facility.  

Alarms 

Alarms are strategically placed throughout each data center facility and within the server rooms to alert personnel in 

the event of an unauthorized intrusion, environmental system failure, or fire. All support systems within these 

facilities are tested on a regularly scheduled basis to ensure that the alarm systems properly operate. 

Commercial Power 

Each data center is fed commercial power by the PSE&G West Trenton Power Generation Station via different 

power grids to multiple onsite transformers. 

Power Distribution 

Each data center contains redundant power systems to achieve maximum availability and reliability of all systems. 

Control Center personnel closely monitor external and internal power distribution systems to maximize system 

uptime. 

A network of Power Distribution Units (PDUs) and Panels that distribute and supply redundant power to all critical 

servers and associated equipment is housed in each respective facility.  Servers equipped with redundant power 
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supplies are cross-connected to PDUs and panels that are connected to different power grids within the facility.  This 

arrangement provides sufficient power redundancy to enable critical servers and other equipment with dual power 

supplies to remain up and operational in the event of a PDU or panel failure. 

Uninterruptible Power Sources 

Each data center maintains multiple Uninterruptible Power Sources (UPS) that allow all critical systems and 

associated equipment to remain powered up and operational in the event of a power failure.  All critical equipment 

at each facility is connected to a two phase UPS Backup System which engages automatically when primary and 

secondary commercial power feeds fail.  These systems include both battery and diesel generated backup power. 

Environmental Climate Control  

Each data center is equipped with a complete environmental system to guarantee optimal heating, cooling, and 

humidity levels in order to facilitate the availability, reliability, and continued operation of all systems. Control 

Center personnel monitor these environmental system controls.   Each facility has N + 1 Redundant Liebert units 

ducted together to provide the environmental climate control to keep all systems and associated equipment 

operational and within the prescribed temperature and humidity limit boundaries.  Any abnormal environmental 

climate conditions are immediately logged and reported to the OIT Facilities Group for resolution. 

Fire Detection and Suppression Systems 

Each data center has a complete fire detection and suppression system equipped with an annunciator panel that 

shows the current status of the fire detection and suppression system. The Control Center personnel proactively 

monitor these panels. Each facility is equipped with redundant fire suppression systems. The primary fire 

suppression system dispenses a fire retardant gas that extinguishes fire immediately upon detection.  Additionally, 

each site is equipped with a secondary dry pipe sprinkler system that serves as backup to the primary system. 
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n-Tier Internet Architecture  

The State of NJ has implemented a three-tier network architecture to provide state-of-the-art security for the Stateôs 

core Garden State Network resources.   This architecture consists of three firewalls protecting our core network from 

the Internet world (i.e., a ódouble DMZô model).   See Appendix diagrams. 

According to our security policy, an Internet user can only communicate with servers on the public tier.  A public 

tier server can only communicate with a secure tier server, and only a secure tier server can communicate with core 

network.    A server or workstation can communicate with any device on a higher layer, and the response can come 

back to only that originating device.  

Therefore, in communicating downward in the model from the Internet, at each tier there must be a process that 

takes a request and hands it down to the next layer.   Typically, this model fits well with distributed application 

design, where tier 1 handles presentation, tier 2 handles business logic, and tier 3 houses the data (web servers, 

application servers, and data servers).   

In some instances, two-tier applications are accommodated by placing the data on the second tier.  The practice of 

placing all components on the first tier (one-tier applications) is not acceptable. 

Tunneling, simple pass-through proxy, ódouble tier hopsô, and other techniques that do not apply policy or process to 

an inbound communication at each tier, are not allowed - to do so would compromise the integrity of all remaining 

applications that follow the security policy.  

Network Protocols 

The State uses the TCP/IP family of protocols as the standard network protocol to ensure technical compatibility and 

efficient use of the available data transport resources.    Other protocols are in use but are being phased out in favor 

of TCP/IP. 

Garden State Network Architecture  

The Office of Information Technology builds and manages a multi-agency, multi-protocol network (Garden State 

Network, GSN) across New Jersey.  This network supports State agencies through dedicated and switched services 

in support of centralized and distributed data processing applications resident in mainframe, mini-computer, local 

area network (LAN), and personal computer environments.  The GSN also provides Internet and email services.  

The GSNôs reach, features and capacities are constantly being expanded to meet these needs.   

The GSN is comprised of six main node facilities.  These nodes are interconnected to form the statewide backbone 

network.  The backbone is designed with multiple paths to increase service reliability and availability in the event of 

a failure (see Appendix 4 ï Garden State Network).   Primary transport technologies in use include frame relay, 

Integrated Services Digital Network (ISDN), Asynchronous Transfer Mode (ATM), T-1, T-3, OC3, OC12, SONET 

and DWDM. The major contracted carrier service providers at this time are AT&T and Verizon.   The individual 

agency locations connect to their central node primarily with T-1, ATM, frame relay, or point-to-point services.  The 

Inter-LATA circuits connect the main nodes via DS-3 and OC12 technologies.   
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The GSN currently serves over 45,000 IP-addressable devices.  Included in this device count are over 1000 

routers/switches, over 2500 data circuits, and over 1000 application servers.  Individual agencies administer their 

own local infrastructures, while consolidation activities are being planned.   

The State employs Domain Naming Service (DNS) for enterprise wide name resolution.   

For Internet connectivity, New Jersey currently utilizes two OC-12s to the Stateôs ISP - AT&T.  The two circuits are 

located in OARS (OIT Application Recovery Site) and the Hub in West Trenton.  They connect into different AT&T 

Service Node Routing Complexes (SNRCs) located in Washington, D.C., and Philadelphia, Pennsylvania.    

Currently there exists one entry and one exit point between the GSN and the Internet, that being through a firewall 

that uses IP protocol.  Additional firewalls have been implemented to separate the three tiers.  The firewalls have 

been configured such that a higher secure host (i.e. core) can initiate a connection to a less secure host (i.e., secure or 

public) but a less secure host cannot initiate a connection to a higher secure area without a proper firewall rule. 

Policy prohibits advancing inbound more than one tier at a time without a process to supervise communications with 

the next tier.  Firewall rules are created to allow specific connection defined by specific ports. The typical public 

access is by port 80 (http) and 443 (https).  

 

Secure Remote User Access 

The State maintains five primary mechanisms to provide secure remote user access to resources: 

Á The State of NJ Enterprise Portal provides access for thousands of users to core computing resources via 

HTTP Proxy services and a proprietary application VPN service (see State Portal Overview). 

Á For applications that do not meet the traditional e-Commerce model for web, presentation and data layer 

design, extranet connectivity is available.  Extranet connections require point-to-point connections from the 

extranet partner to the extranet firewall infrastructure either via a point to point data circuit, or through an 

IPSec tunnel across the internet.  The cost of these connections varies based on the type of data circuit 

ordered, and the equipment required to terminate the circuits. 

Á Dialup services are provided to limited users through Cisco 5200's.  It provides 56K asynchronous 

capabilities for remote access.  This service is being phased out in favor of higher bandwidth service 

options. 

Á IPSEC VPN services are available to limited users (i.e., system administrators).  VPN services are only 

available to system administrators to provide off-site access for system maintenance and monitoring.  State 

employees are required to register for an RSA key fob token for authentication to the VPN.  Non-state users 

(i.e.., consultants) are required to register for a personal State of NJ enterprise digital certificate for 

authentication (see Public Key Infrastructure ). 

Á Citrix services are available for both State and non-State users (consultants).  Costs for this service depend 

on server availability, licensing, and application requirements.  Application development processes can 

utilize Citrix services for off-site access to maintain code enhancements and conducting application testing. 

 



State of New Jersey  Shared IT Architecture 

   

Version 2.6 8 

  

Enterprise Servers & Operating Systems 
 

 

NJ IT Architecture Stack

Facilities and Environmentals

Enterprise Servers and Operating Systems

Application Development & Infrastructure

Id
e

n
ti

ty
 M

a
n

a
g

e
m

e
n

t

P
e

rf
o

rm
a

n
c

e
 A

s
s

e
s

s
m

e
n

t

2
4

x
7

 E
n

te
rp

ri
s

e
 H

e
lp

 D
e

s
k

2
4

x
7

 E
n

te
rp

ri
s

e
 S

y
s

te
m

s
 M

a
n

a
g

e
m

e
n

t
Data Management

Garden State Network

Integration & Messaging

Presentation & Portal Services

 
 

Shared Server Infrastructure 

The Share Server Infrastructure (SSI) is located at the HUB and River Road Data Centers.  Mainframes and servers 

are centralized to offer a common location to manage the distributed environment.  Cabinets are provided to rack 

servers and eliminate excess footprint.  Implementation of a standard KVM (Keyboard, 

Video, Mouse) matrix switching backbone solution at both facilities has improved floor 

space utilization, cable management and server access as well as reduced equipment 

requirements and power consumption.  Optimizing key server resources through common 

logical and physical environments positions the State to properly plan, manage and 

control a growing server infrastructure.  For all servers housed in this environment, OIT 

and the agency may share the administration of the solution components. 

Based on the best-supported environments by the IT community, the SSI supports the following operating system 

platforms: 

 Bull GCOS 

 IBM z/OS 

 IBM AIX  

 Sun Solaris 

 Linux 

 Microsoft Windows 

 

Storage Area Network 

The State manages a Storage Area Network (SAN), spanning River Road, the HUB and the OIT Application 

Recovery Site.  Storage Management offers fully redundant storage arrays, with over 250TB of storage currently in 

use and an additional 120TB to be added by the second quarter of 2008. The SAN consists 

of a redundant core to edge fibre channel communication infrastructure (see Appendix 5) 

that provides physical connections, a management layer that organizes the connections, 

and storage layer that controls data delivery and security.  Storage devices are connected 

to servers in a networked fashion, using directors to build the topology.    The State uses a 

variety of storage array types to optimize performance and minimize price based on storage needs. 

In order for a server to ñtalkò to the SAN, an additional piece of hardware called a Host Bus Adapter (HBA) must be 

installed in the server.  Two HBAs are needed in order to provide redundant paths to the SAN; this eliminates the 

possibility of having a single point of failure.  Once connected, disk space can be allocated from the storage array(s) 

and dedicated to a server.  SAN technology presents many benefits to server data storage, such as: 

 Centralized storage management 

 Ability to add disk capacity dynamically 
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 Ability to replace a deficient server without loss of data 

 Faster response time than internal SCSI disks 

 Potential for improved backup and disaster recovery techniques 

 Better storage attributes ï hardware RAID, dynamic sparing, remote data copy, mirroring, and more 

 

Backup and Recovery 

Storage Management currently utilizes the Tivoli Storage Manager Backup Suite to back up over 700 Windows, 

Novell, AIX, Solaris, and Linux nodes.  Application-specific backups are also generated for SQL and Oracle clients, 

with plans to implement Informix, Citrix, DB2 and Websphere backups in the near future.   

 

In terms of Disaster Recovery, Storage Management offers several different solutions, depending on the clientôs 

architecture.  For servers running Windows 2003, the Windows Automated System Recovery process is used in 

conjunction with the Tivoli Backup Client.  Windows 2000 clients will now run Cristie Bare Machine Restore in 

order to complete a bare metal restore.  Solaris and AIX boxes can be restored in several methods: Solaris operating 

systems can be restored via Jumpstart or Cristie Bare Metal Restore, whereas AIX servers are restored via SysBack 

and NIM.  Storage Management also offers boot from SAN.  Using this method, the OS drive can be replicated to a 

recovery site for quicker recovery. 
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Shared Data Infrastructure Touch Points 

Data 

Quality 

Data 

Collection 

Data 

Storage 

Data 

Transport 

Data 

Integration 

Data 

Publication 

  Data 

  Architecture 

 Data Management  
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The State has created the NJ Shared Data Infrastructure (NJSDI) and NJ Common Information Architecture 

(NJCIA) to deliver enterprise data management to the Stateôs executive branch departments and agencies. 

The NJSDI serves as the blueprint for implementing solutions consistent with the enterprise reference architecture 

(NJCIA) for the Stateôs data management program. The data management domain encompasses the collection, 

definition, and maintenance of data as well as the use and presentation of information derived from that data.  

The State uses common tools and methodologies for the definition and management of common and shared data.  

Information Asset Classification 

The State has implemented Information Asset Classification policies, standards and procedures to address enterprise 

security for information assets and data management.  Information classification is the categorization of data for its 

most secure, effective and efficient use.  Classification assigns data a level of sensitivity, criticality, and/or potential 

loss impact as it is being created, amended, enhanced, stored, or transmitted.  Classification of the data will also 

determine the extent to which the asset needs to be controlled or secured and is also indicative of its value in terms 

of Business Assets.   

Infrastructure Touch Points 

There are several touch points where the NJSDI interacts with the 

organization, either at the technology layer or the business layer: 

 Data Quality is the common driver for all of the NJSDI 

components. The ultimate goal of data management is to first 

identify the quality of the data within the organization, and 

then systematically improve it.  

 Data Architecture standardizes the design, definition, and 

relationships of the Stateôs data elements, and provides for the 

governance of those data elements. 

 Data Collection is provided by application development, 

acquisition of commercial-off-the-shelf (COTS) software, and 

importation of data from external partners and systems. 

 Data Storage manages the life cycle of the data asset at rest. It 

includes tiered capabilities to meet the storage requirements of 

different categories of data. It also includes backup, recovery, 

and restoration capabilities. 

 Data Transport manages the delivery and receipt of data in 

motion. This can be between internal systems or with external 

partners. It can use direct writes, pipes, physical media 

transport, and file transfer protocols. 
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 Data Integration brings together and rationalizes data from two or more systems to create an enhanced data 

asset not otherwise provided by any one system. It consists of horizontal integration, vertical integration, or 

both in combination. Horizontal integration is where attributes about an entity in one system are added to 

different attributes about the same entity in a different system to create a more complete picture (such as 

appending an employeeôs payroll attributes to those from HR). Vertical integration is where additional records 

of an entity are added to different records about the same entity from a different system to create a larger list of 

records (such as merging current and terminated employees into one file). 

 Data Publication is the delivery of information to different user communities based upon their individual 

requirements, using graphical end-user tools. The data is formatted as much as possible to anticipate reporting 

needs, and may be presented differently to different groups, but always from a common source for consistency. 

 

NJCIA Concepts 

There are a number of concepts embedded in the New Jersey Common Information Architecture that should be 

understood to gain the most value. 

 

Single Version of the Truth 

The Single Version of the Truth does not mean that there is one and only one instance of a piece of data. It means 

that there is one designated authoritative source for that data, one data steward that defines the authoritative source, 

and that all other systems use that data consistently with how it is defined in the authoritative source. 

 

Data Steward 

The Data Steward is the individual or unit that manages the authoritative source for a particular piece of data and 

controls its definition and access. 

 

Data Custodian 

The Data Custodian is the individual unit that has been assigned the duty to manage data that comes from another 

authoritative source. The Data Custodian is often a technology unit or a third party, and is obligated to protect and 

maintain the data consistent with the direction of the Data Steward. 

 

Data Owner 

The Data Owner is a misunderstood concept most often misapplied to the Data Steward. The Data Owner is the 

person or organization that the data describes that is provided to the State when requested. At that time, the State 

becomes the Data Steward, but the person or organization remains the Data Owner of their personal data. 

 

Data Classification 

The NJCIA requires that all data maintained by the State be classified as to its Confidentiality, Availability, and 

Integrity risk, in accordance with FIPS 199 standard. 

 Confidentiality ï The need to preserve authorized restrictions on information access and disclosure, 

including the need for protecting personal privacy and proprietary information. 

 Integrity ï The need to guard against improper information modification or destruction, including ensuring 

the non-repudiation and authenticity of the information. 

 Availability ï The need to ensure timely and reliable access to and use of information. 

 

Data Tiers 

The NJCIA categorizes data into four tiers ï Universal, Enterprise, Line-of-Business, and Programmatic. This is to 

better define Data Stewardship responsibilities and data modeling and management scope.  

 Universal (Tier 0) refers to data commonly referred to as Master Data. This is data that describes persons, 

places, or things independent of their relationship with the State. 

 Enterprise (Tier 1) refers to data that is common across all State agencies but within the context of their 

own organization, such as Financial, Asset, and Human Resources data. 

 Line-of-Business (Tier 2) refers to data that is common across a particular line-of-business involving more 

than one agency, such as social services data, business community data, or early childhood data. 
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 Programmatic (Tier 3) refers to data that is specific to a single program area within a single agency and is 

unlikely to have value outside of that context. 

 

 

NJCIA Data Models 

New Jersey Enterprise Reference Data Model (NJERDM) 

The NJERDM defines and standardizes logical definitions of data used to conduct business operations across 

business units. The NJERDM supports the management of the enterprise data assets to achieve optimal integration, 

sharing, access, and utilization of technology resources and infrastructure. It is based upon existing and emerging 

federal reference models and standard industry data models to the greatest extent possible. 

 

By documenting the natural relationships between different groups of data, the NJERDM serves as a starting 

blueprint for system design activities. It documents a graphical view of the Universal, Enterprise and Line-of-

Business Data Tiers ï information that is common to all state agencies or shared between one or more agencies.  

 

Logical Data Model (LDM) 

An LDM is a data model of a business subject area. It is a fully attributed view that documents both relationships 

and unique identifiers. It is created in a fully normalized (non-redundant, logically related) way. It is independent of 

a particular database system or the physical storage of data.  

 

An LDM is derived from and is consistent with the NJERDM. It provides documentation of new data structures to 

the NJERDM. An LDM is a prerequisite for any new system development. It is used to produce a Physical Data 

Model (PDM). Any changes needed in that PDM should be first captured in the LBM to maintain consistency. 

 

Physical Data Model (PDM) 

A PDM is what most developers and many business people think of when they hear the term ñdata modelò. It may 

be a relational model or a dimensional model. A PDM is derived from and is consistent with the LDM. It will 

document variations from the fully normalized LDM that are necessary for the physical implementation.  

 

The PDM is the design of the physical database structures for a system. It is used to produce the physical database. 

Any changes needed in that database should be first captured in the LDM, and pushed out to the PDM to maintain 

consistency. 

 

NJCIA Design Patterns 

A design pattern provides a formal definition of a solution and of the problems to which it applies. The goal of 

design patterns is to avoid approaching each situation as a problem that has never been seen before and, instead, to 

make it possible to repeat solutions that have worked. In particular, a design pattern distills the experience of an 

expert or the best practices of a community so everyone can apply that expertise. While the approach originated in 

architecture and has seen great success in software engineering, design patterns apply equally well to information 

architecture.  

 

The NJCIA has design patterns for different types of information systems.  

 

Transactional System to Collect Data 

To the greatest extent possible, new transactional system physical designs shall be developed using a fully 

normalized logical data model consistent with the NJERDM and the Stateôs naming standards. These systems shall 

be hosted within an industry-standard SQL-enabled relational database management system (RDBMS), and shall 

use to the greatest extent possible the referential integrity and domain constraint capabilities of the RDBMS to 

enforce business rules. These systems shall subscribe or consume common reference and master data defined and 

provided at the enterprise level. 

 
Batch Integration of Inbound Data 

Previous assumptions that batch processing windows will always be available to handle any size batch processing 

requirements are no longer valid. New batch processes must determine if processing smaller batches more often 
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(even in near real-time as batches of one), processing batches while the systems are online, partitioning data or 

systems, or creating parallel processes are appropriate to achieve the goal of the process. 

 
Real-time Integration of Data 

Where there is a need for real-time integration of data, it shall be implemented as a web service. The format for real-

time integration shall be defined in XML consistent with the NJERDM. Where one exists, an enterprise service bus 

architecture (ESB) shall be used. 

 
Provide Data to External Systems from Mainframe Systems 

Because data used by one system may be of value to others, and because of the costs associated with creating 

multiple interfaces on mainframe systems, and because of the complexity of managing outbound interfaces in a 

mainframe environment, point-to-point solutions shall not be created. Instead, data required by an external system 

that is not already in the enterprise data warehouse environment shall be output to the EDW. The external system 

will either pull or have pushed to it the data from the EDW. 

 
Internal Reporting of Operational Data 

Complex reporting needs should not be processed in real-time against critical or already burdened transactional 

systems. Database tuning for reports is substantially different than for inserts, updates, and deletes (transactions). 

The type of queries, the volume of the data, and the number of users all add to the processing complexity. Ultimately 

and invariably, design decisions are made that compromise transaction processing, report processing, or both. 

Complex reporting must be off-loaded from transactional systems. Techniques include straight replication, the 

creation of operational reporting marts, and the integration of transactional data into an operational data store. If the 

same data has a requirement for historical analysis, then the enterprise data warehouse shall be used. 

 
Analytical Reporting against Historic Data 

When historical data (defined as the history of changes to a data record, not the history of transactions attached to a 

current record) is required for analysis, it shall be provided through the enterprise data warehouse environment. An 

example of a historical change to reference data would be the change of the name of Washington Township to 

Robbinsville Township in 2007. It is important to be able to report on all records that occurred in the municipality 

regardless of name, but it is also important to know what the name was at the time of a particular transaction.  

 
Other types of data exist in the form of snapshots (data that reflects a moment in time, such as a balance sheet), and 

versions (data that represents the different versions of a record, such as an employee). These data formats are 

typically not managed in transactional systems. In the NJCIA, they are managed in the enterprise data warehouse in 

the form of slowly changing dimensions, snapshot fact tables, and profiles. This provides the historical context for 

reference data.  

 

NJSDI Data Stores 

These specialized data stores are part of the NJSDI and are consistent with the design patterns of the NJCIA. 

 

Transactional Processing Source Systems 

These data stores are where the results of business transactions with the State are stored. They can be in relational, 

hierarchical, or file-based database management systems. They can be on a mainframe or on a distributed (network) 

server. They can be batch processing systems, on-line transactional processing (OLTP) systems, or a hybrid. 

 

Operational Data Store (ODS) 

An ODS is a central repository of current operational data initially gathered from a variety of existing transactional 

systems to present a single rational view of operational data for a single subject area or business unit, or for an entire 

agency or line-of-business group. History should not be stored in the ODS. Some reporting can occur directly 

against an ODS, but data can also be replicated into operational reporting areas called Operational Data Marts 

(Opera Marts).  
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New Jersey Universal Data Store (NJUDS) 

The NJUDS is the central repository of Tier 0 (universal) data and Tier 1 and Tier 2 reference data on behalf of the 

enterprise. It contains published versions of master reference data (such as the table of counties), standard entities 

(such as the master address file), and conforming data warehouse dimensions (such as the employee profile). The 

NJUDS provides mechanisms for managing the universal data, and publishing it or making it available to systems in 

a variety of forms and formats. 

 

New Jersey Enterprise Data Warehouse (NJEDW) 

This is a central repository of historical data that is gathered from a variety of sources to support data integration 

efforts. An Enterprise Data Warehouse is the single version of the truth that supplies historical data to data 

reusability partners, as well as to analysis areas called Data Marts. It is not a single database, but a consistent data 

integration environment that consists of multiple subject areas, staging, archiving and persistent storage and multiple 

physical databases. It is rarely accessed directly by end-users.  

 

The NJCIA does not support the development of independent data marts (directly built from source systems). 

Instead, data should be persisted in the EDW for future use. Data is stored in the EDW in one of several ways: in the 

form of a fully normalized data model for the subject area, as a persistent file en route to a reporting area, as a 

historical dimension table (reference table with history), as a snapshot table (event table with history), or as a 

detailed or summarized fact table (array of measure created from the transactional data). Our EDW environment 

accommodates data for individual subject areas, agencies, and the State as a whole. 

 

Data Mart 

A Data Mart is a pre-defined and pre-formatted subset of data from the Enterprise Data Warehouse or an 

Operational Data Store that has been identified based on the questions that need to be answered by the report 

community. Data Marts are built for the needs of the specific report community, so the same data may exist in many 

ways and many combinations in different data marts. They may be logical, consisting of views of enterprise data 

warehouse data, or physical, consisting of extracts of enterprise data warehouse data. Data is represented in a data 

mart in one of several ways: in the form provided by the transactional system, as a historical dimension table 

(reference table with history), as a snapshot table (event table with history), or as a detailed or summarized fact table 

(array of measure created from the transactional data). 

 

Data Marts always receive data from a consistent, integrated source ï never directly from individual operational 

systems ï so the answer to the same question from any data mart is always the same. The NJSDI supports the 

development of dependent data marts (sourced from the NJEDW environment or an ODS) using conforming 

dimensions (common reference data used by multiple data marts). 

 

NJSDI Standard and Supported Technologies 

Business Intelligence Publishing Tools 

These query and reporting tools provide rapid development of reports and can be produced by most business people 

due to a friendly, graphical interface and a semantic layer than hides the complexity of data relationships from report 

consumers.  

 

The State does not have a single, standard Business Intelligence Publishing Platform. Supported platforms include 

SAS for high-end statistical analysis and data mining, BusinessObjects for power users and ad hoc reporting, 

WebFocus for ubiquitous business intelligence reporting and Microsoft Reporting Services for dashboard delivery.  

 

Extract, Transform and Load (ETL) Tools 

ETL tools are used to move and transform thousands of records in a bulk fashion and are designed and administered 

in a graphical environment. These tools learn about data and systems and enable reuse of knowledge on subsequent 

projects.  

 

The Stateôs ETL Platform standard is IBMôs DataStage, which is web services-capable, XML-aware enterprise 

integration platform that supports both high volume batch integration and individual transaction integration in real 

time. 
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Enterprise Application Integration (EAI) Tools 

EAI tools are used to integrate common data across multiple systems at the transaction level, reusing information 

quality data (metadata). The State requires XML-based web services in a services-oriented architecture (SOA) 

framework for transaction-level integration.  

 

The State does not have an EAI standard. The Stateôs supported EAI platforms include IBMôs DataStage with 

RealTime Services and WebSphere Message Broker. 

 

Metadata Management 

The NJCIA requires management of metadata, or information resource data, which can include such diverse 

categories as data dictionaries, data models, process rules, data lineage, system documentation, transformation rules 

and security information. Metadata management tools share definitions of data between each other and the systems 

that they document. When possible, common data names and definitions are shared between systems.  

 

The Stateôs standard data warehouse metadata manager is IBMôs MetaStage. The Stateôs standard metadata catalog 

and master reference data repository is Data Foundationsô OneData. Metadata collection is model-driven using the 

CA ERWin modeling platform. 

 

Data Modeling 

Data modeling tools are used to document, locate and reuse data as well as to describe the relationships between 

data and systems.  

 

The State uses a number of data modeling tools, such as CA ERWin, IBM Rational Architect, Oracle Designer, and 

Sybase PowerDesigner. The OIT Data Architecture unit uses CA ERWin for logical and physical modeling of 

transactional and dimensional systems.  

 

Data Profiling 

Data profiling tools are used to discover, document and analyze legacy data, capture metadata, map transformations, 

and describe the relationships between data and systems.  

 

The Stateôs standard data profiling platform is IBMôs ProfileStage. 

 

Data Quality and Cleansing Tools 

These tools are used to analyze data values, ensure that data elements are captured and stored in a way to best 

comply with their business rules and intended application, find patterns of poor quality, standardize addresses, add 

geographic coding information to records, and perform sophisticated matching of free-form data to find exact or like 

matches.  

 
The Stateôs standard data quality platform is IBMôs QualityStage suite. 

 

Data Mining 

Data mining is a sophisticated statistical analysis of data for patterns and clusters. It is not the ability to perform ad 

hoc queries against data, which is provided by business intelligence tools. Data mining tools can learn from earlier 

analyses and can look for patterns without guidance.  

 

The State does not have a data mining standard.  

 

Supported Database Management Systems (DBMS) Platforms 

The strategic relational database for the State is Oracle. The State also supports Microsoft SQL Server. While the 

State is researching open source products such as MySQL and Ingres, they are not part of the Stateôs strategic 

direction at this time. 

 

The State maintains the following mainframe legacy databases: Bull DMIV, CA Datacom, IBM DB2, IBM IMS, 

and Software AG Adabas. The State does not anticipate significant new development taking place on any of these 

platforms, and is engaged in various initiatives to phase out these environments. 
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The State maintains a variety of flat file management systems with a strong emphasis on IBM VSAM for non-

DBMS legacy applications, as well as a legacy environment of Focus files. The State is migrating its Focus solution 

to a data warehousing environment built with Oracle and various Business Intelligence Publishing tools. 
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Application Development and Infrastructure 
 

NJ IT Architecture Stack
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The strategic environments for new applications are service-oriented designs using Java J2EE components running 

primarily on Sun Java Enterprise System application servers and Microsoft .Net components running on Dell Intel 

platform servers.  All programs should be designed with the goal of developing reusable components.  The benefits 

of building reusable components are evolving into an enterprise framework where common functionality can be 

shared across applications and platforms.  Authentication and authorization should be designed using the New 

Jersey Identity and Access Management Infrastructure currently provided by the myNewJersey Portal, which 

leverages pre-defined communities of users and applies role-based policy against those user communities.  

   

J2EE Application Hosting Environment 

The Stateôs primary J2EE hosting environment is based on the Sun Java Enterprise System Application Server 7, 

Enterprise Edition, which has been implemented in standalone as well as clustered configurations.  J2EE application 

design, dependent upon security requirements, usually conforms to a multi-tier architecture as depicted below: 
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Among the key architectural elements are:  

 

Core Functionality 

 Certified compliance with J2EE 1.3 (J2SE 1.4, EJB 2.0, JDBC 2.0, Java Servlet 2.3, JSP 1.2, JMS 1.0, Java 

Naming and Directory Interface (JNDI) 1.2, Java Transaction API (JTA) 1.0, JavaMail 1.2, Java Activation 

Framework (JAF) 1.0, JAXP 1.1, J2EE Connector Architecture 1.0, Java Authentication and Authorization 

Service (JAAS) 1.0) 

 An integrated Java Web Services Pack, including JAXM, JAXP, JAXR, and JAX-RPC  

 Enabling existing applications to become new Web services through integrated support of SOAP and 

WSDL  

 J2EE Connector Architecture service provider interfaces  

 High-performance Java Message Service (JMS) provider  

 Java Transaction Service (JTS) with two-phase commit for managing database services from the leading 

RDBMS vendors  

 Database connectivity to Oracle, DB2, and Microsoft SQL Server  

 High-performance HTTP Server with SSL security, delivering high performance through an advanced 

multiprocessing, multithreaded architecture; efficient use of kernel threads; and sophisticated memory 

management  

 Server-side HTML (SHTML) and chunked encoding which enhance performance of dynamic content  

 Various security standards: SSLv2, SSLv3, Transport Layer Security (TLS) 1.0, X.509 certificates, PKCS 

#11, FIPS-140, 168-bit step-up certificates  

 High-performance container-managed persistence (CMP) engine that supports object-to-relational (O/R) 

mapping  

 

High Availability 

 Separate Business Logic and Persistence Tiers. This enables greater scalability across both the business 

logic and persistence tier while allowing for integrated installation and administration.  

 Distributed, Replicated State Information. Application session state data is automatically replicated and 

distributed across multiple servers. Any individual component can fail without affecting an application's 

ability to retrieve the session state.  

 Inherent Data Availability. The inherent high-availability features delivered with the integrated HADB 

(high availability database) offer near-continuous availability for application session state data.  

Application session state data is synchronously replicated.  

 Horizontal Scalability. As the load and throughput requirements grow, additional servers for application 

support and session state maintenance can be easily added without downtime - yielding near linear 

horizontal scaling.  

 Self-Repair. High-availability technology identifies failed servers and can automatically repair to 

alternative servers, raising overall system availability.  

 Shared-Nothing Architecture. The underlying architecture used by Sun's high-availability technology is 

inherently distributed, eliminating bottlenecks and facilitating high throughput across multiple servers.  

 ñFive 9sò availability for Application Server session state persistence.  

 Uninterrupted services by providing online upgrades of both software and hardware for better 

serviceability.  
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.Net Application Hosting Environment 

The Microsoft .Net environment is also built using a multi-tier architecture implementing a web services approach 

using C#, COBOL and Visual Basic.   
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Core Functionality 

 .Net framework 1.1 and 2.0, which contains Common Language Runtime (CLT) and a collection of .Net 

application classes 

 Internet Information Server 6 (IIS6) is used to host web applications and web services 

 Application Center 2000 SP2 (AC2000) is used to control web application deployment, network load 

balancing and component monitoring 

 Standard protocols:  SOAP, XML, WSDL and Universal Description, Discovery and Integration (UDDI); 

ASP.Net 

 Database connectivity to Oracle and Microsoft SQL Server, ODBC, OLE DB and XML data sources 

 Authentication protocols:  Basic, Digest, NTLM, Kerberos and SSL/TLS client 

 Cryptography features for encryption, digital signatures, hashing and random number generation including 

DES, Triple DES, RC2, RSA, DSA, XML digital signature specification, and hashes (MD5, SHA1) 

 

High Availability 

 Separate Business Logic and Persistence Tiers. This enables greater scalability across both the business 

logic and persistence tier while allowing for integrated installation and administration  

 Drive Redundancy.  Each server contains two mirrored drives and a hot spare which allows the server to 

continue functioning even if two drives are lost 

 Server Redundancy. There are duplicate servers in both the public and secure tiers to enable workload 

balancing and continuous availability in the event of a server failure 

 Horizontal Scalability. As the workload increases, additional servers for application and web support can 

be easily added 

 Clustered Servers. The web and app servers are clustered using Application Center 2000 which provides 

load balancing, failover support and monitoring capabilities 

 Network Load Balancing.  Cisco switches distribute work across web servers 

 Deployment Servers automate application change management 

 Tivoli tools are used to monitor the health of servers to detect and correct problems 
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eForms 

The State has implemented an eForms platform composed of the Adobe Forms Server version 7 using the 

LiveCycle Forms 7.0 product.   

This eForms platform provides electronic forms to New Jerseyôs internal and external users quickly and 

efficiently by delivering an XML-based form as a PDF or HTML formatted page to any browser on any device 

without the need for a download or plug-in. Users with Adobe Reader 7.0 or higher will also have the ability to 

work offline and submit the form electronically when it has been completed.   

Document Management 

The State of New Jersey has in place substantial resources and operations for the processing and management of 

electronic documents.   

Automated document management/storage systems include, but are not limited to, systems based on electronic 

work flow automation, on-line storage and retrieval of record images, Internet-based filing/record retrieval, 

electronic payment systems (i.e., electronic fund transfer (EFT), e-check, credit card, etc.), email archive systems 

and records management systems or combinations using technological platforms such as these.  New Jersey 

Enterprise Services include mail processing, remittance processing, document screening/preparation, electronic 

scanning, index/application data capture, and hosting of electronic images on server platforms. 

In virtually all new systems there are potential elements for document management functions.  Agencies should 

seek to utilize existing State document management services as a first choice rather than acquiring or building 

duplicative services models.   

Instruction to Agencies 

Agencies are to conform to Statewide Information Technology Strategic planning processes as outlined and 

administered by the Office of Information Technology (OIT).  By Circular Letter 07-11-OMB, agencies are 

required to review all planned major enhancements to existing systems and new initiatives with the Stateôs 

Automated Records Management Systems Committee (ARMS) for opportunities to leverage existing State 

operations as part of solutions which may include elements of records management.    

To take advantage of existing Enterprise Services, agencies should contact the Automated Records Management 

System (ARMS) Committee as early as possible in an initiativeôs life cycle.  This Committee will assist agencies 

with their plans for new or enhanced information processing systems where they may be related to or may take 

advantage of existing Enterprise Services to perform all or part of document management processes.  Early 

notification and dialogue with the ARMS Committee regarding planned systems and services will greatly 

facilitate the review and approval process.   

Instruction to Vendors 

Vendors working with the State must review and consider the Stateôs capabilities regarding document 

management services when proposing solutions to agency needs, requests and Requests for Proposals (RFP).  

Where possible the State will seek to leverage existing facilities and document management processes and 

services in conjunction with new initiatives.   

Automated Records Management Systems Committee (ARMS) 

Circular Letter 07-11-OMB (C.L.) establishes a central, inter-agency committee called the Automated Records 

Management Systems Committee (ARMS), which consists of representatives from the Divisions of Archives and 

Records Management, and Revenue ï Strategic Document Services; and the Office of Information Technology.  

ARMS is responsible to coordinate the use automated records management and storage systems and policies 

within the State.  These systems and services encompass a broad range of activities ï from electronic scanning, 

indexing and storage of public documents to electronic government applications that supplement or replace 

paper-based systems. 
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ARMS seeks to accomplish several strategic goals:  

 Comprehensively address State-wide records management and image processing systems/services 

planning and development, with emphasis on maximizing use of existing in-house facilities;  

 Reduce redundant and inefficient system purchases;  

 Increase cross-agency sharing of records and information resources;  

 Ensure effective use of automated records systems and services on a sustained basis;  

 Contribute to the continuing improvement of State government services; and 

 Foster adherence to core records management standards; and coordinate information technology 

and records management planning. 

 

The ARMS Committee can be reached via the Chief Technology Officer (CTO) of OIT, at 

PMO@OIT.state.nj.us or mailed to OIT -- Project Management Office (PMO), PO Box 212 Riverview Plaza 

Building 300, 1st Floor. 

New Jersey Enterprise Service Packages  

 

Several key services are available to the Executive Branch.  Detailed descriptions of these services can be found 

at: http://www.state.nj.us/treasury/revenue/ARMS/armshome.htm 

Records Retention Schedules and Requirements 

Proposed systems should provide for and adhere to the Stateôs retention schedule requirements.  The Stateôs 

General Records Retention Schedule can be found at: http://www.state.nj.us/state/darm/links/pdf/g100000.pdf   

Technology Infrastructure 

While the State may have various implementation of vendor software which accomplish scanning and imaging 

operations, the primary software that is in use is the FileNet product line from IBM.  Application integration for 

scanning and imaging solutions will utilize interfaces into the FileNet software where they are to utilize existing 

services.   For specific details on the infrastructure contact the ARMS Committee.   

Legacy and Mainframe Services 

The State has Bull and IBM enterprise servers which host applications for the law enforcement community, 

driver licensing, vehicle registration, unemployment insurance, tax systems, and human services among many 

others.  Over one million batch jobs and over one billion online transactions are run on these processors each 

year. The mainframes are geared toward high volume activity and have excellent response time and availability 

track records.  The applications on the enterprise servers can be web enabled. 

There is one Bull mainframe and two IBM mainframes. The operating systems are GCOS8 for Bull and z/OS for 

IBM. The Bull environment runs an internally developed security system while the IBM systems use eTrust CA-

ACF2 security software. Both Bull and IBM mainframes use TCP/IP for their network architecture protocol. Our 

teleprocessing monitors are TP8 for Bull and CICS for IBM. Data is stored in Oracle, DB2, Adabas, Datacom, 

IMS, IDS-II and VSAM data management systems. Mature application development and testing platforms exist 

for both the Bull and IBM systems. The Bull system has a disaster recovery site in Phoenix, Arizona, and the 

IBM systems have their disaster recovery location at OARS. Both disaster recovery sites are linked. 

Geographic Information System (GIS) Services 

The State has a goal of spatially enabling any application that would benefit from geo-awareness.  The State 

definition of spatially enabled means that the system is:  

 capable of integrating spatial data (e.g., data with a location component) with other business data 

across multiple, heterogeneous data sources; and  

http://www.state.nj.us/treasury/revenue/ARMS/armshome.htm
http://www.state.nj.us/state/darm/links/pdf/g100000.pdf
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 capable of supporting abstract data types (e.g., images, text, and spatial data), spatial operators and 

functions, and spatial locator indexes.   

Managing and accessing spatial data across the Stateôs IT enterprise is facilitated through a gateway which 

utilizes a combination of technologies including Environmental Systems Research Institute (ESRI) Arc Spatial 

Data Engine (ArcSDE). Spatial data is served up in a format that can be accessed by a variety of desktop GIS 

clients, served out to the Internet using ESRIôs ArcIMS and ArcGIS Server technology or by other applications 

using standard SQL queries. Spatial data is hosted on an Oracle and IBM AIX platform providing for high-

availability and scalability. 

Internet map server technology provides the foundation for distributing high-end geographic information 

systems (GIS) and mapping services via the Internet. This technology also enables users to integrate local data 

sources with Internet data sources for display, query, and analysis in a Web browser. We utilize ESRIôs Arc 

Internet Map Server (ArcIMS) and ArcGIS Server.  Both are powerful, scalable, standards-based tools used to 

design and manage web services for map display and geoprocessing.  This technology is currently integrated in 

the Stateôs Shared Server Infrastructure (SSI) using a three-tier application architecture.  Legacy applications 

continue to be supported on ArcIMS; new applications are encouraged to use ArcGIS Server. Both are 

maintained at a release level at or near the latest available. 

Any proposed solution that includes a GIS component and/or incorporates spatial data is evaluated, planned, 

designed, and implemented in concert with the OIT Office of GIS.  Applications that are geo-enabled are in 

compliance with the OpenGIS Consortium specifications for spatial data (http://www.opengis.org/).  The State 

of New Jerseyôs preferred GIS software platform is the ESRI set of products and tools (http://www.esri.com/).  

Data Transfers 

The State has two methods of secure file transfer.  

The preferred method, known as SAFE (Secure Automated File Exchange), is an automated process 

utilizing standard FTPS/SFTP/HTTPS/AS2 protocols. This solution provides bi-directional, secure, guaranteed 

delivery between any two internal or external computers.  Additional features of the system include data 

encryption, success/failure notification, short-term archiving, auditing and validation of the transferred data. 

The second method is a manual interface through the myNewJersey portal Secure File Transfer Channel. A user 

connects through an Internet Browser, authenticates to the portal, selects the file they need to send, receive or 

browse, and selects the local source or destination of that file. The transfer occurs using a secure socket layer 

(SSL) connection and the user is advised of the success of that transfer.  

The State also supports Connect:Direct to transfer data only over dedicated lines, Virtual Private Networks and 

Extranets between the Garden State Network (GSN) and Business Partners.  This is only available from the 

Stateôs mainframe environment.  The Business Partner is responsible for all costs associated with this method. 

Remote Desktop Access 

The State provides a Citrix environment for agencies that require remote access to their client server applications 

and to provide remote desktop access for State staff.  An effort is underway to provide access to Citrix resources 

through the myNJ portal infrastructure as well as to document best practices and procedures for all remote 

access. 

ePayment 

OIT maintains an enterprise ePayment component that provides Internet based payment processing to State agency 

applications.  The ePayment module allows custom developed Web based applications to either process:  

Á Credit card transactions by interfacing with a payment gateway provider; or 

Á eCheck transactions by allowing governmental entities to accept electronic checks via the Internet  

Implementation of the ePayment module is facilitated through Web Services.  As such, this module can be used with 

any compliant application in the .NET and J2EE environments.  Developers of non-compliant applications should 

discuss application requirements with the ePayment Administration Staff at epayment_admin@oit.state.nj.us. 

http://www.opengis.org/
http://www.esri.com/
mailto:epayment_admin@oit.state.nj.us
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Single Sign-On 

See section on Identity Management, Authentication & Authorization Services. 

Enterprise eMail Services 

The Office of Information Technology maintains a highly available, redundant enterprise infrastructure to facilitate 

inbound and outbound email processing for State agencies.  Gateway services include message routing, anti-virus 

and anti-spam scanning. 

All inbound and outbound emails are scanned at the gateways for virus content.  Anti-spam processing is also 

available, on an opt-in basis for State agencies.   

The State is in the process of consolidating to one messaging platform ï Microsoft Exchange.  This consolidation 

will create a centralized Active Directory Resource Forest to support a statewide messaging and calendar platform 

based on Exchange Server 2007 including the necessary systems to monitor and manage the new environment.  This 

project should be completed in 2009. 

Software as a Service (SaaS) 

The State has recently integrated two cloud-based service infrastructures into its architecture: 

 GeoLearning is the Stateôs enterprise eLearning service for State and Local employee training.   

 Salesforce.com is the Stateôs enterprise Customer Relationship Management service for the Government-

to-Business vertical. 

In both implementations, the State has carefully approached SaaS in an integrated fashion, incorporating both data 

integration at the back end as well as Identity & Access Management integration at the front end 
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Integration & Messaging 
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Message Oriented Middleware 

The State has implemented IBM Websphere MQ (formerly MQ Series) in many mission critical application 

environments for enterprise messaging between systems.  Websphere MQ is currently in production on the Sun 

Java Enterprise System Application Server platforms for connectivity to the J2EE application environment. 

Enterprise Service Bus (ESB) / Enterprise Application Integration (EAI) 

An EAI solution enables real-time data and workflow integration from one system to another.  The Stateôs 

Enterprise Data Integration platform, DataStage, when used with the Stateôs message transport standard, 

Websphere MQ, provides cost-effective real-time application integration to meet many business requirements.   

Additionally, at the time of this writing, the State is completing an initiative to integrate multiple legacy systems 

using IBMôs Websphere Message Broker at the Enterprise Service Bus layer.  Information requests from the 

Departments of Labor and Human Services will be brokered through the ESB in order to streamline the 

verification of applicant data for the Stateôs Family Care program. 

Additionally, the NJ State Police have implemented the same platform to provide connectivity and data 

transformation services between several legacy applications in the law enforcement community.     

Host Application Transformation Services (HATS)  

The State has implemented HATS on its IBM platform.  These tools provide for rapid development of HTML 

web based applications using existing CICS applications and native JDBC database connections for data and 

business logic.   

CICS Transaction Gateway 

Connectivity to CICS from J2EE applications can be accomplished via the IBM Transaction Gateway.  Each 

instance of the Gateway requires the installation and configuration of a client on the J2EE Application Server 

platform.   On the CICS side, ACF2 Security and CICS Transactions must be established for the appropriate 

application(s). 

DB2 Connect 

Connectivity to DB2 is accomplished via a DB2 Runtime Client, which is installed and configured on the J2EE 

Application Server platform.   

 

Entire X  

Connectivity to legacy Adabas systems from J2EE and .Net applications is facilitated by Entire X Broker 

connectors. 
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State Portal Overview 

The Stateôs Internet Portal provides an identity-enabled array of services including security, user management, 

single sign-on, personalization, content aggregation, application integration and search capabilities.  In addition, the 

Portal infrastructure provides a secure Application Virtual Private Network (VPN) for remote access to core 

computing resources.  All Portal services ï including the Application VPN ï 

are provided via ultra-thin client architecture, the only client side 

requirement being a standard web browser. 

The Portal supports nearly five hundred thousand registered members across 

a diverse range of communities ï general public, State employees, New 

Jersey businesses, and local government employees and officials. 

One of the larger consumers of the Portal is a Pensions & Benefits self-

service for up to one-half million members state-wide including current and 

retired State and local government employees, teachers, police and firemen. 

The Portal infrastructure is based on the Sun Java Enterprise System Portal Server platform with its internal LDAP 

directory supplemented by an external Oracle database and custom administration code. 

Key features of the Portal infrastructure include: 

 Multiple load balanced Web Servers 

 SSL encryption of all traffic over the Internet 

 On-demand user community creation and management with delegated administration of user policy and 

access control through an integrated management console  

 Dynamic user personalization and customization  

 Role based access control (RBAC) with multi-role support, user provisioning, and self-registration  

 Delivery of integrated content, applications, and services through customized portlets  

 Single sign-on for portal applications 

 Integration with existing legacy applications through standard APIs  

 Integral lightweight Application VPN 

 Integral Geographic Information Systems engine for location based services 

 Rapid deployment of multiple portals for many communities from a single platform architecture  

Key collaboration services of the Portal infrastructure include: 

 Secure role-based document library that facilitates end-user publishing of materials with email notification 

to user community 

 Secure role-based threaded discussion forum for online collaboration 

 Delegated role management with role based email distribution 










































