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This document is for guidance purposes only and is not intended as an endorsement of any third-party
entities or software. The examples in this document were selected solely due to Watershed and Land
Management’s familiarity with the featured products and methods. The options shown herein represent a
fraction of the available products and methods, and the user should consider all options

Section 1: Regulation

The NJ Board of Professional Engineers (PE) and Land Surveyors adopted rules for digital
signatures and seals in November of 2015. Any electronic plans submitted to the Division of Land
Use Regulation, where a signed and sealed plan is required, shall comply with the NJ
Administrative Code governing the State Board of Professional Engineers and Land Surveyors. As
a point of reference, below is the section of PE rules applicable to digital signatures and seals.

N.J.A.C. 13:40-8.1A Digital Signatures and Seals

a) A digital signature and seal shall carry the same weight, authority, and effect as a
handwritten signature and impression-type seal when the following criteria are met:

1) The digital signing and sealing process satisfies the requirements of the Digital
Signature Standard (DSS) established by the National Institute of Standards
and Technology, FIPS PUB 186-4, Digital Signature Algorithm Validation
System, (2014), which is hereby incorporated by reference, as amended and
supplemented. This standard may be obtained at the following website:
http:www.NIST.gov/. The digital signature and seal must be:

i) Unique to the licensee;

i) Verifiable by a trusted third party or some other approved process
as belonging to the licensee;

iii) Under the licensee’s direct and exclusive control; and

iv) Linked to a document in such a manner that the digital signature
and seal is invalidated if any data in the document is changed. Once
the digital signature and seal are applied to the document, the
document shall be available in read-only format if the document is
to be digitally transmitted.

b) Alicensee who digitally signs and seals a document shall maintain a digital copy of the
electronically transmitted document that has also been digitally signed and sealed for
future verification purposes in accordance with N.J.A.C. 13:40-3.4(b).

c) The pictorial representation of the digital signature and seal shall be readily available
to the Board upon Board request and shall be produced in a manner acceptable to the
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Board. It shall contain the same words and shall have substantially the same graphic
appearance and size as when the image of the digitally transmitted document is
viewed at the same size as the document in its original form.

d) Licensees are responsible for the use of their private digital keys. A lost or
compromised key shall not be used and the licensee shall cause a new key pair to be
generated in accordance with the criteria described in (a) above. A licensee shall take
all reasonable steps to ensure that a compromised key is invalidated and shall inform
all affected clients that the digital key has been compromised.

Section 2: Overview

Digital Signature and Seal

All drawings to be uploaded to DEP Online services that would normally be professionally signed
and seal, must be digitally signed by a professional engineer using an authenticated digital
signature that can be verified. Digital signatures that meet the requirements of the PE rule are
used to detect unauthorized modifications to data and to authenticate the identity of the
signatory. In addition, the recipient of signed plan can use a digital signature as evidence in
demonstrating to a third party that the signature was, in fact, generated by the claimed signatory.
As a state agency, the Division of Land Use Regulation (DLUR) is not authorized to recommend
any third-party entity or software. Any reputable software provider should provide
documentation that their product meets the Digital Signature Standard (DSS) established by the
National Institute of Standards and Technology, FIPS PUB 186-4, Digital Signature Algorithm
Validation System, (2014).

This document will serve as a guide to the technical terms and the steps needed add a seal and
digital signature to an electronic plan.

Section 3: Glossary of Terms

Public Key Infrastructure (PKI): A framework that is established to issue, maintain and revoke
public key certificates.

Digital Signature: Digital signatures allow an individual to keep their entire workflow online,
eliminating the need for paper documents. A digital signature is the online equivalent of a
notarized signature; In this case the Certificate Authority (CA) serves as the notary in terms of
verifying your identity.
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A digital signature is constructed from several components:

1. Digital Certificate — A digital certificate is a method of verifying your identity when
used to certify documents. A digital certificate allows a document to be checked for
changes or modifications to a document post certification. A digital certificate is
issued by a Certificate Authority, unique to the user and under the licensee’s direct
and exclusive control.

a. Certificate Authority — A certificate authority is a third-party entity that is only
used to verify the signer’s identity and ensure that no changes have been
made to the document after certification. Certificate Authorities generally
issue a digital certificate using either a Hardware Key (USB or SmartCard) or
through the Certificate Authority’s software.

b. Trusted Timestamp — Trusted Timestamping is the process for securely
keeping track of the creation and modification time of a document. This will
be issued with your digital certificate when obtained from a Certificate
Authority.

2. Professional’s Seal and Signature — A digital version of the professional’s seal and
signature. Be sure to keep a copy of your digital seal and signature used. See note*.

*NOTE: The pictorial representation of the digital signature and seal shall be readily
available to the Board upon Board request and shall be produced in a manner
acceptable to the Board. It shall contain the same words and shall have substantially
the same graphic appearance and size as when the image of the digitally transmitted
document is viewed at the same size as the document in its original form.

Section 4: How the Authentication Works

Using a digital signature to sign a document allows your PDF software to validate the file. This
validation will ensure no changes have been made to document after your signature has been
placed on it and validate your identity as having signed the document.

Before you begin these are items you will need to complete this guide:

Digital version of your Professional Seal.

Digital/Pictorial version of your signature

Digital ID/Digital Certificate issued by a Certificate Authority

PDF software capable of utilizing Public Key Infrastructure (PKI) standards

WNPRE
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entities or software. The examples in this document were selected solely due to Watershed and Land
Management’s familiarity with the featured products and methods. The options shown herein represent a
fraction of the available products and methods, and the user should consider all options

Section 5: Cloud and Web-Based Certificate Authorities

Users employing cloud and web-based certificate authorities (Such as Docusign or AdobeSign)
should first sign and certify their site plans by themselves without requesting a signature or stamp
from a WLRP employee.

When a user creates and signs a document using a cloud-based certificate authority they will
automatically generate a Certificate of Completion/Audit Report (the name may vary) which must
be included with the site plans and combined as a single PDF at the time of submission.

The site plans and certificate of completion/audit report must be combined as a single PDF. This
will insure WLRP of the identity of the user who generated and signed the original document.

Later in the life of the project, when revisions are done and site plans are ready to be stamped and
approved, a WLRP employee will reach out to you requesting you resubmit your site plans by using
your certificate authority to request a signature from said employee.

Both parties will then receive a copy of the signed, sealed, and stamped plans by email.

Please Note: Cloud based certificate authorities allow users to place custom time limits for signer
requests, please set the time limit to the maximum time allowed. Placing a short time limit for
signer requests will result in you having to resubmit site plans potentially dozens of times.

Section 6: Adobe Signing and Sealing Plans

Adobe Signature and Seal Setup

NOTE: Adobe Reader and Adobe Standard do NOT support leaving a signature box for NJDEP.

Introduction: This portion of the guide will show you how to setup your digital ID for signing and
sealing documents if you were issued a digital certificate. If your Certificate Authority issued
you a Digital ID skip to Step 5 of this section.

You must use a digital certificate obtained through a Certificate Authority using this method.
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1. From the top toolbar click Edit>Preferences. Under Identities & Trusted Certificates
click More.

Categories:
Digitel Signatures
Commenting
Creation & Appearance
Full Screen Control options N .
Guner + Control options for signature creation [—
ap) e of signatures within a document
Page Display
3D & Multimedia Verification
Accessibility

“Adobe Online Services + Control how and when signatures are verified More..

Email Accounts
Forms
Identity Identities & Trusted Certificates

Intemet
JovaSeipt - Create and manage identities for signing

- Manage credentials used to trust documents
Language

Measuring (2D)
Measuring (3D) Document t Timestamping
Messuring (Geo)
Multimedia (legacy) - Configure timestamp server settings —
Multimedia Trust (iegacy)
Reading

Reviewing

Search

Security

Security (Enhanced)
Signatures

Speling

Tracker

Trust Manager

Units

oK Cancel

2. Click ‘Add ID’ from the top bar and select ‘My existing digital ID from:’ and select the
option relevant to how the Certificate Authority gave it to you.

+  Digital IDs ZMﬂ D 7 Bg -~ & Refresh @
Roaming ID Accoun  Name Add Digial 1D X
Digital ID Files

Windows Digital IDs

5 ol

s with your
a digital ID using;

Add o n and enc;
digjtal ID i 5 o that they ca
PKCS#11 Modules a
(® My existing digital ID from:

Trusted Certificates
@ Afile

O Aroaming digital ID accessed viaaserver
(©) A device connected to this computer

Manage My Dig
(O Anew digital ID | want to create now
This is a list of the 'you create a
digital signature or

Each digital ID has irtaficate is.
used by others to enf w
information from ye¢

Use Set Default to an existing
digital ID and add i
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entities or software. The examples in this document were selected solely due to Watershed and Land
Management’s familiarity with the featured products and methods. The options shown herein represent a
fraction of the available products and methods, and the user should consider all options

3. Select the file path or device that contains your digital ID and enter your password.

Add Digital 1D X

Browse for a digital ID file. Digital ID files are password peotected and require your password in
order to be opened.

File Name:

!E;." u'.Jf.'-\Aapnm' VP;:r;\qu*,.:dcbt Acrobat\DC\Securty'\ Kevir Browse...

Password:

4. Click Next and then Finish. You should now see your digital ID list here:

& Digital ID and Trusted Certificate Settings X
v Sl ¥.AddID _” Usage Options - |V Centificate Details /= Export 4 Refresh & Remove ID
Roaming ID Accoun ~ Name Issuer Storage Mechanism Expires
o Kevin <Kevin@example.com> Kevin <Kevin@example.com> Digital ID File
v vguiofe R . ooomostion focen Windows Certfcae Store

Kevin.pfx Kevin [ <evio B © ceo... NN fo: AATL Windows Certificate Store
Windows Digital IDs
PKCS#11 Modules 3

Trusted Certificates

Kevin I
Land Use Management
a Issued by: _for AATL
I
Valid from: 2020/03/10 11:40:12 -04'00'
Valid to: 2021/03/11 11:40:12 -04'00"
Intended usage: Digital Signature, Non-Repudiation, Email Protection
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5. Close this window and Under Creation & Appearance click More:

Categories:

Commenting
Documents
Full Screen
General

Page Display

3D & Muttimedia
Accessibility

Adobe Online Services
Email Accounts
Forms

Identity

Internet

JavaScript

Language

Measuring (2D)
Measuring (3D)
Measuring (Geo)
Multimedia (legacy)
Multimedia Trust (legacy)
Reading

Reviewing

Search

Security

Security (Enhanced)
Signatures

Spelling

Tracker

Trust Manager

Units

Digital Signatures

Creation & Appearance

« Control options for signature creation
« Set the appearance of signatures within a document

Verification

+ Control how and when signatures are verified

Identities & Trusted Certificates

« Create and manage identities for signing
+ Manage credentials used to trust documents

Document Timestamping

+ Configure timestamp server settings

6. Under Appearances click New:
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Creation
Default Signing Method: | Adobe Default Security ~
Default Signing Format: | PKC5#7 - Detached ~
When Signing:
Show reasons

Show location and contact information
Include signature's revocation status

[ View dacuments in Preview Mode
Enable Review of Document Warnings: | When certifying a document ~
Prevent Signing Until Warnings Are Reviewed: | Never ~

Use modern user interface for signing and Digital ID configuration

Appearances
Edit...
Duplicate
Delete
Help 0K Cancel

fraction of the available products and methods, and the user should consider all options

More...

More...

More...

0K

Cancel
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7. Under ‘Configure Graphic’ Select ‘Imported graphic’ and select the file location of your stamp.
Copy the rest of the settings shown here:

Configure Signature Appearance >

Title: |Stamp and Signature

Preview

R Digitally signed by your
common name here
Date: 2020.02.05
15:22:32 -05'00'

Configure Graphic

Show: () Mo graphic Import Graphic from:
(®) Imported graphic File...
() MName
Configure Text
Show: [#]Name [ Location [ Distinguished name Logo
[+ Date [JReasen [] Adobe Version [] Labels
Text Properties
Text Direction:  (®) Auto () Left to right 0 Right to left

Digits: | 0123456789 ~

0K Cancel
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If your Certificate Authority requires you to set a Timestamping server follows these steps.

Otherwise, this guide is complete.

8. Return to the previous screen and under Document Timestamping select More:

Categories:

Digital Signatures

Commenting
Documents
Full Screen
General
Page Display

3D & Multimedia
Accessibility

Adobe Online Services
Email Accounts
Forms

Identity

Internet

JavaScript
Lenguage
Measuring (2D)
Measuring (3D)
Measuring (Geo)
Multimedia (Iegacy)

Reading
Reviewing

Search

Security

Security (Enhanced)
Signatures

Spelling

Tracker

Trust Manager
Units

Multimedia Trust (legacy)

Creation & Appearance

+ Control optiens for signature creation

+ Cenfigure timestamp server seftings

More...
- Set the appearance of signatures within a document
Verification
+ Control how and when signatures are verified More
Identities & Trusted Certificates
+ Create and manage identities for signing P—

+ Manage credentials used to trust documents

Document Timestamping

oK Cancel

9. From the top bar click New and enter the Time Stamp Server info given to you by your
Certificate Authority:

Directory Servess

Time Stamp Servers
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4 New

¥

Name uRL

Configure Time Stamp Serv

Configure a default Time Stamp S
provide you with Time Stamp Serv

Select one of the entries above and
St Defeult. 1f you have selected a

Click Export to share your Time St}

& Import v a

New Time Stamp Server x

Marme:  [Certiicate Authority Time server
Serves Settings

Server URL: ~[wurve.examle.comtimeserver

If you are in a workgroup, your computer administrator may

configure a Time Stamp Server. Select a default server using
signature that you create.
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10. Highlight the new Time Stamp Server you’ve just created and click ‘Set Default’ from

the top bar.

Adobe Signature and Seal — Demonstration

NOTE: Adobe Reader and Adobe Standard do NOT support leaving a signature box for NJDEP.

1. Open the PDF to be stamped.
2. From the right tool bar click ‘More Tools’

O Protect
Optimize PDF

A2 Fill &Sign

Send for Review

4'} More Tools

3. Click ‘Prepare Form’

Create & Edit
B & B

DF Combine F Organize Pages Edit PDF Export PDF Scan & OCR Rich Med
<] Open |~ | Ooen | - Open | = Add |-
Share & Review
1\
hare tamp Compare Files Mea:

Page | 10



This document is for guidance purposes only and is not intended as an endorsement of any third-party
entities or software. The examples in this document were selected solely due to Watershed and Land
Management’s familiarity with the featured products and methods. The options shown herein represent a
fraction of the available products and methods, and the user should consider all options

4. Select ‘Add a digital signature’ from the top bar:
® © 11| MM OO 2x- A P | B L&
D TEHHOEFPEE e *0

Add a digital signature; add signature options from the
{Properties view EREASSN §

5. Draw a 3x3 Rectangle in the upper corner and leave this blank. This box will be used by
NJDEP to place their stamp on the document.

Home  Tools example stamp pdf Sample Planpat % ® e a
248 ma 50 11 2000 m-BT BLa
| e rorm r D THNDORERFE@RAE @ # 0 D (oo
| ALIGN CENTER
5 &5 B
[Snsture ]
e @
MAICH 12t DISTRIBUTE
Field Name: o ,
[ Ep = WS
[lkequired field
T Mo
Block 12
Lat: 1 HELDS = 4
v @ Pagel
0 Signature?
» »
Legend
Exng Cntrone
Frapaat Cenaricrs
o 2cvm
pragacty baerdary
-
+
-
I -E =
o '
'
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6. Draw a Rectangle where your stamp will be placed:

Home  Tools exampie stamp.pdf Sample Planpaf X [ ol
B4 aQ D@ 1t/ OB »- B P B8 2 &
[ e o FD THHOEFEERE @ # O @ (o)

ALGN CENTER

B
5l B @ o]

]
0

MAICH S1ZE DISTRIBUTE

- B

T voe

FIEDS.

|
o

v [ Page 1
o3 Signaturat

3 Signature3

cEr >0 m» 05

8. Select ‘Certify with Visible Signature’:

T riromED

ALERATION OR ADD NON |
TO ¥ DOCLAENT & A === 21 ('
VIQLATON CESTATR LAW \
1
: [\

Sign Document
—_—

Q Certify with Visible Signature
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9. Select the Digital ID we selected earlier and click ‘Continue’.

Sign with a Digital ID b'e

Choose the Digital ID that you want to use for signing:

o |. Kevin (Digital ID file) \iew Details
" Issued by: Kevin, Expires: 2025.02.05

@ ( Configure New Digital 1D ) ( Cancel )

10. Select the appearance we created earlier ‘Stamp and Signature’, enter your digital ID
password and ensure ‘Permitted Actions After Certifying’ is set to ‘Form fill-in and
digital signatures’.

Sign as "Kevin" X

Appearance = Stamp and Signature v
SR G, Certified by
N AERSE ertifie

\““ aﬂp‘-.’_

. Kevin
GEO000 Date: 2021.08.24

) “.“ . & &
Ty, leEusE S

ssigu o 16:11:09 -04'00

............

View Certificate Details

Permitted Actions After Certifying

Document warnings have been reviewed

Ensure this option

is selected
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11. Save the document with a different name.

12. Confirm the document has been correctly certified by left clicking your stamp and
clicking ‘Signature Properties’.

Signature Properties =

Segnature 1= VALID, signed by Kevin - < Kmn-@dep.n].guvr.
% Segming Tieme: 0200408 11:19:50 0200

Source of Trust obtained from Adobe Approved Trust List (AATL).

Locatsan: MIDEP
Validity Susnmmany
The docurnent has not been medified since this signature was apphed,

The cerifier has specshed that Farm Fill-in, Sigming and Commenting are
allowed for this docurnent. Mo other changes are perrithed.

The decurment i signed by the cument user.

The signature ncledes an embedded timestamg. Timestarnp time:
20C0 008 1120000 -0u00"

Signature was validated as of the secure (timestarmp) time:

200,008 112000 -04700

Sigrer Irfo

The path from the signer's certificate to an issuer's certificate was successfully
buitt.

The signer's cerificate is valid and has not been revoked,

Show Signer's Certificate...

fdvanced Properties.., Yslidate Signature Lloze
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Section 7: Bluebeam REVU Signed and Sealed Plans

Bluebeam REVU Digital Signature and Seal Setup

Introduction: This portion of the guide will show you how to setup your digital ID for signing and
sealing documents if you were issued a digital certificate. If your Certificate Authority issued
you a Digital ID skip to Step 5 of this section.

Digital ID’s created using Bluebeam Certificates are self-signed and are NOT ACCEPTED. You
must use a digital certificate obtained through a separate Certificate Authority.

1. Tools>Signature and click digital ID’s. Then Click the “+” symbol

Manage Digital IDs it

Mame Location Status

*

ldentity
Mame: lssued By:
Organizational Unit: Starts:
Organization Name: Expires:
Email Address:

Country / Region:
Usage:
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2. Select “Browse for existing Digital ID file” and click Next

(® Browse for existing Digital ID file
(O) Create Digital ID file

Create a paseword protected Digital |D file using the PKCS#12 format. This file format is
accepted by most securty applications and web browsers. These files will have a pfx file
extension.

(C) Create Digital ID in Windows Cedtificate Store

Create a Digital 1D in the Windows Certfficate Store where it is available to other Windows
Applications. This Digital 1D is protected by your Windows login.

U5 - UNITED STATES
Digital Signatures and Data Encryption
1024-bit RSA

Next > Cancel

3. Find your Digital ID. The location will depend on the how the Certificate Authority
gave you it. Commonly implemented on hardware devices that need to be inserted
and can be found here, under Devices and drives.

« v 4 @, ThisPC v B Search This PC o
Organize + B @ @
O This pC ~ ; Downloads ~

J 3D Objects

[ Desktop b Music
|=| Documents

{ Downloads Pictures
J’! Music :

&=/ Pictures

Videos
m Videos m
25 Windows (C)

= FACITS (\dep-sc ~ Devices and drives (1)

Windows (C:)
- dep-sd o
== apps (\\dep-sd) = -f_
= common sharec,, "™ 178 GB free of 235 GB .
File name: ~ || PKCS#12 Files (*.pfx) ~
Open Cancel
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4. Enter the password for your digital ID

Password .

Please enter the password for the Digital 1D.

Password: ||

Cancel

5. You should now see your digital ID listed here.

Manage Digital IDs *
Name Location Status
Windows Certificate Store
Identity
Name:  Kevin ISR tssued By: [
Organizational Unit:  Land Use Management Starts:  3/10/2020
Organization Mame: MNew Jersey Depatme... Expires:  3/11/2021
Email Address:  Kewin -@dep nj.gov
Country / Region:  US
Usage: Digital Signatures
Export... Manage Appearances...

6. Highlight your digital ID and Click Manage Appearances

Manage Digital IDs *

Name Location Status

Windows Certificate Store

1t
¢
Identity
Name:  Kevin I lssued By: _
Organizational Unit:  Land Use Management Starts:  3/10/2020
Organization Name: Mew Jersey Departme. .. Expires:  3/11/2021

Email Address:  Kevin -@dep.nj gov
Country / Region: S
lsage: Digtal Signistures

Export... Manage Appearances...
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7. Click the ‘+’ symbol to create a new appearance. Copy the following settings.
For File choose the file location of your digital stamp.

Signature Appearance X

Title: | Samp and Signature

Graphic
) None
Name
® Fle C \Uners N\ Deskton \Pics for blasbesn’
Postion: (@ LeRt O Rght O Background
Text

A ] Name
| Distinguished Name

v } Locston Agmert.
[ | Reason
{ ] Cortact nfo
i Date
B Labels
Fort Sze Mato [ loge
Prevew
il
.2. allf;,
il

. Digitally signed
300 by <Name>
Date: <Date>

- e i

D
l,’

",
(s S
Troman ¥

Caes

Bluebeam Signature and Seal — Demonstration

1. Open the PDF to be stamped.
2. Select Tools>Signature and Click Sign Document.

Tools Window Help
Markup
Stamp
Measure

Sketch to Scale

Forms

e

Signature = &5 Sign Document

Hyperlink  Shift+H |:D‘ Certify Document...

File Attachment F
Toolbars 5 Digital IDs...

- Trusted Identities...
leuse
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Management’s familiarity with the featured products and methods. The options shown herein represent a
fraction of the available products and methods, and the user should consider all options

3. Draw a 3x3 Rectangle in the upper corner and then click Cancel. *This box will be left
blank. It is to be used by NJDEP to place their approval stamp on the document*
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4. Repeat Step 2 - Click Tools>Signature and Click Sign Document.

5. Draw a rectangle in the space designated for Sign X
your stamp. Choose the digital ID we setup Digtal 1D
above. Login with your password, and select Kevin o[ View_ | | Mew_
Password:

the settings shown here:

L1111
Signature Type
() Digital Signature
(® Document Certification
Permitted changes after certifying:

6. Click Ok and save your document with a new Fillin forms and digtal signatures ~
name. Options

Reason: | w |

Location: | |
Contact Info: | |

Appearance
Stamp and Signature ~ || Edt... New...

Digitally signed by
Kevin

Date: 2020.02.05
13:28:20-05'00

Cancel
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This document is for guidance purposes only and is not intended as an endorsement of any third-party
entities or software. The examples in this document were selected solely due to Watershed and Land
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7. From the top bar select Window>Panels>Signatures. A toolbar will appear on the left
side of the screen showing the signature present. A successful certification will look
like this:

NOTE: Ensure there is still a signature box available in the upper right corner for
NJDEP’s stamp to be placed on the document.

Signatures Sample Plan_smallerfile (Stamped) X

~ Signatures
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[ Rev.1: Signed by Kevin <
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8. Confirm the signature pane shows the document as certified.

Certification
[b Document is certified

Name: Kevin

Issued By: ) for AATL
Email: Kevin. @dep.nj.gov
Date: 2020.04.08 11:11:52-04'00°
Reason:

Location:

Contact Info:

Signatures

[b Rev.1: Signed by: Kevin <Kevin.! @dep.nj...
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