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Introduction

1.1 Electronic Environmental Reporting and the E2 System
The New Jersey Electronic Environmental reporting system (E2) is a web-based information system that allows the regulated community to electronically submit reports to the New Jersey Department of Environmental Protection (NJDEP).
The E2 system provides an alternative to submitting hand-written or paper-based reports that is faster, more efficient, and requires less processing for water systems and the NJDEP.  As a fully operational electronic reporting system, all of the necessary legal, security, and electronic signature functionalities have been included to serve as a completely paperless reporting system.

Currently, the E2 system allows laboratories to submit three major categories of reports:

· Electronic Drinking Water Reports (DWR)
· Electronic New Jersey Quantitation Limit (NJQL) reports

· Electronic Private Well Testing Act (PWTA) Reports
· Volunteer Water Monitoring (VWM) Data

Currently, the E2 system allows water systems to perform the following major functions:

· View Electronic Drinking Water Reports (DWR) containing analytical results submitted by laboratories on behalf of water systems

· Submit the Annual Water Utilization report
The Bureau of Safe Drinking Water has not made all forms available for electronic submission
.  Therefore, a water system may need to submit Drinking Water data electronically for some reports and use paper for other reports.

1.2 Reasons for and Benefits of Electronic Reporting with E2
Electronic reporting provides the following benefits:

· Gives the user greater control over the quality of data flow.
· Reduces reporting costs by offering a streamlined reporting method using readily available computer tools.

· Offers on-line availability of reports and their processing status.

· Improves reported data integrity and security.

· Saves the NJDEP costs by reducing, and better utilizing resources required for managing reports.

· Adds to the overall effectiveness of the NJDEP program areas with faster response for data analyses, compliance assessment, and decision-making.

· Allows the NJDEP (Office of Quality Assurance) to perform behind-the-scenes evaluations (informal data audits) of laboratory data submissions with respect to laboratories approved for certification, effective certification dates to analyze for specified parameters, using specified methods and techniques.
1.3 Contact Information

The E2 Coordinators can be reached at:

	DWR

	E2 Coordinator

Bureau of Safe Drinking Water

Implementation New Jersey DEP

DWRHelp@dep.state.nj.us
Phone: (609) 292 - 5550


1.4 E2 System Overview

As a web-enabled system, Water Systems can access the E2 system at minimal costs using existing Internet access.  The E2 system provides Water Systems with the following capabilities with respect to Laboratories:
· Ability to specify which laboratories can submit analytical reports.  E2 allows water systems to specify which laboratories can submit analytical reports on behalf of water systems.
· Ability to view laboratory analytical reports.  E2 allows water systems to view laboratory analytical reports that have been submitted on behalf of water systems.  In addition, the processing status of each sample / result can be viewed.  Program specific processing statuses can be tracked as discussed in section 4.6
The E2 system provides Water Systems with the following capabilities with respect to Water System Reports
:
· Ability to submit original or revised water system reports.  E2 allows water systems to either fill out the reports online, upload report submissions, or copy-and-paste reports from a water system’s local spreadsheet program.

· Ability to view validation messages online.  All submissions can be validated to verify that they meet minimum criteria as defined in the document entitled “NJDEP E2RS XML Transmission Protocol”.  Meaningful validation messages help pinpoint reporting errors so they can be corrected and resubmitted.
· Ability to save partially completed reports.  If a user does not finish filling out a report in one session, he or she can save the report and resume filling it out at a later time.  NJDEP will not review partially completed reports.  The user must submit the report in order for the data to be processed by NJDEP.
· Ability to view and print previously submitted reports.  All submissions made through the E2 reporting system are saved for later retrieval.
· Ability to monitor the status of all submissions.  Users can log in to see the current processing status of all submissions (Pending, Processed, Rejected).  Users also receive an email notification of the submission status.  In addition, program specific processing statuses can be tracked as discussed in section 4.4
In essence, the E2 system serves as an electronic filing cabinet, allowing Water Systems to manage their own reporting to NJDEP and monitor the status of past report submissions.

In order to provide sufficient security for all submitted information, access to the E2 system is restricted in the following ways:

· Any person that wants to have access to the E2 system must have an authorized NJDEP Online account.

· Any person that wants to submit reports for a particular Water System must request and be granted an association with their Water System.
· Any person that wishes to certify water system reports must fill out an Electronic Signature Agreement to obtain a Personal Identification Number (PIN).

· Laboratories that wish to submit Drinking Water reports for analytical data will need prior approval from Water Systems before submissions can be accepted.  Details regarding this approval are described in section 3.2.5
More details regarding the Signup process are provided in Section 3.2.
2 How to Participate

In order to participate in the E2 System, Water Systems need to meet the following requirements:
· Have an active Public Water System Identification (PWS ID) number as assigned by the NJDEP Bureau of Safe Drinking Water
· Meet the minimum system requirements described in Section 3.1
· Complete the E2 registration process as described in Section 3.2
· Meet the reporting requirements as described in Section 4
Preparations for Electronic Reporting

2.1 Minimum System Requirements

Water Systems must be able to access NJDEP’s E2 website through the Internet.  Typically, such access is available either through a dedicated connection (i.e.: local area network) or a modem connection to an Internet Service Provider.

To ensure that all of the features of the NJDEP’s E2 system are available, a Water System must use Microsoft Internet Explorer web browser (version 6.0 or higher) and Adobe Reader (version 5.0 or higher).  The performance of the E2 system will vary based on the computer’s internet connection speed, CPU, Operating System, and available memory.  NJDEP recommends the following system configuration:
· Broadband Internet Connection or higher
· Pentium II processor or higher

· Microsoft Windows 2000 or higher

· 256 MB of RAM or higher

· Microsoft Internet Explorer 6.0 or higher
2.2 Registration Process

As mentioned in Section 1.4, access to the E2 system is restricted, in order to ensure that the reporting process is secure.  E2 provides three different account types: Water System Administrator, Certifier, and Preparer.  Each account type has its own level of access within the E2 system.
The remainder of this section outlines the steps that water systems will need to follow in order to register for the E2 system.  The diagram below provides an overview of the registration process.
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2.2.1 Obtain an NJDEP Online Account Through My New Jersey Portal

NJDEP Online is the NJDEP’s application that provides user account management for a number of the NJDEP’s on-line systems.  Any person that wants to have any access to the E2 system must first have an authorized NJDEP Online account.  Both current and new users must set-up a new account through the NJDEP Online application in order to access the E2 system to submit electronic data. Under the new NJDEP Online process, all access to NJDEP Online (www.njdeponline.com) will be managed by the myNewJersey portal (www.nj.gov). Think of myNewJersey as a central place to log in and get access to many services or systems across many state departments. This is a change from the previous version of NJDEP Online where users were granted access via the NJDEP Online application.  Prior to anyone using NJDEP Online, users must have two things: 

1. A valid account with myNewJersey 

2. An authentication code for the NJDEP Online service. 

A myNewJersey account is free and can be created at any time. Some users may have an existing myNewJersey account and some may not. Both scenarios will be addressed in this section. Once you create an account (or if you have one already) on myNewJersey you still will not be able to access the new NJDEP Online. In order to gain access to NJDEP Online (or any other protected service) you will need an authentication code. The authentication code can only be obtained via an email generated from the portal.  The authentication code grants the user access to a specific service on the myNewJersey Portal (i.e. NJDEP Online). 

Because we don't know who needs or wants access to NJDEP Online, new users will need to initiate a request for an authentication code. This will be done from a page which is linked right from ‘www.njdeponline.com’.  The requestor will enter their name, email, and organization and an email will be sent to them. This email has detailed instructions telling them what to do which involves entering the authentication code and creating a myNewJersey account if necessary. 

Please follow the instructions below to set up your new NJDEP Online account. These same instructions can also be found on the NJDEP Online page at ‘www.njdeponline.com’. 

I. Creating An Account in NJDEP Online and MyNewJersey
STEP 1: Requesting Access (New Users - Users who do not have a NJDEP Online account)

1. Go to ‘www.njdeponline.com’ and select the button labeled ‘NEW USERS Request Access to NJDEP Online’. This will take you to the screen shown in Figure 1 below.

2. Fill in the following fields:
‘Contact Name’, ‘Organization Name’, ‘Email Address’, and ‘Confirm E-Mail’.

3. Click on the “Request” button.
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Figure 1: Requesting an Authorization Code.

STEP 2: Access Confirmation

1. You will receive on-screen confirmation that your request is being processed.

2. You will receive an email from ‘PortalComments@dep.state.nj.us’ that contains your Authorization Code and login instructions for NJDEP Online.

3. Click on the “Continue” button as shown in Figure 2.
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Figure 2: The Request Confirmation Screen.

You should receive an email containing a unique Authorization Code as well as instructions for accessing DEP Online through myNewJersey These same instructions are listed beginning on page 13 of this document with screen shots showing exactly what each screen looks like as you proceed through the registration process.

The email should read as follows:

Dear “User”,

Important DEP Online Registration Information

Below is the Authorization Code for the DEP Online role.  

This code is personalized for you and need only be used one time to provide access to the DEP Online channel via the myNewJersey portal.  It cannot be used again.

Authorization code is: ************

Please follow these instructions carefully.

If you have already registered on the myNewJersey portal, go to http://www.state.nj.us/ and follow the instructions starting at step 6.

1. Open an Internet browser and type http://www.state.nj.us/ in the address box and press <Enter>.

2. You will see the New Jersey home page.  You need to register here so that you will see additional Channels (small, function-specific windows).

3. Click on the 'Register' button located in the upper left-hand corner of the screen.

4. On the 'Create Your myNewJersey Account' page, enter the requested information.  Be sure to include a challenge question and valid email address in case you

forget your password.

5. Now that you've created your account, logout.  The next step will verify the existence of your new account.

6. Log in to your account.

7. Once logged in, select 'enter authorization code'.

8. Follow the instructions carefully. In the textbox titled 'Authorization code' type (authorization code) and click the 'Finished' button.

9. The system will log you out.

10. Log in to your account. The channel or channels for your DEP Online role will be available on the 'myNewJersey' page.

11. Click on the DEPOnline Services link to gain access to the new NJDEP-Online site.

We hope you enjoy the new facility and welcome comments and suggestions regarding additional functions.  Please address your comments and suggestions to me at PortalComments@dep.state.nj.us.

Disclaimer: Under no circumstances should you give your authorization code to another user. This code has been personalized for your particular need. If another user requires system access please have them contact the role manager.

Note: Authorization codes are account and e-mail address specific and may not be shared or used more than once.

Please see below to find your scenario:

1. Users who have NOT registered with myNewJersey. (Begin at Page 13, Step 3)

2. Users who have registered with myNewJersey. (Begin at Page 15, Step 4)

STEP 3: Registration (Users who have NOT registered with MyNewJersey)

1. Go to ‘www.nj.gov’ and click “Register” as shown in Figure 3.
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Figure 3: The State of New Jersey home page.

2. Fill in the following fields as shown in Figure 4:
‘Log On ID’, ‘Password’, ‘Retype your password’, ‘First name’, ‘Last name’, ‘Question you want us to ask’, ‘Your answer’, ‘Email address’, ‘Retype your email address’.

3. Click on “Create myNewJersey Account”.

Note: You are now registered with myNewJersey
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Figure 4: Fill in all of the information in the Create a myNewJersey account.

STEP 4: Logging In & Using An  Authorization Code (Users who have registered with myNewJersey)

1. Go to ‘http://www.nj.gov’ and click “Login” as shown in Figure 5.
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Figure 5: The State of New Jersey home page.

2. Enter ‘Log On ID’ and ‘Password’ and click “Log On” as shown in Figure 6.
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Figure 6: The myNewJersey login page.

3. Click on ‘enter authorization code’ as shown in Figure 7.
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Figure 7: Click on the “Enter Authorization Code” link.

4. ‘Enter your authorization code’ and click “Finished” (you should receive your authorization code and instructions via email from ‘PortalComments@dep.state.nj.us’ as noted on Page 3).

Note: The system will automatically log you out after entering the authorization code and clicking “Finished” as shown in Figure 8.
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Figure 8: Enter authorization code.

STEP 5: Completing the Initial registration process

1. Log in to your account (the channel or channels for your NJDEP Online role will be available on the ‘myNewJersey’ page).

2. Make sure you are on the ‘myNewJersey’ screen.

3. Click on ‘DEPOnline Services’ as shown in Figure 9.
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Figure 9: Click on the DEPOnline Services.

4. Enter your contact information and at least 1 contact number and click “Continue” as shown in Figure 10.
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Figure 10: Enter the contact information.

5. The Request Certification PIN screen.  Press the “Skip” button as shown in Figure 11.
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Figure 11: Press the “Skip” button on the Request Certification screen.

6. Click on the “Complete Setup” button as shown in Figure 12.

Note: Not all services will require you to have associated facilities.
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Figure 12: Click on the “Complete Setup” button.

7. Select your service(s) on the My Services screen and click “OK.” For submitting drinking water analytical data, click on “Drinking Water (eDWR) under Water Supply as shown in Figure 13 under the Services NOT requiring Facilities section.  Setup is now complete!
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Figure 13: Select the service you want to submit data for through NJDEP Online.


Note: After completing these steps, you will be able to access NJDEP Online at any time by visiting ‘www.njdeponline.com’ and clicking “Continue” within the blue box at the top right of the screen.

8.  After selecting their services, the user will be returned to the “My Workspace” screen and be able to see the services that have been assigned to them in the “Services Selection” section as shown in Figure 14.

The user should click on the links in the “Services Selection” section to log in to their desired service.
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Figure 14: Select the service you wish to log into.  For drinking water select the Drinking Water (eDWR) link.

Upon selecting a service, the user will receive a screen indicating that they are being forwarded to that service as shown in Figure 15.
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Figure 15: The user is being forwarded to the selected service.

2.2.2 Register the Water System for Electronic Reporting and Establish Administrator
A Responsible Official at the water system must complete, sign, and submit Form E2-WS-001: E2 Water System Registration Form, found in Appendix A of this document.  This form indicates the Water System’s intent to participate in the E2 program and identifies the individuals at the water system who will have Administrator access to the E2 reporting system.  It is recommended that a minimum of two Administrators be identified at the level of Licensed Operator and/or appropriate water system representative.  The Responsible Official may also serve as the Administrator.
If after initial registration it is necessary to add additional Administrators, Form E2-WS-001: E2 Water System Registration Form must be used.
2.2.3 Obtain a PIN for the Certifier of the Water System Reports
The Certifier for the water system reports must complete, sign, and submit Form E2-ESA-001:  Electronic Signature Agreement, found in Appendix B of this document.  This document serves as a formal agreement between each PIN holder (Certifier) and the NJDEP regarding the responsibilities and use of their PIN.  Form E2-ESA-001 must be signed by the Certifier for the Water System before a PIN will be issued for the user.

2.2.4 Request Access for Additional Users
Any person (in addition to the Certifier or Administrator) that wishes to access water system reports within E2 will also need to be granted access to the water system.  This can be accomplished by logging into E2, and requesting access to a particular water system.  The user will request one of the following account types:
	User Type
	Account Privileges:

	Preparer
	User Account Level which has the following privileges:

· Allowed to download and prepare electronic reports.

· Allowed to view electronic reports and past submissions, but not certify or upload any submissions.
If the user’s account is associated with a water system the user will have the following additional privilege:

· Allowed to view laboratory reports submitted on behalf of the water system.

	Certifier
	User Account Level which has the following privileges:

· Allowed to download, prepare, upload, review, and certify the accuracy of electronic reports.

· Allowed to submit electronic reports to the state agency.
If the user’s account is associated with a water system the user will have the following additional privilege:

· Allowed to view laboratory reports submitted on behalf of the water system.

	Administrator
	User Account Level which has the following privileges:

· Allowed to download, prepare, upload, review, and certify the accuracy of electronic reports.

· Allowed to submit electronic reports to the state agency.
If the user’s account is associated with a laboratory the user will have the following additional privilege:

· Allowed to approve or deny requests from others requesting to be associated with the laboratory.
If the user’s account is associated with a water system the user will have the following additional privileges:

· Allowed to approve or deny requests from others requesting to be associated with the water system.
· Allowed to view laboratory reports submitted on behalf of the water system.
· Allowed to manage which laboratories may submit electronic Drinking Water Reports on the behalf of the water system.


It is recommended that a minimum of two individuals per Water System are assigned to each access level described above.  For example, a Water System should have 2 users with Preparer privileges, 2 users with Certifier privileges, and 2 users with Administrator privileges.

For information on receiving Administrator access, please see section 3.2.2
2.2.5 Special Note Regarding Drinking Water Submissions

Laboratories that wish to submit Drinking Water reports for analytical results will need prior approval from the Water Systems before submissions on behalf of those Water Systems can be accepted.

A Water System must complete the E2-WS-001: E2 Water System Registration Form to signify whether or not any laboratory may submit data on its behalf through E2, by selecting from a list of choices:

Option A: The water system will create and manage an E2 account to view all sampling results and determine which laboratory or laboratories may submit analytical results electronically on its behalf OR allow any laboratory to submit analytical results electronically on its behalf.

Option B: The water system will not create and manage an account in E2, but any Laboratory may submit analytical results electronically on its behalf. Note: Only transient non-community water systems may select this option at this time.  The Water System will complete the Water System Participation Package and related documents to initiate and implement this decision

2.3 Acceptance and Use of a PIN

Only persons registered with a “Certifier” account are issued a PIN and are allowed to certify and submit reports to NJDEP.  Each Certifier has a unique PIN that should not be shared with others.  By accepting a PIN, the user agrees to be legally bound and responsible for all uses of the electronic signature as if it were a hand-written signature.  It must be kept confidential.  Failure to maintain confidentiality of the PIN may result in suspension or inactivation of E2 privileges.  It is recommended that each reporting Water System have a minimum of two “Certifier” accounts.
3.3.1 Requesting a New PIN (Lost PIN)

A PIN holder (Certifier) may request a new PIN in the E2 system.  To request a new PIN, a Certifier may go to "My Account", select "Manage PIN", enter the four digit verification number (e.g. the last four digits of the Certifier's Social Security Number), must agree (check box) to the certification statements provided, and then click the "Request New PIN" button.  A PIN confirmation will be emailed to the Certifier account's email address.

A Certifier will be required to enter the same four digit verification number each time in requesting a new PIN.  If a Certifier forgets the four digit verification number, the Certifier must contact the E2 System Administrator in order to receive a PIN.  See section 1.3 for contact information.

3 Procedures for Electronic Water System Data Submissions
 

3.1 Reporting Requirements

A Water System needs to have the ability to generate submission files in a format that is compatible with the NJDEP’s XML transfer protocol specifications. (See document entitled “NJDEP E2RS XML Transmission Protocol”).  There are several options, which enable a Water System to generate these files:

Option 1: Water Systems may want to modify existing database applications or report generating software to generate XML files as an alternative to written or printed file output.  Such an approach may involve reprogramming existing systems or developing a template that will translate information into the necessary XML format.

Option 2: Water Systems may purchase a vendor provided software product that has the ability to generate XML files.  Software vendors and environmental and engineering consulting firms may be interested in developing enhancements or software, which provide XML compatible reporting features.

Option 3:

A. Water Systems can use the NJDEP’s online web entry forms to enter data using the E2 system.  By using this option, the E2 system will generate the XML file based on the data entered by the Water System.

B. Water Systems can Copy / Paste data from a spreadsheet into the E2 system.  By using this option, the E2 system will generate the XML file based on the data pasted by the Water System.

3.2 XML File Protocol

Extensible Markup Language (XML) is a recommended standard by World Wide Web Consortium (W3C) for generic data communication (http://www.w3.org/TR/2000/REC-xml-20001006).  The format of XML submissions must conform to an XML schema.  The XML schema defines the data element names, definitions, order, required fields, and data types for all elements.
The E2 reporting of DWR, and NJQL submissions must conform to the Electronic Drinking Water Reporting (e-DWR) Schema v2.0 as extended by NJDEP.  The e-DWR Schema is a definitive list of data elements created by a cross-section of stakeholders, including State Environmental Agencies, Water System Representatives, and USEPA.  This schema serves as a national standard for Laboratory-to-State submission of analytical results.
  New Jersey has extended the e-DWR Schema v2.0 to allow for DWR and NJQL report formats.

The e-DWR Schema v2.0 as extended by NJDEP can be found in the Appendix of the “NJDEP E2RS XML Transmission Protocol” document.
3.3 Submission Steps
3.3.1 Original Submission
Required reporting data must be entered into a text file using XML format.  Each file will be assigned a unique Submission ID by E2 to identify each submission.  Each submission or file may contain all required data for the reporting period and is considered to be one file requiring only one Submission ID.  Any subsequent transmission or resubmission requires a different Submission ID, which will be assigned by E2.  A certified PIN holder can then transmit the file to the NJDEP using the E2 Website.

Alternatively, Water Systems can use the NJDEP’s online web entry forms to enter data using the E2 system or can Copy / Paste data from a spreadsheet into the E2 system.  The NJDEP’s E2 system will then generate the XML file based on the data the Water System entered.  A certified PIN holder can then transmit the file to the NJDEP using the E2 Website.

3.3.2 Revised Submissions
If a revision must be made to the data that was previously reported, the Water System must create a new text file in XML format.  All data, not just the corrected numbers, must be included in the revised submittal.  The XML document format includes provisions for indicating that the submission is a revision, and indicates the Submission ID of the previously submitted information.  This file is sent in the same manor as an original submission, with its own unique Submission ID.  The E2 system tracks each transaction creating a chronology of submissions for each Water System.

3.4 Checking Submission Status
The E2 website includes a method for tracking the submissions from a Water System.  The following submission statuses are available:

	Status
	Explanation

	Received by E2
	The E2 server has received and successfully stored the submission.  This does NOT indicate whether or not the submission met the necessary reporting requirements or passed data validation.

	Processed by E2
	The E2 server has successfully processed the submitted information and the submission is available for viewing or printing.  The data will then be transferred to the NJDEP’s database.

	Rejected by E2
	The E2 server did not accept the XML file.  A system message is provided which explains the reason the submission could not be interpreted or accepted by the E2 Server.  The file must be re-submitted.


3.5 Receipt Notification

Confirmation of the “Received” status and a Submission ID are provided by the E2 system after the file is submitted.  Additionally, the system will email a receipt message to the Certifier’s email account.  The Water System can then view the submission status at the E2 website once the submission has been received.  It is the Water System’s responsibility to verify receipt of the data submission.

3.6 Viewing Lab Reports

The E2 website includes a method for tracking the Laboratory submissions made on the behalf of a Water System.  The following submission statuses are available:

	Status
	Explanation

	Received by E2
	The E2 server has received and successfully stored the submission.  This does NOT indicate whether or not the submission met the necessary reporting requirements or passed data validation.

	Processed by E2
	The E2 server has successfully processed the submitted information and the submission is available for viewing or printing.  The data will then be transferred to the NJDEP’s database.

	Rejected by E2
	The E2 server did not accept the XML file.  A system message is provided which explains the reason the submission could not be interpreted or accepted by the E2 Server.  The file must be re-submitted.


3.6.1 DWR Subsystem Status

After a Laboratory Analytical DWR submission has been “Processed by E2” it will then be transferred to the NJDEP SDWIS/State database.  While importing data to SDWIS/State, data validation checks are performed.  While E2 duplicates almost all checks performed by SDWIS/State, there is a possibility the data will be Rejected by SDWIS/State.  SDWIS/State rejects data at the “Sample – Result” level.  E2 allows the user to view the SDWIS/State status for each sample result submitted.  The available statuses are listed below:

	SDWIS/State Status
	Explanation

	Unavailable
	The E2 submission was Rejected.  Therefore this sample result will not be transferred to SDWIS/State.

	Pending
	The E2 submission was Processed and this sample result is waiting to be transferred to SDWIS/State.

	Rejected
	The sample result was Rejected when transferring to SDWIS/State.  A reason for rejection will be provided.  It may be necessary to contact the NJDEP to correct the error

	Accepted
	The sample result was successfully transferred to SDWIS/State.


Example Scenario

A DWR submission is made to E2 containing 100 sample results.  After performing E2 data validation checks the submission has been given the “Processed by E2” status and each sample result is assigned a “Pending” SDWIS/State status.  When the NJDEP transfers this data to SDWIS/State 2 sample results are rejected.  NJDEP will then assign a “Rejected” SDWIS/State status to the 2 rejected sample results, provide the rejection reason for the 2 sample results, and assign an “Accepted” status to the 98 accepted sample results.  The Water System can view the status of each sample result through E2.

Trouble Shooting

3.7 E2 or Internet System Failure

The NJDEP’s E2 Server has been designed with redundant systems and fail‑over protections to provide reliable service on a continual basis.  However, if the E2 server is not responding, the Certifier should try again at a later time.  There could be a temporary problem with your local Internet Service Provider, the Internet connection, unusually heavy Internet traffic, or a problem with the E2 server itself.  A temporary inability to transmit data to the E2 server does NOT relieve the Water System of its obligation to report data to the NJDEP within the time frames required.  In such a situation, please contact the NJDEP’s E2 Coordinator for further instructions.

3.8 Water System Computer System Failure
If the Water System’s Internet Service provider or connection, XML conversion utility, or other Water System hardware or software is not working, the Water System’s internal system support staff should be contacted.  Such difficulties are not a valid reason for a failure to submit required data.  Routine good practices should be followed so that data can be submitted before the reporting deadline, so any computer problems can be corrected before the submission deadline.  If a Water System is unable to submit the required data through the E2 server, contact the E2 Coordinator to review reporting and to determine options for reporting information to the NJDEP.

3.9 System Error Messages

In the event a system error message is received, contact the NJDEP’s E2 Coordinator.  Please capture the complete error message as well as any search criteria or data that was being submitted / validated and the date / time when the error was encountered.  This can be accomplished by pressing the “Print Screen” button, which copies anything that is on your screen to the “clipboard”.  Then open a word processor (i.e. Microsoft Word) and “Paste” the image.  Then save the document and e-mail to the appropriate NJDEP contact.
3.10 Additional Assistance for Trouble Shooting

A feature to allow easy access to help is included in the E2 Website.  In the header bar there is a help icon button [image: image18.png]


 which will open a window with help for the current page.  The help menu is updated as needed to include current questions and information on the E2 System.  Technical Support questions or comments can also be submitted to the E2 Coordinator using the contact information provided in Section 1.3.

For difficulties with commercial XML translation utilities or other software problems, please contact the vendor or supplier of the software.

Changes in Registration
The NJDEP reserves the right to suspend or terminate a Water System’s status as an E2 Water System as needed in order to manage and preserve the integrity of the reporting system.  The Water System has the right to request that their E2 account, or the associated user accounts, be made inactive.  Electronic Signatures may be suspended, inactivated, or changed in accordance with the Form E2-ESA-001:  E2 Electronic Signature Agreement, if required.

3.11 Account Suspension
The NJDEP reserves the right to suspend or revoke a Water System’s privilege in using the E2 system.  Reasons for suspending a Water System include, but are not limited to:

· Repeated failure to submit data in the correct format

· Submitting data files infected with a computer virus or otherwise threatening the integrity of the reporting system. 

The Water System will be notified by mail that they have been suspended, the reason for the suspension, and what actions are required from the Water System to be reinstated.  During the period of suspension, the Water System must submit all required data through paper submissions at the required reporting frequency.

3.12 Account Inactivation
A Water System may choose (for the Drinking Water Program) to no longer participate in the E2 program.  If a Water System so chooses, they should notify the NJDEP and agree upon an inactivation date, using the following process:

1. Submit Form E2-WS-002:  E2 Water System Inactivation Request Form to request inactivation of their E2 status.

2. The Water System may change to paper submissions after the agreed upon date.  During the transition interim, all reporting requirements must be met.

At some time in the future, the NJDEP may determine to require laboratories or water systems to submit Drinking Water reports electronically.  Accordingly, the NJDEP may provide written notice of such requirements.
3.13 Changing Accounts and PINs
The following items require that the NJDEP be notified and the registration or PIN authorization be changed:

· The Water System’s Responsible Official has changed

· The User has a reason to believe that the PIN security has been compromised

· The NJDEP has a reason to believe that the PIN security has been compromised

Other Available Resources 

In addition to contacting the NJDEP as indicated in Section 1.3 of this document, further assistance or guidance may be obtained as discussed below from the E2 Coordinator.

3.14 XML Transmission Protocol

The document entitled “NJDEP E2RS XML Transmission Protocol” explains the XML transmission protocol and the options for obtaining and using the XML protocol.
3.15 XML Conversion Utilities

In order to submit data to the NJDEP using the transmission protocol, Water Systems can choose to develop software “in-house” to generate compatible data files, or purchase commercial software.  It is the Water System’s responsibility to ensure that the submission file complies with the e-DWR XML Schema v2.0 (as extended by NJDEP).
The E2 website provides online web entry forms that will aid Water Systems in generating XML files that meet the NJDEP’s XML transmission protocol.

Potential resources to obtain assistance in XML conversion utilities are:

1. Contact NJDEP E2 Coordinator

2. Search the World Wide Web for qualified software vendors

3. Internal system development

Choice of software and its ability to meet the XML protocol and NJDEP requirements rests solely between the Water System and/or its vendor.  The NJDEP cannot officially review, approve, or endorse any software that may be acquired or developed by the reporter to capture and transmit the submission data.

Appendix A:  Form E2-WS-001: E2 Water System Registration Form

[image: image19.emf]E2-WS-001_v1.3.do c



Appendix B:  Form E2-ESA-001:  E2 Electronic Signature Agreement
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Appendix C:  Form E2-WS-002:  E2 Water System Inactivation Request Form
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 Appendix D:  Definitions and Abbreviations

	Term
	Definition

	Administrator
	User Account Level which has the following privileges:

· Allowed to download, prepare, upload, review, and certify the accuracy of electronic reports.

· Allowed to submit electronic reports to the state agency.
If the user’s account is associated with a laboratory the user will have the following additional privilege:

· Allowed to approve or deny requests from others requesting to be associated with the laboratory.
If the user’s account is associated with a water system the user will have the following additional privileges:

· Allowed to approve or deny requests from others requesting to be associated with the water system.
· Allowed to view laboratory reports submitted on behalf of the water system.
· Allowed to manage which laboratories may submit electronic Drinking Water Reports on the behalf of the water system.

	Certifier
	User Account Level which has the following privileges:

· Allowed to download, prepare, upload, review, and certify the accuracy of electronic reports.

· Allowed to submit electronic reports to the state agency.
If the user’s account is associated with a water system the user will have the following additional privilege:

· Allowed to view laboratory reports submitted on behalf of the water system.

	COMPASS
	NJDEP’s database used to manage PWTA data

	DWR
	Drinking Water Reports

	E2
	New Jersey Department of Environmental Protection Electronic Environmental Reporting System.  A web-based information system that allows laboratories and the regulated community to electronically submit reports to the New Jersey Department of Environmental Protection.

	Electronic Signature Agreement
	Serves as a formal agreement between each PIN holder (Certifier) and the NJDEP regarding the responsibilities and use of their PIN

	NJDEP
	New Jersey Department of Environmental Protection

	NJDEP Online
	New Jersey Department of Environmental Protection Online portal system located at http://njdeponline.com

	NJEMS
	New Jersey Environmental Management System: An integrated transactional Oracle database that contains the NJDEP’s major program databases

	NJQL
	New Jersey Quantitation Limit

	Personal Identification Number
	A sequence of alpha-numeric characters assigned to a Certifier by NJDEP so as to uniquely identify Certifier

	Preparer
	User Account Level which has the following privileges:

· Allowed to download and prepare electronic reports.

· Allowed to view electronic reports and past submissions, but not certify or upload any submissions.
If the user’s account is associated with a water system the user will have the following additional privilege:

· Allowed to view laboratory reports submitted on behalf of the water system.

	PIN
	Personal Identification Number

	PWTA
	Private Well Testing Act

	Responsible Official
	A Responsible Official is defined as follows:
• For a corporation:  A principal executive officer of at least the level of vice president.
• For a partnership:  A general partner.
• For a sole proprietorship: The proprietor
• For a government agency: Either a principal executive officer or his or her designee

	SDWIS/State
	Safe Drinking Water Information System State version: NJDEP’s database used to manage the Safe Drinking Water Act

	Submission ID
	A unique number generated by E2 and assigned to each submission.

	USEPA
	United States Environmental Protection Agency

	XML
	Extensible Markup Language (XML) is a recommended standard by World Wide Web Consortium (W3C) for generic data communication (http://www.w3.org/TR/2000/REC-xml-20001006).

	XML Schema
	Defines the data element names, definitions, order, required fields, and data types for all elements in an XML file.








� A listing of the forms available for electronic submission can be found in the document entitled NJDEP E2RS XML Transmission Protocol.


� Currently, the E2 System allows water systems to submit the Annual Water Utilization report electronically.


� This document only intends to provide a high-level overview of the reporting process.  Detailed, screen-by-screen instructions are available from within the E2 system by clicking the help link.


� More information about the national XML schema and data standards initiatives can be found at � HYPERLINK "http://www.exchangenetwork.net" ��http://www.exchangenetwork.net� and � HYPERLINK "http://www.envdatastandards.net" ��http://www.envdatastandards.net�
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E2 Water System inactivation request form (e2-WS-002)

The use of this form applies to New Jersey Public Water Systems submitting Safe Drinking Water information in compliance with the New Jersey Safe Drinking Water Act (N.J.S.A. 58:12A-1 et seq.) and the New Jersey Safe Drinking Water Act Regulations (N.J.A.C. 7:10).

If not pre-arranged with the New Jersey Department of Environmental Protection (NJDEP) E2 Coordinator, please allow at least 30 days for processing.  Please complete one form for each water system.  Refer to the E2 Reporting System Water System Participation Package before completing this form.


Section A: Water System Information


PWS ID#:




Water System Name:








		Street Address (Physical Location):



		Mailing Address (If different from Street Address):



		Municipality:



		State:

		Zip Code:

		Municipality:



		State:

		Zip Code:





Section B: Responsible Official Certification

A Responsible Official is defined as follows:


· For a corporation:

A principal executive officer of at least the level of vice president.


· For a partnership:

A general partner.


· For a sole proprietorship:
The proprietor.

· For a government agency:
Either a principal executive officer or his or her designee.

I request that the above identified Water System be inactivated for electronic reporting and request any Department initiated revisions (no fee required) that may be necessary to allow this reporting change.

I understand that I am obligated to continue to use the E2 system to conclude any unfinished business (reporting or correcting submissions) that involves reporting that occurred during the time this Water System was an active E2 Water System.


This request in no way changes the reporting of this Water System, all reports must continue to be submitted.  This request is only an indication that the Water System will no longer use the E2 system.


“I certify under penalty of law that I have personally examined and am familiar with the information submitted in this application and all attached documents, and that based on my inquiry of those individuals immediately responsible for obtaining the information, I believe that the submitted information is true, accurate, and complete.  I am aware that there are civil penalties and civil administrative penalties for falsification of any information submitted.”


		Responsible Official (Print Name)

		

		Title

		

		Responsible Official Signature

		

		Date

		

		Telephone #





Return to:
NJDEP – Bureau of Safe Drinking Water
For NJDEP Use Only:
Processed By:








PO Box 426
Approved: Yes____
No____


Trenton, NJ 08625-0426
Date:






Attn: E2 Coordinator
Revised: March 30, 2006
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E2 Water System Registration form (e2-WS-001)

The use of this form applies to New Jersey Public Water Systems submitting Safe Drinking Water information in compliance with the New Jersey Safe Drinking Water Act (N.J.S.A. 58:12A-1 et seq.) and the New Jersey Safe Drinking Water Act Regulations (N.J.A.C. 7:10).

Please enter the identification information for the Water System below.  Please complete one form for each Public Water System ID.  Refer to the E2 Reporting System Water System Participation Package before completing this form.


Section A: Water System Information
PWS ID#:




Water System Name:







		Street Address (Physical Location):



		Mailing Address (If different from Street Address):



		Municipality:



		State:

		Zip Code:

		Municipality:



		State:

		Zip Code:





Section B: E2 Participation Decision (Please check only one box below)

Option A: The water system will create and manage an E2 account to view all sampling results and determine which laboratory or laboratories may submit analytical results electronically on its behalf OR allow any laboratory to submit analytical results electronically on its behalf. (Proceed to Section C: Administrator Information)



Option B: The water system will not create and manage an account in E2, but any Laboratory may submit analytical results electronically on its behalf. Note: Only transient non-community water systems may select this option at this time.  While this option is available at this time for transient non-community water systems, the Department recommends that transient non-community water systems and all water systems select Option A to create and manage an account in E2 to view sampling results submitted on their behalf. (Proceed to Section D: Responsible Official Certification) 


Section C: Administrator Information Prior to submission of this form you must create a user account through the myNewJersey portal to access the NJDEP Online services and the E2 application.  To create a user account in the myNewJersey portal, go to http://njdeponline.com and click on the “NJDEP Online Setup Instructions” link.  Please specify the User account ID(s) below that you created through NJDEP Online.


		Print Name of Individual Requesting Administrator Access:



		Title:



		Print Name of Individual Requesting Administrator Access:

		Title:



		Phone:



		NJDEP Online User ID:

		Phone:

		NJDEP Online User ID:



		Signature:




		Date:

		Signature:

		Date:





Section D: Responsible Official Certification

A Responsible Official is defined as follows:


· For a corporation:

A principal executive officer of at least the level of vice president.


· For a partnership:

A general partner.


· For a sole proprietorship:
The proprietor.

· For a government agency:
Either a principal executive officer or his or her designee.

“I certify under penalty of law that I have personally examined and am familiar with the information submitted in this application and all attached documents, and that based on my inquiry of those individuals immediately responsible for obtaining the information, I believe that the submitted information is true, accurate, and complete.  I am aware that there are civil penalties and civil administrative penalties for falsification of any information submitted.”

		Responsible Official (Print Name)

		

		Title

		

		Responsible Official Signature

		

		Date

		

		Telephone #





Return to:
NJDEP – Bureau of Safe Drinking Water
For NJDEP Use Only:
Processed By:








PO Box 426
Approved: Yes____
No____


Trenton, NJ 08625-0426
Date:






Attn: E2 Coordinator
Revised: September 30, 2008


Version 1.3
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State of New Jersey: DEP
E2 Electronic Signature Agreement (E2-ESA-001)



Terms and Conditions Agreement


for reporting regulatory data


using Electronic Data Interchange to THE NEW JERSEY DEPARTMENT OF ENVIRONMENTAL PROTECTION using THE E2 Reporting System


This Terms and Conditions Agreement (“Agreement”) is made by and between New Jersey Department of Environmental Protection (“NJDEP”), Trenton, New Jersey, 08625-0402 a state governmental agency, and reporting Party (“Certifier”) to facilitate implementation of the E2 reporting system (“Reporting System”) for regulatory data using the Electronic Data Interchange (“EDI”).

1.
INTENT.  The intent of this Agreement is to create legally binding rights and obligations for NJDEP and Certifier (collectively, “the Parties”) using the Reporting System, to ensure that: (a) use of any electronic functional equivalent of documents referenced or exchanged under this agreement shall be deemed an acceptable practice in the ordinary course of Certifier-to-NJDEP environmental reporting, and (b) such electronic records shall be admissible as evidence on the same basis as paper documents.

1.1  This Agreement has been executed by the Parties to evidence their mutual intent to create and accept electronic Reports that will satisfy all applicable legal requirements.


2.
DEFINITIONS.  Whenever used in this Agreement or any documents incorporated into this Agreement by reference, the following terms shall be defined as follows:


2.1  Compromise.  The intentional or unintentional disclosure of a PIN to one or more individuals or organizations that are not authorized to know or use the PIN.

2.2 Data. Distinct pieces of information.

2.3  Date of Receipt.  The date on which an electronically-filed Document is accessible to the NJDEP at its Reporting System server in accordance with Paragraph 6.

2.4  Document.  An electronic message, report, or transaction.


2.5  Electronic Agent.  A computer program designed, selected, or programmed by a party to initiate or respond to Electronic Messages or Transactions without review by an individual. 


2.6 Electronic Data Interchange.  The transfer of data between different companies using networks, such as the Internet.


2.7  Electronic Message.  A record generated or communicated by electronic, optical, or other analogous means for the purpose of transmitting information from one electronic information system to another. 


2.8  Message.  Data structured in accordance with the protocol specified in the Guidelines and transmitted electronically between the Parties and relating to a Transaction.

2.9 Party.  A person or entity involved in this agreement.

2.10  Personal Identification Number (PIN).  A sequence of alpha-numeric characters assigned to Certifier by NJDEP so as to uniquely identify Certifier.


2.11  Receive.  To take delivery of a Record, Transaction, or Electronic Message in accordance with Paragraph 4 of this Agreement. 


2.12  Record.  Information that is inscribed on a tangible medium or that is stored in an electronic or other medium and is retrievable in a form that is readable by individuals. 


2.13  Report.  The Data and any accompanying explanatory text required by NJDEP to be submitted by Certifier.


2.14  Signed.  For the purposes of EDI, a Document is “signed” if it includes a symbol and/or action that is adopted or performed by the sender or the sender’s Electronic Agent with the present intent to authenticate or manifest assent to the Document. Actions or symbols adopted or performed by an Electronic Agent serve to authenticate with present intent a record or message on behalf of a Party if the Party designed, programmed or selected the Electronic Agent with an intent that the agent produce the result and the Electronic Agent performs in a manner consistent with its intended programming. That a record or message is signed is conclusively presumed as a matter of law if the Parties have agreed to an authentication procedure and the symbol or action taken complies with that procedure. Otherwise, that a document is signed may be proved in any manner including by a showing that a procedure existed by which a Party must of necessity have taken an action or executed a symbol in order to have proceeded further in the use or processing of the information.


2.15  Transaction.  Any communication made or transmission performed and identified as the communication or transmission to which an Electronic Message refers, including but not limited to the filing of a Report.

2.16  Transmission Log.  A listing of all items sent electronically and generally includes the date, time, and name and location of the file transmitted and the identity of the person who initiated the transmission. 

2.17  Writing.  Any Document properly transmitted pursuant to this Agreement shall be considered to be a “writing” or “in writing”. (Note:  “For the purpose of interpreting federal statutes, 'writing' is defined to include `printing and typewriting and reproductions of visual symbols by photographing, multi graphing, mimeographing, mani-folding, or otherwise.' Although the terms of contracts formed using EDI are stored in a different manner than those of paper and ink contracts, they ultimately take the form of visual symbols.  It is sensible to interpret federal law in a manner to accommodate technological advancements.  It is evident that EDI technology had not been conceived nor, probably, was even anticipated at the times section 1501 and the statutory definition of “writing” were enacted. Nevertheless, we conclude that, given the legislative history of section 1501 and the expansive definition of writing, section 1501 and 1 U.S.C. Section 1 encompass EDI technology.” U.S. Comptroller General Decision, “Use of Electronic Data Interchange Technology to Create Valid Obligations,” File: B-245714 (13 December 1991).


3.
VALIDITY AND ENFORCEABILITY


3.1  Any documents properly communicated pursuant to this Agreement shall be considered to be a “writing” or “in writing”; and any such records which contain or to which there is affixed a Signature, as defined by Paragraph 6 of this Agreement, shall be deemed for all purposes (a) to have been “signed” and (b) to constitute an “original” when printed from the State Electronic Reporting System established and maintained in the normal course of business.


3.2  The conduct of the Parties pursuant to this Agreement, including the use of Signed Records communicated pursuant to this Agreement, shall, for all legal purposes, evidence a course of dealing and a course of performance accepted by the Parties in furtherance of this Agreement.

3.3  The Certifier agrees not to contest the admissibility, validity or enforceability of Signed Records  under the provisions of any applicable law relating to certain agreements needing to be in writing or signed by the Party to be bound thereby.  Signed Records, if introduced as evidence on paper in any judicial, arbitration, mediation, or administrative proceeding, will be admissible as between the Parties to the same extent and under the same conditions as other business records originated and maintained in documentary form.  Neither Party shall contest the admissibility of copies of the Signed Records under the New Jersey Rules of Evidence and/or the Federal Rules of Evidence as inadmissible or in violation of either the business records exception of the rule on hearsay, or the best evidence rule, or on the basis that the Signed Records were not originated or maintained in documentary (paper) form.


4.
FILING, RECEIPT, VERIFICATION.


4.1  To file a Document, Certifier shall initiate a transmission as specified by the “NJDEP E2RS XML Transmission Protocol.”  An electronically-filed Document is received by NJDEP when it has been fully processed as described in Paragraph 4.2.


4.2  Upon receipt of a Document, the NJDEP’s Reporting System server shall process the Document to make it accessible to NJDEP.  The Document is fully processed when it is retrievable from the electronic mailbox by NJDEP, syntactically conforms to applicable XML protocol as modified by NJDEP, and is able to be successfully translated by NJDEP’s Reporting System server.


4.3  The Certifier shall review the status of each submission as shown on the Reporting System website.  If the submission has been rejected or if the Reporting System website does not indicate that the Document has been received within 48 hours, the Certifier shall resend the Document and follow any recovery procedures stated in the applicable Laboratory Participation Package or Water System Participation Package until the submission is accepted.


5.
INABILITY TO TRANSMIT.  Circumstances, both foreseeable and unforeseeable, may prevent Certifier from filing Reports electronically. Certifier acknowledges that the inability to file electronically shall not excuse Certifier from the requirement to file any Report with NJDEP by the appropriate regulatory deadline.  If Certifier is unable to electronically file a Report by the applicable deadline, Certifier shall notify NJDEP of the situation and proceed as outlined in the Laboratory Participation Package or the Water System Participation Package, as applicable.


6.
SIGNATURE.  Certifier shall affix its PIN to each Document transmitted by Certifier.  The PIN so affixed shall be deemed to be Certifier’s Signature.  Certifier agrees that any such Signature affixed to or contained in any transmitted Document shall be sufficient to verify that Certifier originated the transmission and possessed the requisite authority to (a) originate the transaction and (b) certify the accuracy of the content of the document at the time of transmittal.  Certifier expressly agrees that it will sign each and every Report it submits by using its PIN, and that the use of the PIN constitutes certification of the truth and accuracy, upon penalty of perjury, of the information contained in each such Report.  Certifier also expressly agrees that each Report it submits by using its PIN constitutes agreement with the certification statement.


7.
EDI TRANSACTION PARAMETERS.


7.1 Either Party may electronically transmit to or receive from the other Party using the XML format explained in the document “NJDEP E2RS XML Transmission Protocol” any Transaction sets which by agreement are added to this Agreement. All Documents shall be transmitted in accordance with the standards set forth herein and in the “NJDEP E2RS XML Transmission Protocol”. The NJDEP and the “NJDEP E2RS XML Transmission Protocol” are hereby incorporated herein by reference. 


7.2  All Documents/Reports transmitted between the Parties shall adhere to the Protocol established in the Laboratory Participation Package or the Water System Participation Package, the “NJDEP E2RS XML Transmission Protocol”, and all modifications of these documents.

7.3  Whenever NJDEP intends to upgrade to a new version and release of the XML standard or modify the Guidelines, NJDEP shall give notice of its intent and shall establish a conversion date.  Certifier shall have a minimum of sixty (60) days from the conversion date to upgrade to the new standard.  NJDEP can discontinue support of the previous standard no sooner than ninety (90) days after the conversion date.


8.  SYSTEM AND OPERATION EXPENSES. Each Party, at its own expense, shall provide and maintain the equipment, software, services and testing necessary to effectively and reliably transmit and receive Documents.


9.
SECURITY.  The Parties shall take reasonable actions to implement and maintain security procedures necessary to ensure the protection of transmissions against the risk of unauthorized access, alteration, loss, or destruction including, but not limited to: protecting the secrecy of passwords and PINs and transmitting only XML protocol text files. 


9.1  NJDEP will assign a PIN upon receipt of this document.


9.2  Each authorized user shall protect the security of an assigned PIN from compromise and shall take all necessary steps to prevent the loss, disclosure, modification, or unauthorized use of the PIN.  Certifier shall notify NJDEP immediately if it has reason to believe the security of any PIN has been compromised.  Notification shall be made by telephone, e-mail, or telefacsimile and shall be followed by written notice on Certifier’s letterhead and signed by an authorized officer within two (2) business days.  If NJDEP has reason to believe that PIN security has been compromised, NJDEP shall consult with the Certifier and initiate PIN changes as necessary.  Certifier also shall notify NJDEP in writing on company letterhead and signed by an authorized officer of the termination of employment or reassignment of any authorized representative.  Certifier remains liable for any use of its PIN which occurs prior to notice being received by NJDEP. 


10.
MISDIRECTED AND CORRUPTED TRANSMISSIONS.  If NJDEP has reason to believe that a Message that has been received by NJDEP from Certifier is not intended for NJDEP or is corrupted, NJDEP shall notify Certifier.  If Certifier agrees that the Message was not intended for NJDEP or was corrupted, NJDEP shall delete from NJDEP’s system the information contained in such Message (where allowed by applicable law) but not the record of its receipt.  Where there is evidence that a Message has been corrupted or if any Message is identified or capable of being identified as incorrect, NJDEP shall notify the Certifier and Certifier shall retransmit the Message as soon as practicable with a clear indication that it is a corrected Message.


11.
COMMUNICATIONS CONNECTIONS.  Unless otherwise stipulated in a separate agreement, Documents shall be transmitted electronically to each Party through a third party Internet service provider (“ISP”) via the Internet.  Certifier assumes all risks associated with interactions with ISPs.


11.1  Each Party shall be responsible for ensuring the accuracy of its transmissions except as otherwise provided in this Agreement.


11.2  The Parties agree that either of them may have access to the other Party’s ISP records relating to this Agreement at the expense of the requesting Party.


12.  RECORD RETENTION AND STORAGE.


12.1  Certifier shall insure that an official Transmission Log of all transactions is maintained without any modifications, as described in the Laboratory Participation Package or the Water System Participation Package.  NJDEP’s Reporting System server shall maintain a complete and unalterable record of all submissions made, submission date, and Certifier name and PIN.  Certifier shall maintain the Transmission Log without any modification for as long as required for a paper record.  Specific guidelines for this log are included in the Laboratory Participation Package or the Water System Participation Package, and “NJDEP E2RS XML Transmission Protocol”.


12.2  Nothing herein is intended to release Certifier from or waive any requirement of law applicable to Certifier pertaining to record or document retention, or to create new or additional requirements for retention of records or documents except as specifically noted herein or in any other supporting documentation.  The Party submitting electronic information shall retain all records, regardless of the medium on which they are recorded, used in the derivation of all Documents or information therein transmitted pursuant to this Agreement for the period that would be required for functionally equivalent paper records.


13.  REVISIONS.  This Agreement, the Laboratory Participation Package or the Water System Participation Package, as applicable, and the “NJDEP E2RS XML Transmission Protocol” constitute the entire agreement between the Parties.  As the Parties develop additional capabilities respecting EDI, addenda may be added to this Agreement.  Upon the effective date, each Addendum shall be appended to this Agreement.  If Certifier does not agree to specified changes in the terms and conditions of this Agreement as provided in the newly published Addenda, Certifier shall notify NJDEP in accordance with paragraph 14, below, and shall resume paper transmittals of all required filings.


14.
TERMINATION.  This Agreement shall remain in effect until terminated.  Either Party may terminate the Agreement by providing not less than thirty (30) days’ prior written notice in accordance with the “NJDEP E2RS XML Transmission Protocol”, and the Laboratory Participation Package or the Water System Participation Package, as applicable, which notice shall specify the effective date of termination.  Notice of termination shall not affect the respective obligations or rights of the Parties arising under any other agreement or otherwise under this Agreement prior to the effective date of termination.  Termination of this Agreement shall not affect any action required to complete or implement Messages that are sent prior to such termination. Emergency temporary termination of computer connections may be made to protect data from illegal access or other incidental damage.


15.
ASSIGNABILITY.  This Agreement is for the benefit of, and shall be binding upon, NJDEP and Certifier and their respective successors and assigns.


16.
SEVERABILITY.  Any provision of this Agreement that is determined to be invalid or unenforceable shall be ineffective to the extent of such determination without invalidating the remaining provisions of this Agreement or affecting the validity or enforceability of such remaining provisions.


17.
NOTICE.  


17.1
All notices or other forms of notification, requests, or instructions required to be given by a Party to any other Party under this Agreement shall be delivered: (a) by hand; (b) by first class mail, postage prepaid; or (c) such other recognized carrier as the Parties may agree to.


17.2
All such notices shall be delivered or sent to the address of the addressee as set out in this Agreement or to such other address as the addressee may from time to time have notified for the purpose of this paragraph.


17.3
Except for notices under paragraph 9, notices may be sent by electronic means that produce a hard copy read-out, including telex and facsimile. 


17.4
Notices sent in accordance with this paragraph shall be deemed to have been received:


(a)
if sent by electronic means during normal business hours of the addressee, at the time of transmission; 


(b)
if sent by electronic means other than during normal business hours of the addressee, one hour after the commencement of the next working day following the day of transmission;


(c)
if sent by first-class post or other recognized carrier, 3 business days after posting exclusive of the day of posting unless a date stamp applied by the addressee in the normal course of business shows an earlier receipt; or


(d)
if delivered by hand, on the day of delivery.


17.5
Notice address for NJDEP shall be as follows:

(a) Laboratories:
NJDEP - Office of Quality Assurance


P.O. Box 424


Trenton, NJ 08625-0424


(b) Water Systems:
NJDEP - Water Supply Operations


P.O. Box 426


Trenton, NJ 08625-0426


18.
GOVERNING LAW.  This Agreement shall be governed by and interpreted in accordance with the law of the State of New Jersey and the Federal laws of the United States.


19.
CHOICE OF LANGUAGE.  The Parties have agreed that this Agreement and all Documents and other communications transmitted via the Electronic Reporting System or otherwise delivered with respect to this Agreement shall be expressed in the English language. 


20.
DISPUTE RESOLUTION.  All disputes, differences, disagreements, and/or claims between the Parties arising under or relating to this Agreement that are not resolved by negotiation and that the Parties cannot agree to submit for arbitration or other procedure for the resolution of disputes, shall be subject to the jurisdiction of the courts of the State of New Jersey.


21.
ENTIRE AGREEMENT.  This Agreement, the Laboratory Participation Package or the Water System Participation Package, as applicable, and the “NJDEP E2RS XML Transmission Protocol” constitute the complete agreement of the Parties relating to the matters specified in this Agreement and supersede all prior representations or agreements, whether oral or written, with respect to such matters.  No oral modification or waiver of any of the provisions of this Agreement shall be binding on either Party.

NOW THEREFORE NJDEP and Certifier have caused this Agreement to be properly executed on their behalf for the purposes stated herein.


Certifier:
Signature:




Date:








Name:





Last four digits of 




(Type or print legibly)



Social Security Number:











(Type or print legibly)




Title:





User ID:







(Type or print legibly)




Address:__________________________________________________________



(Type or print legibly)


		The Certifier whose name and information appear above, personally known or satisfactorily proven to be, executed before me this agreement for the purposes herein stated on this ____________________ day of _________________________,  _________.


__________________________________________________


Notary Public


My Commission Expires: _____________________________





NJDEP:
Signature:____________________

Date:_________________________




Name:_______________________

Title:_________________________

(Type or print legibly)



(Type or print legibly)

Laboratories - Return to:
For NJDEP Use Only:

NJDEP - Office of Quality Assurance
Processed By:______________________________

P.O. Box 424
PIN Issued: YES____

NO____

Trenton, NJ 08625-0424
Date:_____________________

Water Systems - Return to:

NJDEP - Water Supply Operations

P.O. Box 426


Trenton, NJ 08625-0426
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