After completing the SF-180 to the best of your knowledge, you must sign the form in section

I11. You can manually sign this form or digitally sign it. If you digitally sign it, then you must do
the following:

1. Click in the box above “Signature Required — Do Not Print”. A window will open.

' Add Digital ID =

[want to sign this decurment using:
) My existing digital ID from:

2) A file
A roaming digital ID accessed via a server

A device connected to this computer

@ A new digital ID I want to create now
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If you do not have an existing digital signature, click the bubble next to “A new digital 1D |
want to create now”. Then click “Next”.



3. At the next window, you have 2 options. Recommend you leave it at the bubble that states
“New PKCS#12 digital ID file” and then click “Next”.

Add Digital ID ==

o

Where would you like to store yvour self-signed digital ID7
@ New PKC5#12 digital ID file

Creates a new password protected digital ID file that uses the standard PKC5#12 format,
Thiz common digital ID file format is supported by most security software applications,
including majer wek browsers, PKC5E12 files have a .pfx or pl2 file extension,

(71 Windows Certificate Store

; Yeur digital ID will ke stored in the Windows Certificate Store where it will alse be availakle
to other Windows applications. The digital ID will be protected by your Windows login.

= Back | [ Mext =




4. At the next window:

a. Put your first and last name in “Name”.

b. In “Organizational Unit” you can put anything, but | recommend your Town.

c. In “Organizational Name”, you can also put anything but I recommend your State.
d. Enter your email address in “Email Address”.

e. Leave “Country/Region” as “US — United States”, unless it is different.

f. 1 recommend that you do not click the box for “Enable Unicode Support”.

g. | recommend that you leave “Key Algorithm” and “Use digital ID for” as is.

h. Click “Next”.

Add Digital ID =

Enter your identity information to be used when generating the self-signed certificate.

MName (e.g. John Smith}: |Jchﬂ Smith

Organizational Unit: |-'1m}-‘|:|:-r~.-r'|

Drganizaticn Mame: |StatE

Ernail Address: |hr'|.5n'|ith=f_~“’en'|ail.n:n:m

Country/Region: | US - UNITED STATES ~r|

("] Enable Unicode Support

Key Algorithm: |1024-hit R5A -|

Use digital ID for: | Digital Signatures and Data Encryption 1r|

) (o)




5. At the next screen:
a. |'would let the computer automatically save the “File Name” where it wants to place it.

b. 1 would enter a strong password that is easy to remember. The bar will get greener with a
good password. You have to enter it twice.

c. When completed, click “Finish”.

[ Add Digital D ==

Enter a file location and password for your new digital ID file, You will need the password when
you use the digital ID teo sign or decrypt documents. You sheuld make a nete of the file location
co that you can copy this file for backup or other purposes. You can later change opticns for this
file using the Security Settings dialog.

File Mame:

Browse...

Pazsword:

B o re

Confirm Password:

<Back | | Finish |




6. The next window will require you to reenter your password. | do not recommend that you
click the box for “Lock Document After Signing” until you are positive that you have entered
all of the information correctly. Once you, click “Sign” you cannot change this form again.
Please note you can sign without “locking this document”.

i~ )

Sign Decument

Yl John Smith <john.smith@email.com>

Password: I

Certificate [ssuer: Jehn Smith | Info... |

Appearance: | Standard Text "F|

Digitally signed by John Smith

J O h n DN: cn=John Smith, o=State,
oU=Anytown,
email=john smith@email.com, (@

S m ith B_;IEJESZE{HE.HJQ 1324233

-05'00°

| Leck Decument After Signing @

[ Sign ] | Cancel |




click “Save”.
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7. The computer now wants you to title the document and save it. Pick a file and file name, and

Type

Adche Acro
Adche Acro
Adche Acro
Adobe Acro
Adche Acro
Adche Acro

Adche Acro
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