STATE OF NEW JERSEY

OFFICE OF MANAGEMENT AND BUDGET

INSTRUCTIONS FOR COMPLETING NJCFS SECURITY FORMS

PART I - NJCFS SECURITY PROFILE

SECTION 1: PRINT OR TYPE YOUR FULL NAME AND USER ID. IF YOU ARE A NEW USER, YOU MUST CONTACT YOUR INFORMATION SECURITY REPRESENTATIVE (ISR) TO FIND OUT YOUR USER ID.

SECTION 2: ENTER THE 3-DIGIT AGENCY CODE OF OUR AGENCY (E.G., THE AGENCY CODE FOR MILITARY AND VETERANS AFFAIRS IS 067). ENTER THE APPROPRIATION LEVEL ORGANIZATION CODE FOR YOUR DIVISION (E.G., THE ORGANIZATION CODE FOR CENTRAL OPERATIONS IS 3600). ONLY ONE ORGANIZATION CODE MUST BE LISTED HERE. SPACE IS PROVIDED LATER TO LIST OTHER ORGANIZATION CODES AND AGENCIES THAT YOU REQUIRE ACCESS TO.

SECTION 3: IF YOUR SUPERVISOR HAS DESIGNATED A MODEL FOR YOUR SECURITY ACCESS, PRINT THE NAME OF THE MODEL IN THE SPACE LABELED "MODEL ID." IF A MODEL HAS NOT BEEN DESIGNATED. PRINT OR TYPE A LIST OF THE SECURITY GROUPS YOU WILL NEED FOR NJCFS ACCESS IN THE COLUMN TITLED "GROUP/TRANS." A LIST OF THE MOST COMMONLY USED SECURITY GROUPS CAN BE FOUND ON THE BACK OF THIS FORM. A MAXIMUM OF NINE GROUPS MAY BE USED. A TRANSACTION CODE CAN BE USED IN PLACE OF A SECURITY GROUP IF PREFERRED (E.G., "U1" VAN BE USED IN PLACE OF "EXAC" IF YOU DO NOT NEED ALL THE TRANSACTIONS IN "EXAC"). A TRANSACTION OR TABLE CAN OCCUR IN MORE THAN ONE SECURITY GROUP BUT ACCESS FOR THESE TRANSACTIONS OR TABLES WILL BE BASED ON THE SECURITY GROUP THAT IS FIRST ON YOUR LIST. ACROSS FROM EACH GROUP LISTED IN THE "GROUP/TRANS" COLUMN, CHECK OFF THE ACCESS CAPABILITIES AND APPROVAL LEVELS YOU WILL NEED FOR THAT GROUP, GROUPS THAT PROVIDE ACCESS TO TABLES ONLY (E.G., SCON AGYE, EVAG) DO NOT NEED APPROVAL LEVELS.

(NOTE: DEPARTMENT OF TRANSPORTATION USERS WHO UTILIZE THE FMIS

SYSTEM MAY REQUIRE SPECIAL SECURITY GROUPS. THESE GROUPS ARE

LISTED IN A CHART ON THE BACK OF THE FORM CALLED "SECURITY PROFILE

FOR NJCFS ACCESS TO MACS-E.")

SECTION 4: PRINT OR TYPE YOUR FULL NAME, CURRENT JOB TITLLE, DATE, SOCIAL SECURITY NUMBER AND PHONE NUMBER IN THE SPACES PROVIDED, AND SIGN YOUR NAME. (YOUR SOCIAL SECURITY NUMBER WILL BE USED ONLY TO IDENTIFY YOU AND WILL BE RESTRICTED TO OMB USE ONLY.) YOUR

SUPERVISOR AND YOUR ISR ARE ALSO REQUIRED TO SIGN THIS FORM.

SECTION 5: IF YOU HAVE LEVEL THREE APPROVAL OR GREATER ON ANY TRANSACTIONS. YOU MUST HAVE AN AUTHORIZED APPROVAL OFFICER SIGN HERE. THE APPROVAL OFFICER CAN BE ANYONE WITHIN THE USER'S DIVISION, WHO IS AT A MANAGEMENT LEVEL AND WHO HAS THE AUTHORITY TO GRANT YOU THE FINAL APPROVAL PRIVILEGE. YOU MUST ALSO ATTACH THE "AUTHORIZED SIGNATURE LETTER" TO YOUR PROFILE. INSTRUCTIONS FOR FILLING OUT THE "AUTHORIZED SIGNATURE LETTER" ARE INCLUDED IN PART III OF THIS PACKAGE.

SECTION 6: IF YOU REQUEST ACCESS TO ALL THE ORGANIZATION CODES IN YOUR AGENCY, ANSWER YES TO THE QUESTION AND GO ON TO THE NEXT FORM, IF APPLICABLE. IF YOUR ACCESS IS LIMITED TO SELECTED ORGANIZATION CODES, YOU MUST FILL IN THE CHART PROVIDED. TO COMPL.ETE THE CHART, LIST THE SECURITY GROUPS FROM THE "GROUP/TRANS" COLUMN (SECTION 3 ABOVE) ACROSS THE BOXES LABELED "GRP 1" THROUGH "GRP 9." UNDER EACH GROUP NAME, LIST THE ORGANIZATION CODES BY AGENCY THAT YOU REQUIRE ACCESS TO (E.G., THE DIVISION OF ADMINISTRATION, DEPARTMENT OF MILITARY AND VETERANS AFFAIRS  MAY NEED ACCESS TO 067/3600, 067/3610, 067/3620, 067/3630 067/3640 AND 067/3650 FOR THE "BDGT" SECURITY GROUP). LIST ALL THE ORGANIZATION CODES YOU WILL NEED, INCLUDING THE LOWER LEVEL ONES. ACCESS TO ORGANIZATION CODES OF AN AGENCY OTHER THAN YOUR OWN REQUIRES A MEMO FROM THE OTHER AGENCY GRANTING THIS ACCESS. IF YOUR ACCESS IS LIMITED TO YOUR OWN AGENCY, YOU HAVE COMPLETED PART 1 OF THIS SECURITY PROFILE PACKAGE.

PART II - SECURITY PROFILE FOR NJCFS ACCESS TO MACS-E

SECTION 1: PRINT OR TYPE YOUR FULL NAME AND USER IN THE SPACE PROVIDED, IF YOU ARE A NEW USER, YOU MUST CONTACT YOUR INFORMATION SECURITY REPRESENTATIVE (ISR) TO FIND OUT YOUR USER ID.

SECTION 2: ENTER THE 3-DIGIT AGENCY CODE FOR YOUR AGENCY (E.G., THE AGENCY CODE FOR THE DEPARTMENT OF MILITARY AND VETERANS AFFAIRS IS 067). ENTER THE APPROPRIATION LEVEL ORGANIZATION CODE FOR YOUR DIVISION (E.G., THE APPROPRIATION LEVEL ORGANIZATION CODE FOR THE VETERANS AFFAIRS, 3610). ONLY ONE ORGANIZAITON CODE MUST

BE LISTED HERE. SPACE IS PROVIDED LATER TO LIST OTHER ORGANIZATION

CODES AND AGENCIES THAT YOU REQUIRE ACCESS TO.

SECTION 3: CHECK OFF ALL THE FUNCTIONS YOU WILL NEED FROM THE LIST TITLED "MACS-E FUNCITONS." ENTER THE CORRESPONDING NJCFS SECURITY GROUP NEEDED TO GIVE YOU THAT FUNCITON ON THE BLANK LINE. REFER TO THE CHART, "REQUIREMENTS FOR ACCESS TO MACS-E" ON THE BACK OF THE

FORM TO HELP YOU SELECT THE MACS-E SECURITY GROUP YOU NEED. IF YOU

DO NOT PROCESS THE FINAL APPROVAL ON OPAY (STATUS 635), YOU SHOULD

SELECT THE "MACD" GROUP. IF YOU PERFORM THE FINAL APPROVAL ON

OPAY, YOU WILL NEED THE "MACP" GROUP. "MACP" USERS WILL NOT BE ABLE

TO DO THE FINAL STATUS CODE 435 ON PURCHASE ORDERS. NO MATTER

WHICH SECURITY GROUP YOU SELECT, YOU WILL NOT BE ABLE TO COMPLETE

THE ENTIRE PURCHASING PROCESS YOURSELF, THIS PROCESS REQUIRES AT

LEAST TWO USERS.

(NOTE: DEPARTMENT OF TRANSPORATION USERS WHO UTILIZE THE FIS

SYSTEM MUST SELECT THE SECURITYGROUP "MACB" AS WELL AS ANY

APPLICABLE FMIS SECURITY GROUPS FROM THE CHART TITLED "NJCFS

SECURITY GROUPS FOR DEPARTMEN TOF TRANSPORTATION." THE CHART IS

ALSO ON THE BACK OF THE FORM.)

SECTION 4: IF YOU REQUEST ACCESS TO ALL THE ORGANIZATION CODES IN YOUR AGENCY, ANSWER YES TO THE QUESTION AND GO ON TO THE QUESTION AND GO ON TO THE NEXT FORM, IF APPLICABLE. IF YOUR ACCESS IS LIMITED TO SELECTED ORGANIZATION CODES. YOU MUST FILL THE CHART PROVIDED. TO COMPLETE THE CHART, LIST THE AGENCIES THAT YOU REQUIRE ACCESS TO IN THE BOXES LABELED "AGENCY" AT THE TOP OF THE CHART. BELOW EACH AGENCY CODE, LIST THE ORGANIZATION CODES REQUIRED UNDER THAT AGENCY CODE (E.G. THE AGENCY CODE / ORGANIZATION CODE COMBINATIONS REQUIRED BY THE DIVISION OF ADMINISTRATION. DEPARTMENT OF TREASURY COULD BE 067/3600, 067/3610, 067/3620, 067/3630 067/3640 AND 067/3650). LIST ALL THE ORGANIZATION CODES YOU WILL NEED, INCLUDING LOWER LEVEL ORGANIZATION CODES. ACCESS TO ORGANIZATION CODES FOR AN AGENCY OTHER THAN YOUR OWN REQUIRES A MEMO FROM THE OTHER AGENCY GRANTING THIS ACCESS. 

IF YOUR ACCESS IS LIMITED TO YOUR OWN AGENCY.YOU HAVE COMPLETED PART II OF THIS SECURITY PROFILE PACKAGE.

SECTION 5: PRINT OR TYPE YOUR FULL NAME, CURRENT JOB TITLE, DATE, SOCIAL SECURITY NUMBER, AND PHONE NUMBER IN THE SPACES PROVIDED, AND SIGN THE FORM. (YOUR SOCIAL SECURITY NUMBER WILL BE USED ONLY TO IDENTIFY YOU AND WILL BE RESTRICTED TO OMB USE ONLY.) YOUR

SUPERVISOR AND YOUR ISR ARE ALSO REQUIRED TO SIGN THIS FORM.

PART III - AUTHORIZED SIGNATURE LETTER

SECTION 1 - "FROM" ADDRESS

HAVE THE HEAD OF YOUR DEPARTMENT ENTER HIS/HER NAME, TITLE,

DEPARTMENT, AND APPROPRIATION LEVEL ORGANIZATION CODE.

SECTION 2 - NAME, TITLE AND USER ID

PRINT OR TYPE YOUR NAME, TITLE, AND USER ID IN THE SPACES PROVIDED.

SECTION 3 - SIGNATURE

HAVE THE HEAD OF YOUR DEPARTMENT SIGN THE AUTHORIZED SIGNATURE

LETTER IN THE SPACE PROVIDED.

SECTION 4 - BATCH UPLOAD/INTERFACE TRANSACTION CODES AND ORGANIZATION CODES

COMPLETE THIS SECTION IF YOU WILL NEED TO AUTHORIZE TRANSACTIONS

THAT ARE UPLOADED OR INTERFACED TO THE NJCFS SYSTEM. IN THE FIRST

COLUMN. "TRANSACTION CODES," LIST ALL THE TRANSACTION CODES YOU

WILL AUTHORIZE FOR NJCFS UPLOADS OR INTERFACES. IN THE SECOND

COLUMN, "ORGANIZATION CODES," LIST ALL ORGANIZATION CODES USED FOR

EACH TRANSACTION CODE. INCLUDE ALL LOWER LEVEL ORGANIZATION

CODES AS WELL AS ALL APPROPRIATION LEVEL ORGANIZATION CODES.

