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~',Xi~Ar, CONSENT JUT3~NiENT

befenda.rits.

Plaintiffs C.i~urbir S. Cxrewal, Attorney ~xeneral of the State Q~' New .7er•sey (".,4ttornes~

Crene~•a~") ~n~ ~a~~l R. Rod~~iglrer, Acting Dir~ctar ~I' the Ne~v Jetse~ Division o~ Cat~s~m~er

Affairs ("Director") (collectively, "plaititif~s"} hive commenced this action by fling the

Complaint herein.
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W~~~FAS the At~orn~~ G~ner~l is c;h~.r~ed v~,rit1~ the c~spansibility of enforcing the

I~ew .~erse~ Cons~ttneii Fr~.ud Act, I~.]~S.A. X6:8-1 et sec . ("CAA."), aid the director is ch~rgec~

with adtriii~isteririg ttie C~'A on ~eYtaYf of the Attorne~r Ge~n~~~~l;

'~''~~{,~~,~,~ t~~~ ~t~arney ~en~r~l, ~.s are~.~ at~l f'i~~ for the State and in its sav~~~~gn

~~p~Git~, tnay, pt~rst~a~l~ Co 4~ U.S.Q. § 13204-5(ci), enforce the t~ravisions o~'t~~~ health Ins~r~~arlc~

ParC~biliC~ and Acca~rt~t~biYtty Act. of I9y6, ~'ub. ~,. loo. 104-Z9X, X1p Sit. 1936, ~.s atn~ncled by

the H~~lth Info~•n~ation Technology fQr ~conacnic a~~d Clinic;~i He~.lfh pct, Pr~b. L. I~Ca. I I1-~,

12~ 5tat. 226, ai~cl the Department of ~ealtll a~ad ~~In~n S~r~rices R~gtr~atiot~s, 45 G.r.~. § Y 60 et

is c . (collectively, "~~Y~'AA,");

'VV~~~~AS P14~inCifl's have a1le~ed that defendants A,~"A Cc~~s~t~~.ing LLB' d/b/a hest

~Vledic~l Trr~ti,~cription ("B~st Medical 'r'ranscc•iption") a~~d 'I~st~~i- Mathur (collectively,

"Defend~nt~"} have engaged in c;ondtYc~t i~~ ~rialatiot~ of ~-i~AA and the C~`A in Gonnec~ioi~ ~uvith

the p~~blic e~cpos~rre of doctors' letters, mec~ical ~~c~tes and other ~•~~ot-ts concerning I,6~4

indi~vi~iva.ls, Including 1,617 I~ew ,rerse~~ residents;

~V~~~A~ L7efe~nd~~lts d~n~ the ~lle~atians car~tarnecl in the Calnpl~.int ~~d maintain

that. they have been ~i~,d ~Ql~tin~ie to be in can~plia.t~ce with ail ~pplic~ble l~~tnrs;

V̀'V'~~~t~A~ F'l~int;iff's ~t~cl Defendants (collectively, "~r~l'~I~S?~) ~l~~v~ beached ari amicable

agre~~nent h~reb~r resal~ving ttie issues in contzov~~~s~ ~ritha~it the need far further action ~d t~~

~~v~aid the ex~~nses associated with ~~~~-~.her in~esti~~tian ar 1iti~atran. As evidetaced by them

si~tl~t~t•~s below, the 1'~rti~s da c:~nse~~ to the ~ntt'y of this Consent ,~«dgcn~n~ end its p1•a~visians

without trial a~• ~.~j~.Ydic;atioi~ of arty issue of fait az l~.~v, ~n~~ ~uu'ithaut ari ac~missiQn Q'f c'~Il~'
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wrongdoing ~~r admission of any rriolations of the CFA, HIpAA, or a.r~y other law as alleged by

Plaintiffs.

The Cot~i~t ha.s revyewed the terms of t.~is Consent rt~~gme~t al~d b~s~d Upon t1~e P'at~ties'

agreerne~t and far goad cause shown:

IT IS HERE~Y~ ()RD~~1~, A~~.11~x~l~ .r'~1~~ ,~~~~~D AS FOLLC~W~:

JURISDICTIaN

Y . Tf7e Pa:r~ies acJrnit ,juz•isdictia~ off' this C~~Y~~t over the st~bj~ct ~natt~r and aver the

~'~.rkies for the p~~z'pase o~ entering in~a this Ca~~se~~t Judgment. T}i~ Court retains jurisdi~taoa~ fo~~

fhe puz-pose o~ ~n~Ulin~ the Pa~~ties to a~pl~ to the Court at any time for such furk.her oi~~r aild

relief as m~~y be nec~ssa~-~ for ttY~ construction, mQdi~c~tion, ~nfarcement, execution or

satisfaction of this Coi~isetit .~udgment.

~~~~

2. ~'u~•sua~at t4 N,J,S,A, 56:88, rrenue as to all matters between the p~~r~:ies hereto

relating to ar ~rxsx~~~ o~Xt ~f phis Consent Jucl~merlt s~~Il Iie exclusively i~ tale ~~~peric~r Ga~x~~ of

New .~erse~, Ch~nc~~~~r Di~isiaf~, Burlin~oti County.

E~rc~~x~: ~aA~c~

~. This CotZsent J~ud~metlt st~~.11 be eff~~tave on the date it is enured b~ the Court

("Effective bate").

~~~YNITIONS

,~s used in thrs Conse~~~ J~~cl~tnent, tt~e fallowing ~~.pzt~lized vvc~rds or terms shall have

the f~ll~r~vit~g me~r~itzgs, r~vhich meanings shall appal wvhere~rer the ~xrords ai d terms appear in

this Consent .~udgment:
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4. "Action" shall refer to the matter titled ~uz~b~~r S. Gz~w~l. ~4t~orn~~r Genc~~.l of tl~e

Stake of N'e~v .~e~se~y, ~illd ~~1.~1 R. Rodri~~.ye~, Actii~~ Director of the New .~ersey l~xvision of

C()I7SL11Z1~T ~1.~~A11•s rr. ATA Consulting ~,~,~ dlb/a ~3~~t 1V~edical ~'z•~a~scz•ap~ian end 'I~rsha.~• Mathut~,

Sup~t•iai~ Court of 1'~ery .~er~ey, Chancery ~avasian, BLIIIY11~1;(~11 Co~rt~t~, Doc~Cet Igo.:

(,( ~ ~ ~' ~~ "~~ and ail ple~dira~s ~n~i proceeding r~t~t~d thereto, YI'lCIl1C~lll~ ~1~

5. "A~ministr~ti~e 5~.~~gtr~~ds" sl~all tie defined in ~GCOI•~ance ~vith 45 G.F.Q.

X164.304 end ~r~ ~dmini~~r~ti~'e ~.cti~t~s,, acid policies ~.nd p~•ace~u~•es, ~a ~n~.n~~~e the se~~ction,

deve~opinen~, itn~lctnet~tatio~~ a:nd r~~aintenance of securi~~ ~~ne~sLrres to protect ~1'~~Y and to

tnanFtge tl~e ca~duet of the Covered ~llti.ty's ox b~~sin~ss ttssoci~t~'s vvorlcforce in relation to tk~~

~?rat~ction at` the infarmati~n.

~. "Atto1-ne~ Gei~era.l" ~h~~1 refer to tl~~ ,4~orney General of tlz~ State o~ New 7ers~y

an~i tl~e Office of the Attorney ~~~~ex•al of the State of Neves Mersey.

7. "~rea~l-~ Nati~ic~tion Rule" shall refer to t.~e ~~A,A. ~•~g~l~tions thF~f requite

Caved entities ~a notify ~~'fec~ed inc~i~ici~u~Is of a breach air u~sectY~•~d PHI, a.nci Business

AssoGi~tes to noti~ Gav~reci entities of` ~ br~a~h Qf G~nsectXr~d PHI, speci~icalr~ 45 ~:.~'.~. I'~-k

16(7 ~.nc~ 45 C.~'.~. past ~ 64, Subpaz-ts A end D.

8. "~l~siness .Assaciat~" steal[ b~ defined irY accord~~.c~ wit]7 ~4~ C,F.l~. § 160. Y 03 and

Iilclucles hest Medical Tx'~nsGripxi~n,

°̀ ~t~s;ness AssociAt~ Agi-e~m~nt" ~r "I3~A.'7 shall I11E~~11 the contract or other

arr~n~emei~t required by 45 ~.~'.~,. § 164.~~~(e)(~) artld nYeetir~~ the requirements o~ ~~ C.F.l~.

~164.504(e)~
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1 Q. "Covered ~n~ity" sh~il b~ defn~ci i~l accorci~nc~ ~~vith 45 ~;.F.1~. § 160.103 and

Includes VMG.

11. "Di~visiai~" or ``~ivisiori Qf Consumer A,~~~x~~s" sll~~l ~~e~er tp the Ne~x~ Jct-set

~i~rision of` Goizsum~r Affairs.

12. "~lectroriie ~rot~cted ~~e~lth Ynfar~r~~~i~n" or "ePHI" shill be d~~~ed its

~c~ord~~a~e ~vath 4~ ~,F,~. ~ 1 f~(~.103, ~~id Iilcl~icles ai~~ infai•cnatia~t transnlittecl or rnaintaat~ed in

electronic media that is crea~~~d ar received by a ~ov~red ~ntit~ r~1F~tit~~ t~ t~~e ph~sica.l or rnetita.l

h~~Itf~ of an individual and for which tl~~re is ~ re~~sa~lable basis to relieve tree information can be

used to identify the individual,

1~. "lnclt~ding" shill b~ cot~strr~~c~ a.s ~raadly as passible ~~~~ shaIl mein "r~ritllaut

limittiti1C7I1," This defjnitiot~ applies to ~t~z~r forms of the word "Including" such as "InclucleCs]."

14. "M~cchan~ise" shall be ~efitle~ i~~ ~c~;ut~d~nc~ with N.J.S.A. 56:8-1(c).

15. "l~~w r~rsey', ar "State'' ~haI[ ~•efer tc~ the St~.te of'l~iew r~rsey.

l~. "~'hysi~a~ S~f~g~~~~ds" shill ~~ d~fit~~d in accordance with 4~ C,F,R. §164.304

anci are phys~ca~ rn~~st~res, policies aticl procedures to protect ~t CQ'v~I~ed Entic~'s elect~at~ic

rnfo~'Ill~l(;1011 s~st~ms and ~ela.ted buildings and ~i(~U1~J111P~I1~ fT011l n~tuial ~.t~d enviror~r~iental

ha.zard~ and from u~i~uthorize~3 int.r~7si~t-►.

X 7 ~ "Pri~v~c~ Rule" shall refer to the ~C~'A.,~ r~gt~la:t.ions that esta~list~ riatianal

st~nd~rrds ~o~ s~.fegt~ar~ individuals' medical recoxds ~a~d other pHI that is created, rec~ivec~, used

dr rnaint~.ii~ed by a. Caverec[ ~nt~ty, specific4~Il~r ~45 C.F.n. Park 1 ~0 and 4~ ~.~.I~. I~AI'k X ~4,

Subparts A, and E.
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7 8. "Protected Healrth Information" ~r "PHI" shall b~ d~~~~ed its accord~.nce with 4~

~.~'.~. § 106.103, anti rncludes ar7y ir~farmatio~~ cr~atecl or received by a ~ove~•ed ~nti~y xelating

~Q the physical ar mental health of an individual a:nd foi' W~1IC~1 ~~7~~•e is ~ ~easan~ble 1,»si,5 t~

b~liev~ tl~e informatia~l can. be used to identify tie in~ivid~~~l.

19. "~~.1~" shill be defined in ~.ccord~il~;e with N.J.S.1~. 56:8-1(e}.

20. "S~curity I~ul~" shall refer to t~~e ~.YpA.A regulations that establish r~at~Q~1~1

standards to safeguard individuals' e~'~Y ghat is created, ze~~~ve~, ~.~sed car ~n~int~.ined b~ a

Covered Entity, specifically 45 C.~.~. ~'~u~t 160 end 45 C.~.~. ~aI-t 1~4, SLrbp~~~Es A aid C,

~ 1. "7'eCllx7,l~a~ Safeguaz ds" shall be defined in ~~co~d~nce r~ith 45 Q.F.R. § 1X4.304

end ine~Izs the tec;hn~l~g~ and the ~olic~ a.ild pf-oced~rr~s tl~at protect ep~r ar~d cantr~l access to

it..

~'~AINTIFFS' ALLE~ATI~NS

A. $ack~r~und;

22. Virtua 1Vleclica.l Crroup, p.C. ("`V"M~") is a N'~w J'ersey captive Pro~ession~l

A~ssaciation of 'V'i~~t~aa ~e~ath Inc. ("'Virtt~a"), r~viEh headq~rar~;rs lac~teci at 303 Lippincott Drive,

IVl~rltc>n, New Tersey 0$ 53.

23. VMG is ~ t~et~vvork of` physicians exclusively affiliated with ~'ii-~ua, own~~~g aid

operating more t~~a.t~ fif~~ (SO) medical a.~id surgical practices located t~~rQughout sQ~Xtl~ef•I~ Near

Jersey, Including ~irtua ~xynecolagi~al Oncology Specialists with a main btYsiness ~dclress of

2UU ~Q~vman ]rive, ~V'oox•}~e~s, Ne~uv Jersey; Vi~~t~Ya Surgical Gra~ip ~c~vitl~ a ma.ir~ business adc~.ress

of ~ 12 C,reelz Crossi~~g Bouleva~rcl, I~a.iriespart, 1`~ew rersey; and 'U~~z-~u~. ~'ai,~ ~Ild ~~]lll~

6
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Specialists rnritll a main business addeess of 805 Coop~1• Raad, Voorhees, N'ew Jersey

(cQ1l~cti~vel~r,, "Affected VMS Practices").

24. A.TA Cai~sultii~g LLC cl/L~/a S~st Medical Transct•iptian ("hest IVledical

~'ranscriptiori") is a tiaw-dissolved State of Cxear~ia for-profit con~pan~ that previously held ~

~n~in Uusa~~ess add~•ess ~~~ ~~~~~n:i~lg, Geo~•g~a, wh~cl~ p~~a~ri~ed ~nedic~l t1~anScrrp~tii~r~ se~~rices to

the Af'f'ected VMG practices. hest Medic~.l Transcription a~~c~ VMC entered into a BAA on

N1ay 26, 2p 11, r~vl~ic}7 cot~tiiiuec~ until Marc}i 3, 2Q 16.

2~. Tajo-'V~ikas Tnternafional ~'vt. ~,tc~. ~"~'ojo-'V'ikas") is a I~ew ~~~la~, Xndi~ ~otnp~n~

With ~ mein bti$iness address of ~ A~chini, Mehr~ttili ~~~d, Ne~v Delhi, Delhi 11Q017, I►7di~ that

hest Medical T~atlsertption subcontracted ~vith to ~erfar~~ medical trariscriptior~ services for the

Affected '~'MCx practices.

26. upon .infot~nation aa~d belie, '~►sh~f• M~~th~.~r ("M~tl~r~r") is an indi~riciti~al who

solely pWneC~, operated end c:o~trolled Best Mecitca.l Tral~scriptia~~. M~thur tnatt~ta.ins an

address in Cttrnmiilg, C~eorgi~..

27. Ulan infarn~ation and belief, from 2011 through January 2016, the Affected

V'MC~ practices stabmitted dictations af. ~oct~~s' letters, inedic:~I notes Hnc~ c~~Iler reports to Best

M~ciic~.l Transcri~,ti~n ~h~atY~h ~ tele~hoile i-ecai~ding ser~vic~. hest Mec~ica.l Trariscrrptian then

uploaded the recardecl sound files (.wav) to a password protected File Transfer. ~'z•oto~Ql side,

Tajo-`V"ikas logged into the ~'"I'p Site, listened to the sound files and tr'A11~G1'1~7~f~ ~Il~ (~1Ctc~{:lOIlS

into test docuax~:ents (.day), which Were s~Ybsequeiz~;l~' posted an the FTP Site. To obtais~ the

d~c~linetlts, personnel ttt the Affected V~I~x 1'ra.ctices clicked a desktop ican and ent~t•ed a ~~s~r

7
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n~cne and password that lagged them inta the ~~'~ Sate. 'V~~G did not have adz~in~stx~~ti~ve access

to the FTP Site, but M~tht~r did.

28. C~r~an ir~forrnatian anc~ belief, D~fenda:nts sever entered into a ~3AA with ~ojo-

Vil~as c~oncer,n:~ng the e~'~C transm~~ted ~Q it.

~. ~ Xi)09t1I-e of` ~~atie~~t Tj-eattnent ~teGo~-ds:

29. Upon infoim~ti~n end belief; in or ~1TOUf1C~ Jc~11L1~.1•~r 1, 2016, the FTP Site was

inadvet~teiltl~ t-ecanfi~Lrr~d b~+ Mathtrr duri~lg a saftr~vaxe update, vvl►ich c1~a.t~g~d security

restrictions to perr~~it arior~yrnous access to t~i~ ~'TP Site, i.e., too ~a.ssword was needed to access

the files stored on the site.

~0. ,After the F'O'P Sits be~~Ine ~n~ecLlred, ~ 't~c~'~b cr~~v'ler 'from Google ci•a~crled aild

iilde~ed t;Iie FTP Site usi~i~ ~.n a.l~oi'1tIlIl11C ~]f'QC~SS. As a res~rlt, a.t~ indi~vid«al searching Cxao~le

using search t~rrns that happened to bye corifained within the dictation infarm~tian (e.~, patients'

nar~~s, ~Qcta~s' names oz• tie ~~~~Gted 'V"CV~G ~'~•acki~e~' names) co~.Yld h1~re q~~t~ined sef~rch

restYlts ~x+itl~ links to the files contained on the FTP Site. Bar clicking t~1o~e links., inclividua.Is

could dowtiloaci t~~e complete fibs.

31. Pon infarrn~ti~n end belief, in or aroun~~ ra~~~.~~ry X ~, 2Q 1 ~, ~ath~~• ide11tified

that the ~'Y'~ Sits 'W~s }~ermittin~ ~n~alymQ~~s 3GC%es5, c~rr~c~d t'.he se~~ei misc~nfig~lYtttio~l,

rem~~red the files that I~ad been on the FTP S[te, and reset the password pratectiari. Mattiur's

retno~al of'the files rendered tt~e links to ttYase files inactive.

32. ~awever, as shown below, (~oagle retained cached ~~adexes a~t~e cz•awl~d files:
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C~~f ~, ~~1 ~ - I ~rn ~rrl~r~~ phis I~t[er ~ Inirad~~ yo u fa ~~ o is ~ 74Ty~~l'~~I~d l~~y w~l~~
v,~~ r~~en~l~ disG~~ ~. ~~~t~d ~t V~r~~u~ _..
[~~?C~z~~~~01 Ltr.~ic~~- ~"~j~'Vil~ ~ Rnt~m~ti~r~~.l

~~F~~ r~mair~s un~l~er the care of br_ e~rru~cco at the ~'~rt~ ~~r~ll~f+a~y~ ~r~~a~, 1n g~n~r~t, ~I~~ ~►a~ na
~~rttiptr5t`c'r~ r~1~t~i to her ~Grt~l~~.iC ~~on~i~on. Shy ~denie~ ---
~~~~C~ . ~ ~~~~2~1 ~-Ltr,~~~ , T+a,t~-Vil~~s I r~t~r.n~.~i~naI
~~;ff ~v,~t~a_~~ arat,~ira~r~..ti~~: ,, .

. ~ fib` ~~~O~~~r,~.~~~~~~
~ ~~~f~$d

PHY~J~Ir~N: P~~~i~ P~tt~I, IV1SN ~ ;1~' ~ ~~rr~ifyr 1~1~edia~t~, F',~TfFI~T:~ ~DI~rE:
~~!'~~~~b~ ~, L~}~T~E t~~ BrRT~I: ~.i~~R eta, ~'at~l,, riAs.
~~~~1~T2~~ _ a~c~ - ?`~ ~-111~~s lnterr~~t~on~~.

33. C~panrnfarmatior~ and belief, an 3~n~7~~~ ~~, 2016 at 9:30 a.n~., ~1'.1V1~x received ~

pt~ane cell from ~ p~taent indict~~itl~ ghat her d~ughtcr hard fautid portions of her ~ncd~c~l records

from Vi~-t~~~ C7~t~~cologic~l Ot~calagy Specialists an ~~agle. ~1V1G ~allar~red rip vcrith the

patie~it's d~~i~htei~ atzd tl~e ~atierit. at~d began an investigation. ,~.~ the tine, VMG vas got a~var~

of the source af` ttY~ infarm~tian viewed by tie patient's d~tYgh~er.

34. CXp~n in~arm~tion ~,nd belief, o~~ F~bi-u~ry 4, 2U 1 ~, once `V~1V~~'s iz~tetnal

investigation d~tez•~nine~ the source of t.l~~ i~~fari~natian reported by the pat~~n~t's d~r~~ghter ~.nd

also c~etez~rnin~~ th~.t ~ddi~io~al ~aati~nts' it~forrriatioti may have b~e1a ~~~~~xed b~ ~oo~Ie, VMCr

contacted tl~e N~~ov Jet•s~y St~t.e police. ~n the same ~~y, ~VMG contttctecl t~~e Nevva.rl~ Federal

Bureau o~ Ynvestr~ation ("~~X"} ~n report the s~curit~ incident anti ~l~.ced a request to r~z~av~ #.he

eiatir..e FTP Sirs from Google's cache.

35. Upon informa.tian anti beI~e~, OIl F~{JP~fil~ 5, 2016, ~'~vICx e-trailed

i~~fo~roao~v~lcas.corl~ LU ii~~I~ ~OJO-~VII~~S ~Il~~ t~l~ FTP Site had a~~ar~ntYy been comprQlnis~ed,

Mat.}~ur responded to t~~~ e-mail, ~n~ VMG ~'~gt~~St~C~ t11c1t M~~,Yl1,1T GaI1t~G~ GQO~I~ ~Q I~emQWG the

cached inf~rm~tian ~ssoci~ted r~vith t~7e ~'T~' Sits. Adcliti~n~l~y, VMG ~cr~nt ~o e~.ch af' the 4G2
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,,

indexed ~11V1CY patient ~ecorc~s it had found and id~tztified an G~oo~le, a.nd over a perrocl o~ nla~ny

hours, s~rccessfiilly removed them, ane ~~ ~ tiix~~, from Goo,gle,

36. Upon infot~n~~tion ~tld ~~Iiet; Best MedYc~1 Tr~t~scri~tion s~~}~1ied VMG~ witt7 a

list of r~an~es of the VMCY patients vsrhose itlfori~rtatiai~ n~a~ have beers conta.ineci on the ~'Tp Site

at the tir~~e the ~'TP Site wa.s a~Iowirig anonymous access. however, Mathur subsequently

claimed that all of the fides stoied on the ~~1'1' Site were deleted, so t.~e Sul[ extent of the ex~~ased

ePHI ~~nn~t be c~onc;l~Ysi~'~l~r c~et~rmined.

37. Mat•eo~vel•, upon it~fort~nation and belief, I1~1at1~ur also c~ain~ed that t~~e ~'Tp Site lob

files vv~re not ma.int~ii~ed, so it cannot b~ conclusively cletermiYied haw many users, if any

accessed t ie ~'T~' bite wt7ile it perrrYittec~ anoiiy~riaus access.

3$. Additianal[y, upon in~at~x~atio~~ and be~ie~, ~'I~intiffs ht~~re begin tulable Co

corrabor~~e in~restigati~rc fiizdYtlgs ~~ad~ ~~ M~thui•, Ii~cl~cYin~ ha~v the FTP Site was

reconfigured during a.n automatic update; the d~t~ the ~T~ Site was recaz-~~g~X~~e~ to permit

ananymaus access; the date the ~'T~' Site was ~•es~~k w~t~i passwoa•d prate~tion; the date ~11e files

vvez e retx~oved ~rotx~ the F~`~ Site; and the date the F I~~ that 'Vver~ pt~blicl~ exposed dui i~l~ the

S~Cllrit~ inCid~f~t 'Wert ~~eiinttnentl~' deleted.

3J. On March 11, 2016, ~V'M~x notified 1,6 4 potentially ~ffe~t~d patents by zn~il end

substitute r~atice, including 1,617 New Hersey residents, in accardaa~ce with k~~~'.A,~,

~. Ally ~d Violations ~f L~rw:

40. At all releV~nt tithes, Best Medical Transcrip~i~i~ has been a. Business Assaciat~

~vithin the i~~~a.t~in~ of HIPAA. As a business A~saci~te, ~esf 1VXedi~al 'Z'z•a~ascl•~~tion vvt~s

10
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teq~iir~ci to eampl~ r~ritl~ the HIp~A fcdcral stai~da.tds t11at govern t1~e privacy of P~~Y and/ar

eP~Y, It~cludit~g tl~e Sec~rrit~ Rule, the ~react~ N'atrfica~.tion Mule a.nc1 the privacy ~2.~~Ie.

41. T11e Security Mule esta.blrshes na.tianal standards req~~ired to ~~feg~~~i~ci

ir7c~ividuals' epT~Y that is created, received, used or maintained by Covered entities, ~~~d applies

to business Associates' handling of such e~~Z.

42. The ~re~~h Natifict~ti~n Rile establishes natiot~~l star~c~arcYs that require Covered

Ent~t~es to zloty ~ ~it~ctea inai~riauais of a breach of unsecured pr~Y, end }31~siness ~►ssoci~tes to

notify Covered entities of a breach of u~~sec~tred CHI,

43. `~1~~ ~rivac~ RL~1~ ~~S~~tI]I15}1BS 11~iC[011~~ S~,~if1CI~IC~S CGC't111~C~ td ~~~~~L111C~ 1~1C~1Y1C~11~~5'

tnedic~l re~ord~ Eia~d oChe~ PHI that is ct~ated., recei~vec~., used or n~air~tained by hovered ~ntiti~s,

~i~d select provisions apply to business Associates' hand~[ing o~'suc~ e~'~l~X~

44. ~`he Plaintiffs' investig~tian ide~~tifed tliat Best Mc~ciical Transcription, as

described ~bav~, engaged in ►n~r[Ciple ~viol~tions of the C~'A, ~rpAAa the Security I7.ule, the

~~'e~ch N(~tifi~~fic~n Rule rind l'he Pri~r~c~ R~ul~.

45. hest Mcdic~I T~~.nsc~'iption failed to comely wish ~h~ ~~Gl]I~ity ~.~Xle's ~~ner~.l

rubs, specifically:

a. ~~5~ N~~C~IGaI Tl'a113C1'lI]tIUIl filed to re~vievv a.nd modify security
n~ea~~ures as needed to conti~,ue tl~~ ~~r~vision ~f r~~s~na.Ule and
~pprapri~te pi•otectior~ of ep~Y in accordance with the at~p~~an~zlt~tiot~
specifications Qf the ~eG~ll•ic~y l~t~l~, iii ~iolatioi~ of 45 C.~.~i..
§164.306(e).

46. ~~st Medical Transcription ~~i[~~i to coinpl~ ~sri~l~ il~e S~ctriity Rt~~le's

Admini~tr~tive ~afeg~Y~.rds, specif'rea.11y:

a. hest Medical transcription faded to cond~~ct ~.n acctuate arc[ rhafaugh
risk itsse~smeriC ~r tl~e ~atej~tial risks ar~d vulnerabilities to tla~

11
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conf~clentialiiy, integrity, rind av~il~bility of ek'HI it held, in ~riolation
of 45 C.F.1~. §164.308(a)(1)(ii)(A);

b. hest 1Vi~dical ~rans~t•ip~ian `ailed to implement se~tYrit~ ~~e~sur~s
s~~ffic;ient t~} reduce risl~s and ~v~r.lncra.biliti~s to a reasan~:ble a~ad
appropriate level to co~np~y with the Sec~.r~~it~ 1~~ile, in ~riolation of 4~
G.F.R. ~ 164.308(a}(I)(ii)(~);

c. hest ~Viec~ical Tr~:nscriptiata f~i~ed t~ ii~pleinei7t p~~cedt~~•~s to
r~g~ila.~•ly re~vier~v records of information system activity, such as ~~rdit
lags, access ~ epol~s and se~~.trit~ incicleilt tr~.c~Citl~ reports, irl viQlat~~n
af'45 C.F.R. §164.~as(~){1)(ii)(L~),

d. hest Iv~eclical ~`r~r►scriptioca filed tci i~~pleme~t p~'OCC(~1C1~S far the
aL~thariz~.tion and/or supe~~isian of workforce members who ~vork
with el'~~Y or in laca~i.ons where it might be a,ccess~d, its ~vialatiari of 4~
C.F.R. §1b4.308C~)C~)Cis)CA)~

e. Best 11~Iedi~al Tr script~oz~ f~ileci ~ impleme~it p~~oceclur~s to
det~i•miri~ t1~at ttie ~CC~3S of ~ WOI•kfarce ~n~mber t~ PHI is
appl•opz gate, in ~ri~l~ti~n ~f 45 G.F.R. § 164.30$(a)(3)(ii)(~);

~: hest M~dica.l Transcription failed t4 1lxlpleinent proc~dYires fog
termi~~ting access try eFHI vvh~r~ ~t~e emplayrz~,en:t of, a~• other
arrangement with, a woz'~C~Or~~ m~mb8r ~il~S, in ~violatiot~ of 4~ ~;.r.l~.
§ 164.308Ca)t3)~il)~C);

~. hest Medical lranscriptio~l `ailed to impleme~~t policies and
procedures for ~raritrrig access to e~'Y-~7, faz example, through access to
~. vvorkst~tiotz, f.T~i~15RCL1UIla pragi-an~ or process;

h, Best Medical Tra.t~scriptian failed to impl~menC policies a.f~d
pro4edl~res that, based u~ot~ its access authorization policies, est~l~Iish,
docunYent, review and modify a ~~ser's right ~~' access to a ~uvo~ksta.tian,
tr~~sac~ian, pra~ra.i-n or pcoc~ss that includes e~'~-II, i~~ rri~l~ti~~ of 45
C.~'.~. ~ 164.308(a)C4)(ii}(C);

r. Best l'vledreal Tx'AY1SCz ipk~0,~~ failed to inlplen~~nt a security awareness
a~~cl traitlin~ pragra.m for ail in~~nnbe~~s of its ~uvarkfarce (incluctirig
maa~~►,~ement), in ~ric~l~tion of 45 C.F.R.. §164.30$(a)(~j(i);

j. Best Medica.I Trans~criptian f.~aIed tc~ ic~e~itif~ ~i~cl respond to suspected
or kYiar~vn s~cui•it~ it~cic]eats; rriifig~t~, tQ the e~Ct~n~ pr~CC1CRC~1~,
haran~~~I ~~fects of s~ct~rit~r incidents t~iat were known to it; ~~ld

[2
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doG~~ment secYtrity in~id~nts ai d their autcomcs, its ~vialatio~~ of 45

k. hest Medical Transcription. failed tc~ est~~blish ~.ld implement
pro~edL~r~s to create end ma.it~taitz retrierra~le exact copies of e~'~YY, in
violation of 45 C.~.~.. § 164.30$(~)(7)(ii)(A);

1. hest Medical Tz~~scziptaon ~ail~~ t~~ establish (a.~7d implement a.s
t~~edecl) prac~c~ut~e~ to re~tare and logs of data, z~a V14~~tiOn of ~45

m. Best Medical Transcription failed to implement a peziQd~c tecllnic~.l
~.n~i 11Ut1~C~1111CR1 e~ra.luai:raY~ iii restarise to errviranmental ar
operational ch~.n,g~s aff~~ctit~g t ae s~c~~~•it~r of PHI that establishes tl~~
extent to wtiicti its security policies ~.z~d procedt►res m~~t the
rec~~tir~ments of the Security 1~ulc, in violation of 45 C.I~.~.
§ 164.3~8(a)(8); and

Il, ~es~ Medical Tr•ai~scli~tiat~ failed to clocurnent a satisfactory ~A,A,
with its subcQntractox~ t~.x•ougla a w~'1~~~11 (:UI1tT~(:~; OT other arrangement
that meets the applicable requirements of t~h~ ~c•ivac~ ~~~le, in ~riol~~io~~
of45 ~.~.~.. §~64,3~g(b)(3),

~47, Best Meciic~l Transcription faiYec~ to coriYply wit1~ tie security rule's ~'hysic;~l

S~fegri~rds, specifically:

a. Best 1Vledical Txal~s~r~~ptQn ~~iled tQ i~~plement ~ioced~utes to contt•al
al~ci ~ralic~ate a ~ei~son's acc~~s to ~aciiities based on th.eit~ ~ol~ or
functiar~, incl~~din~ coi~tr~l of access to sof~vvare pro~ra.rns far testing
~zd re~visiat~ in vialatior~ of 4~ ~;.]~ .lZ. ~ 164.310(a)(~}(iii);

b. Sect MedYcal ~'ranscrzptiQn f~ile~ to iinpleinent ~alicies anc~
~~-oc~dures that specify the proper flal1Ct10~S to be perfar~n~d, the
~7'lc'111I1~I' Ill ~W111C}1 ~.~lOSB fUI1Ct10f1S f~.T~ t0 ~7~ ~CP~OI'I11eC,~, and the physical
attrib«t~s of. the st~rrc~unc~in~s of ~ speritic ~vorkstatian ar class of
~c~varkstatioi~ that care access ~~Y~Y, in vialatioza ~f 4~ C,F.R.
§ 164.E X 4(b); ~~nc~

c. Best Medical Transcription failed to ~~x~plelnent ph~si~~l s~fe~u~lds
~oz• all vr,>arkstatia~~s that access ePHI, tQ C~StC1Ct ~GG~3S f4 ?lU~I7~Q~•xzed
users, in viQl~tion ~~' 45 C.F.R. § 164.E ~ 0(c).

13
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48. Best Medical Tt•a.nscription failed to campy► ~vvith the Security rule's 'technical

Safegu~ds, specifically:

~~ hest Medical ~'ranscriptio~a ~~iied to ~s~ig~ ~~ t7nigtt~ i~~z~ne ~.ndJoi•
nurnber for identifying anc~ tracking user identity, inn v~oa~tio~a o£ 4~
C.F.R. § I64.312(~)C2)Ci)a

b. hest 1Vledical 'Transcription failed to implement electronic p~•ocedu~res
that te~zninate an ~I~CC1"01~1C sessiot7 after a predeternliriecl tiYtie of
inactivity, in vialafiian of 4~ C.~.~. ~164.312(a)(2)(iia);

c. hest 1Vle~ic~l Tt'~I1SC['ap~laIl ~~i~ed to ~~npletnenC ~~ IIl~C~lfil`llSfil to
etzcr~rpt and decrypt ePHI, in violation of 4~ ~.~.~..
§ 104.312{~)(2)Ci~r);

d. Best M~clical Transcription failed to implerrient hardware, software
andlor praoedux'a~ tx►eC11~niSin ~h~~t re~~rd end e~~.~i~in~ ~cti~►it~ that
cc~tztain ar use ePHI, in ~vialatiait of 4~ C;.~'.T~. ~ 164.312(b);

e. hest 1Vredical "~ranscri~tian failed to ~~~ap~e,m~~~ polities a~~d
p~•ocedut•es to pt~otect ePI~7 from ir~ipraper alteration or destructia~n, i~~
violation af. 45 ~.~.~.. ~ 1 f~4,312(~)(1);

f. Best Medical Transcription failed t~ implement pzoced~~z•e~ ~o Verify
Lh~C ~ person or ~i~tity seeking access to ePl~r is t~~e or e claim~cl, in
vipl~ti~n of ~4~ C,F.R. §164,312(4);

g. Best Medical Tra.t~scri~tioti ~a.iled to implement security measuxes ~o
ensure that electz•a~1ic~li~ tr~nsmitred PHI is neat i~y~pra~~t'Y~ f110d1~1~CI
r~rithout detection until disposed of, in via~~t~ac~ o~ 45 C.F.R.
~ l_ 64.3 X 2(x)(2}(i);

h. Best Medical Transcription failed to implement ~ mechazi~sax~ to
~ncry~t ~~~-~r in tz•a~as~ni,~sian ~rhene~r~r deemed app~•apriate, in
~vialatior~ of 45 C;.~'.~i.. § 164.3 ~2(e)(Z)(ii); and

~. Best Medical ~I`ranscriptian failed to ex~,ter x1~~~ r~ c~ntr~~t ~r other
~tt•~~Ilgem~n~ ~vitl~ its subcoritr~ctar that meets the ~ppli~~bl~
arga.~izational requirements, in violt~tion of 45 G.F.R.
§ 164.314(a.)(2)(iii).

14
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4~. hest 1Vledical ̀ ~ranscripticn failed to ~oaaap]y wit~l tl~e ~~c~rtit~r R~1~'~ ~olicics anc~

procedures end documentation requ~reznents, specific;~tlly;

~. Wiest I~e~ic~I T~•~ns~rip~ion l~i~ed to retain for six years document~tian
of t~~e policies and procedures imp~e.rnea~~~d t~ C%011l~]l~' rx~itl~ the
Secu~ ity Rule, in ~riQlatian of 45 C.F.R._ § 164.31 ~{b)(2)(i);

b. hest ~~dic~l Tr~.tl~cription failed to t~~a.~e dacutl~entation of poIi~ie~
and procedlues imp~eme~lted to C~mpl~r ~crith the S~cut~ity yule
a~railabl~ to those persons responsible for implementat~an, lIl 'V101flC1UI1
of 45 ~.~.~. § 1 ~q~,31 ~6~b)~2)~ii)> alcl

c. hest Medical Traf~scription failed to periodically review, al~d t~pd~te as
needed, dc~c:ument~tion of policies a.i~d procedures impl~men.ted to
carr~ply with the Sec~~•i~y R~~1~, i~~ ~101At1QI1 of 45 C.~'.~.
§ 164.3 ~16(b)C2)(iii).

50. Best 11~edical Tra~script.iQn ~aile~ aka uompl~ ~~rifh the Bt~ea.ch N'atif~~~tion T~ul~,

specifically: ~3est Medical Trai~scriptic~n filed to tzotif~ VM~ir of tl~e breach of unsecured ~'~I,

in vial~tion cif 45 C:,F,R. §1f~4.410(a){1).

51. Best Medical Trati~cript~ion failed to cQmpl~ ~vvith the Pri~vac~ Rule, s~~cifically:

Best M~clica.l Trar~scrrption improperly used end/nr disclosed PHI its carYt~avention of its

~bligatiat~s undet~ its AAA wit~~'V'M~, in violt~tiar~ Qf ~S C,F.R.. §I64.502(a)(3);

~2. At all relevant Mmes, I~~fenda~~s have aft'ered fay Sale ~i~c1 Sa1d 1Vlerchanciise

within the ine~~aing o~tk~e GSA, specific~.11~r ~~►ledical transcription services.

53. Defendants' public exposure of ~t 1e~st ~4~~ p~tier~ts' doctors' 1ct~crs, rnedi~al

Hates and other repoi-~s co~lstitut~~ separate ~.nc1 additional uticanscronable c~mme~•~~ai p~~c,~ices,

in violation of the CFA, N,J.~.A. 56:82.

I5
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54. rurther, Defenda.r~ts' catiduct described at Pa~agra~lis 45, 4G, 47, 4S, 49, ~U, and

51 c~i~stit~Ytes sep~rt~te end ~d~~t~on~tl: ~~I~Gonscion~ble ~c~ininerci~[ pt'AGf~G~i3 all y1Q1fltI0~'1 Qf t}10

BUSINESS pl~ACT~iCES AND INJUNCTIVE RELIEF

~5. Best Medical Tran~criptian shill nQt engage in any uz~~~iz• ~r deceptxv~ ~act~ or

pr~c~;ic~s in the ~c~nd~ict Uf its ~~#S1I1855 in the "t~~t~ a~~d shill c;oYnpl~' ~i[ll X11 ~pplYc~blc State

and/ar Federal laws, pules ~i~d t,eg~ulatiatts as riow constituted or as rliay herea.f`ter be amenc~ecl

Yc~cluding ttie C;~'A and ~Yp~A.

56. hest Medical Trat~scriptiori shall not engage in conduct in violation of the GSA.,

~T7pAA, t~7e Security ~.ule, the ~reacti N'atificat~iQri ~u1e and/or the Privacy I~u1e.

~7. ~efendtir~ts re}~resent aald ~4~-rant fh~t chef Y~~itia~ecl proceedings for the

dissalutian of Best Medical Trar~scriptron, Yncludirig the payment of creditors, Ilq[IIC~tl~l4i7 O~

assets, winding down o~ affairs and #~iling o~ a cet-tifictite cif c~lssc~l~rtion, and h~~'e completed t}~e

~~ssol~Xti~n cif B~sc Medical Tr~i~scription ~rio~ to the Effective Date.

58. Aber rtli~ Effective Irate, Matl~u~r sl~all not ~r~a.nage or awn any business in I~ew

Jersey, or serve as an officer, director, trustee, member a~ ~a~ ex~G~Xtiv~ bo~r~. or similar

governing body, pxi~acipal, ~x►~nager or ~to~ckholder O'~VI111Y~ Y 0% ar mare of tl~e aggregate

outstanding c~pit~l sLc~cl~ o~ a.11 classes of a.~7~ coiporatio~t in I~ew Jersey.

~ETTLEMEl~TT 4MOUNT

S9, The Parties have agreed to a. settlernerit of this Acton in t.~e amount of ~`vva

Ht~izclt•eci Thousand a.~nc10U/1U0 Dollars ($2Q0,0~0.00) ("Setkteme~t A►notiY~~t").

16



_ Nov. 2. 2018 1 1 :20AM ~ ~ No. 47~1 P. 17
1

60. The Settlement .Amount COI71~Jrises One ~ur~drect N'inet~ (one Thousand dour

~ui~dtecl Nii~et~ Tr~vo anc~ 00/I00 Dollars ($191,~~2.00) in civil penalties, pursu~~~t to N,J,S.A.

56:~-13 and HIFAA, and ~i~tlt Thausarlcl Five Hundred fight old 00/X00 Do~l~trs (~$,5p$.aa~ ~~~

1ei[~.1~1~rSCi-r]~nt 0~ P~Rilitif~S' attor~~eys fees ar~d investigative casts, pu~•s~~~nt tQ N,J,~.A, 56:811,

1~.J. S.A. 5 ~ :8-19 ai~c~ ~Y~AA.

G1. defendants sh~1l pay ~'k~i~y ~,ho~~s~.nd Five H~Ynd~~eci Ei~Iit and 00/100 Do11~.rs

($~0,~0$.00) ("Se~kl~m~n~ Pa~rment") ~crithin 30 dais of t~~e effective Date.

~2, Thy Settlen~ent Payment shall be made by c~•edit card, ~~i~~~ tr~.~sfe~•, bank check,

nlor~ey order, certified check, o~~ c~sllier's checl~ pa~t~ble to "New Jersey Divisiari of Constnner

Affairs'' and ,s~~ll be forw~~rdeci to:

Elliott Siebci•s, Deputy Attorney general
New Jersey ~ep~I-tlnent ~f Lar~u ai d P~rbltc Safety
Division of ~,~w
124 H~Ise~r Street, ~ti' Floor
~.0. ~3ax 4029
N~~xr~rk, Ner~c► J~t•sey 07101

~3 , Upon making the Settlenlerit payment, ~efenda~ts shill be im~ledi~tel~ fu11y

di~res~ed of a.i~y interest in, or ownersha~ a~, tale Inanies paid ~fzd X11 int~1•est in ale n~anies, and

any subsequent ialte~~est ~r iilc0ln~ Cl~ti'~~d ~;hCiC~Y~n~t st~a11 inure entirely to the benefit ~f the

plaintiffs p~►rs~~ai~t to the tert~~s herein.

64. ~aset~ on the ~e#'endFill~.S' ~greemeil~ to the business ~racti~es and pexz:~~nenti

injunctive relief set faI-th ~~ P~r~~a~hs 5558, as r~vell as their repres~ntatzons regarding their

~uz•z•ent fitlanci~.l condition as set fart~i it1 financial disclosure ~or►ns s~Ybmi~ted to t1~~ praintif~s,

dated JutYe 6, 2017 and rune 1 ~, 2~ 17, Pl~inti~'fs agree to s~rs~et~d fi~te b~.la;nce of the ~ettleznen~

17
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Amount, totalrri~ One ~~undreci Sixty-line 1~housand roar ~undxed N~~lety-'I`vv~ ~~d ~~/100

dollars (~ 169,492.Q0) ("Sl~spend~d ~'enalty''), which shill l~~ ~~tt~c~m~Cic;~ll~ ~v~catecl at the

~xpi~-~:Ci~n Qf twc~ (~.j ~e~rs }~ro~icl~d:

~. Defendants comply ire all rrlateria.l respects wit~~ t~~~ terms end cc~niiit.i~ns
S~C.E~ICLl 1.I7 f.}.115 COIlSEIlt Jl1C~~f11('tlt;

b. Defenda.tits cla gat engage iri any acts or p:ract~ces in violation of t1~e CFA
~►~~d/ar ~IIPAA; ttn~i

c. ~~fend~.nts m~.ke the Set~len-~~r~t Payment iri accordance with ~'a~•agraph
61 of this consent ~udg~nealt.

65. Yn the event ~~~endan~~ fs~il t~ c~~npl~ ~~vith P~ra~r~phs 55-5 S, plaintiffs shall

provide the defendants ~vvith ~vvrittez~ il~ticE of c~~fau[t or ~oncampliance ("Notice of

NOI1CU171pIlaL1I;P~~), S~E~IIl~ ~7R~IT1~Ilt d~ t~'le ~I'ltl~e SUS~eY'1C~eC,~ I~eI1~I~y. X1~, ~~~~ s~Xch Notice af'

Noncompli~tiee, Pl~ii~ti~f's shall ptovicie the Defendants with the speci~u c~et~.ils of the al[e~ecl

default at' nancon~plia.rice, as well as ~.ny suppQa~ing do~~.~~nenfs, ~~~d sha.11 afford Defendants

thic~ty (30) days fr~in receipt of the Notice af'Noncompliarice within which tQ cur, the d~f~~.~l~ or

nancatnpliatic~ ("Cuc~ ~'eriod").

66. Yn tie event of the ~~~snda~ts' ~f~il~r~e to care ~~~ such default or noncornp]iance

within the Cure 1'eriad, ~e#~el1dallts consent to tl~e entry of a. jucigrrient far the entire Suspended

~en~lty, as well as any unpaid po►-~ion of the Settlement payment. upon entz•y b~ the Court off` and

s~Y~h jt~dginet~t, Pl~.iiltif~s sh~.11 then a.rran~e for envy af. such judgment a~ ~ St~►te~r~ic[~ Iien iri

Neer Jets~~ and elsewhere, as appropriate.

pXSIVIXSSAr, ~F ACTIQN

67, Thy ent.r~' of this Consent Yudgmen~t constitutes a disiniss~.l ~uV'r~h ~tejracyic~ af` the

Action.
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68. This Consent J"ud~ment is entered rnta by the 1:'a~ties as them• ow'al £rep end

volutita.ry act aricl wit~7 full kr~awlec~ge and understancling of tie obli~~txons ~nc~ ~titi~s r~np~sed

by this Consent rudgme»t.

G~. This Consent ruclgm~~nt shall be gc~~~~~led b~, a.n~ coi~st.i~~r~~l ~iYcl enforced in

9CGQI•d~nce with, the laws of this Sti~te.

70. Thy Panties have negotiated, jointly dr~ft~d at~d dully re~ie~~d the germs of this

Consent r«d~me~at end tk~e z•t~le that uncert~~int~ or ~.mbi,~lllt~ 1S t0 be construed against the

drafter sh~~ll nat apply to the coi~str~rction or interpr~ta.tian of fhe Consent ,Yudgm~nt,

71. This Cot~se~t .~udgmerit co~tta.i~ns the entire agz~ean~~t ~rnong ~1ie Pxtti~s. Except

as at~~~rvvise provided herein, this Consent ,~t~dg~nen~ shill Ue modified only ~y a written

it~strurti~~t signed by or on beh~.If oft~e ~'lain~.iff~ and De et~d~.i~ts.

72. ~~cep~ as ather~vise ~~cplicitly piio~rid~d far irY this Consent Xudgment, t~othin~

herein shill he conscr~re~1 ka Iimit t~~e autlyority of t ie Attorney Genex•al to p~~otect the interests of

the State ar the p~t~ple o 'the SY~te.

7~, Ii` and paY~tion Of t~~1S consent Judgment i.s held in~ralid of ~~nenfarc~able by

aperatiat~ of lavv, tie ren~a.irlit~g t~rrt~s of`this ~o~tsent J~tdginen~ sh~.11 not b~ affected.

74, This Consent Jud~rn~nt sha11 ~e binding ~~pon tl~e ~~I~.ieg gild d~eir s~tccessa~s in

interest. Yn na event shall assignment af. any right, pa~trer ar authority under this consent

J~rdgn~et~t ~voi~l compliance wit~~ this Cons~n~ Jr7d~rnent.

7~. This Cc~nsenC J~idgment is agree~cl to by the ~'ark~es and ~~lterec~ into fir set~len~ent

}a~rposes ~tll~. Neither the fact of, nor any prov~s~or~ ~ont~in~d in, this Coi~s~nt Jucl~rnerit nor
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ai~~ a.cti~i~ t~.l~ei~ L1~1~1.~I1C~$f Sllcill CO11St1ttltCy ai~ be cot~struec~ as: (a) an approval, sanction or

authori2atian ~~ the Attoi~trtey Ge~~eral, the Divisiar~ ar a.riy other gavernYnental unit ~~ the State

of any act or px~ctice of ~7efer~da~~ts; or (b) stn admission by' I7efei7d~in~s thtiC ~i.Il~' Uf C11i'll acts ai•

practices described herein of ~ral~ibited b~+ this ~~riserit JudgriYent are unfair ar deceptive oz•

rriala~te the CFA at~d/or ~IIpAA. This ~ansent .~~tdgment is nQt intended, ~~d shall noE be

c~eetned, to constitute evidence or precedent of any kind except in; ~~} and actia~~ or prac~eding

by one of the parties to enforce, rescind o~ ot~letwise itnplein~nC or ~.ff"irm ~.~~~ a~ a.11 tcrn~s a~this

Consent ,~udg~x~en~; or ~~~ ~I7~ ~i(%tl()11 O]' proceeding b~ a~~~ of t~~~ parties ir~valvirig a released

~I~im (~s c~~f~ined in ~~i ~gr~phs 79 ~.nd 80) to support a defense of res judicat~, caliater~.l

estoppel, rel~t~s~ ~r a~her theory ai` c1~in~ preclusion, issue preclusion ar similar def~~~se.

76. Natl~ing corttainect in this Consent J`t~dgrr~e~at shill be c~~nst~~red to Iimit ar

atherwrse affect the rights o~ axay pex•sons ~vvha ire nod Parties to this Consent rudgrn~nt with

respe~~ ra a~z~ of the t~~at~et s contained her~iri.

77. The ~'~-ties repx•esex~:t ~~d w'~i•r~.nt tll~~ heii signatories to t~iis Consent J~udgmenf

have authority to act ~ox~ and hind #h~ resp~c~irre p~i~ies.

7$. UIlI~S~ o~.he~~x~ise prohibited b~ Iarn~, a.ny signatures by the Patties ~•eg~zired for

entry ~f this Gat~sci~t J~rcigntent may be executed in counterparks, each of ~W'hic;h shill be deemed

stn arigifi~.l, but a.11 of which shill tage~~r be one ~~d the st~m~ Consetlt Juci~tl~ent.

~~~~~~

7~. Yn +~ot~kside~~.tion of the p~ymenis, ~zn~iet~takin~s, rriutua.l promises and obl.ig~taons

t~rovided for in this Conse~~t J~dgt-n~nt anti conditioned on 1~efendaaats ~~Ic,ia~~ the Settlement

P~~meizC in accatclat~ce with pat'agraphs 61 end ~~., ~'~~.xaltiffs h~~eb~ agree to release Defendants
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.;

~roi~ any and all civil claims or consumer related administr~ti~re cl~rms, ~o dl~ e~t~rrt ~etmitt~cY

uy St~t~ law, whi~a~ ~lai~tiffs could have bxaugl~~ p~•i~r to [he Effective Date a~aii~st Defendants

for ~viola~i~ns of the CFA ~.nd/or HIPAA prising a rt of the facts arlcl a1leg~ti~~s in the Campaaizlt,

a.s r~re11 ~s ~.11 of` t1~~ m~t~ers speci~ica.Il~ addressed in r.~is Consent .~udgzn~iat ("~ele~~ed

Cl~.i~ns"),

80. Not~cnrithstat~din~ any term of this Consent rudg~x~~nt, the fc~1lU~ing do Clot

comprise ~.eleased Claims: (~) private rights of ~~ti~i~; (b) actialls to ei~fat•ce t~~is ~:arisent

JtiXdgtnent; end (4} ~.n~y claims against D~f~i~dattts by a.ny other agency or sub~ivisxa.n of the St~t~.

PENALTIES F~tJR FA.YL~T~ TO C;OlVX~'~,`~,'~

$1. "I'he Attorney Gexleral (~r design~t~d rep~esent~ti~ve) shall hive t.~e authority to

en~ax•ce tale pravisio~s of this Consent Jtirdgtn~nt or to seek violations hereof or both,

~OMPLIAN~E WIT~~ ALL LAWS

82. Except as provided in this Consent ~~1d~tnent, no pro~rision herein sha11 be

canstru~ct as:

(a) believing ~efenda~~ts of their 017I1~Rt10f1S t0 co~r~~1y with all State anc~
Fe~ier~tl l~vvs, regulations or rules, as now ca~nstitt~ted aa• as m{i~ here~i~er
be amended, Qr as gr~ntin~ permissiofl to engage in arty acts ar practices
prahibit~d by a.n~ such laws, regl~~atio~ls ar rules; ar

(b) ~ilx~,iting c~~' ~~C~fi11C~111~ and t•i~ht the P1a.iritiff's may atk~ez~wi~~ ha~re t~
obtain infQ~►n~tion, ~i~ctr~nei~ts a1 testiirt~any f'ron~ ~efendailts puXs~~~nt to
and State or ~'ederat law, reg~ulatio~ls or r~Xle, ~s no r c~nstit~ted or as may
hereafter be ~.i~l~t~cl~c~, or lin~itin~ or expanding an.y ~'zght ~e£~tld~nts may
otherwise have pursuant to any State o~~ Federtt.l larxr, regulation or rule, to
c~~~pase ~~~~ process ernplayecl by the ~'laintiffs to ob~~in s~Ych i~ifoiniation,
docurilents Qr testi:rr~on~,

~1`i)'~YC~S SUNDER THIS CONSENT J~.T~GMEN'T
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83. Except ~s othei~c~vise provided herein, any nptiCes or ether documents required ~o

be sent to the pa~ies pursuant to this Coris~nt Orcier shall be sent by united States Mail,

~~rtif ~d ~.etu~•za receipt ~~c~uested, ar other n~tiona~ly recagniz~d coux•aer sex-vice that provides

fat• t7•a.cking s~~~vic~s find 1CI~11~1~LC~itIQI1 ()~ ~l~ ~Prt 5Q~1 51~111I1~ f~f ~1~ C'IC~(:1Y117~I7~S. Thy notices

and/or- doctYments shall be sent tc~ the f~llar~ring addiess~s;

~'ar tl~~ Plaintiffs:

Elliott M. ~i~bers
Dep~rty~ AtCorne~ General
State o~ New .Mersey
Off~c~ of tl~~ ~ttarr~ey Cxeri~ral
Dep~~~t~nent of Lam ~.nd P~rblic Satet~
bivisior~ o~~,aw
124 Halsey Street, 5tt' Flao~
I~Tewark, I~ew rersey 07I Q2

for llef~ndan~:s:

L~trt~i A, Sicl~.ri, Esc.
Iv1~Cusker, Anselmi, l~.osen & C~rvelli, ~'.C.
210 pa.rlc Avenue, quite 301
Florham Perk, N~'W Jers~~ 07932

IT I5 aN THE DAY ~F r` 2018 SO t~~D~~~?
AD,TLID+GEI) ~1Nn ~,~Ci~~~.

P~ul~ ~', ~~w~ P.J. ~h.

JOINTLY AP'PRQ~ED AND
SUBMITTED FOR ENTRY:
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~o~ ~r~ p~,A~rrrr~~s:

GrTJR~IR S. Cirl~LV1/AL
ATTaRNE~ Cx~N'~,R..A.~ 0~' N'~'VV' J~~t.SE'Y'

~ An

~y: ~V V 1. ~..~
~iZ~41-t ~. ~a~b~~~•~
C ~.rl~ S . ~ereir~
~7eput~r Attorneys Crenet al
124 Halsey Street, ST~t Floor
~~W~.~~, rr~~u r~~~~~y U~~ a~

• : r ~I~~~~~~~~IIIi~~i

1V~CC~S~~~, .AN~S~~MC,1tOS~~ & CA~t'V~L~,7, ~.C.

B y:
~,~ura A_ Siclt~.ri, ~sq_
210 dark l~~enue, s,~~~e ~ a i
Fl~rhatri park, Ner~v Jersey x7932

No. 4761 P. 23

. l,/ ~~`'Df~ted. ~f 201$

~7ated: ~ ~~ ! ~ 2018

AT`A CO1VSi(J~,7`ING LLC l~/S/A BEST MEDICAL TRANSC ~TZ~~

~~~ D~tec1: ~C~ ~ , 2U1$

Print N~rne: '~T ~S` k1-~~ ~ ~' i W u (~.

'Title or .~ositioil: O ~ 1`1 ~. tZ

TU~HAR MA,TI~C~1~., xl`~IJZ'~ZD~C,~A:~~`~:

~sr: gated' ~ ~ 20~$~.~
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