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,~,SS [.' I~.AN C~;. ~; U ~~ V(~)I.f [? iV~rl'A:i~'Y C~O~I1~ ~'_i.~.l,r~.NC~.~: 

This As~;~i~~anee; cif' ~Tc~lur~tar~j ~~`c:}cn~lianc~ {"As~urax~ce"} is Gntc.Ax•~d into ~y the At~o~~n€~~~s 

t~ie~~er~~l cif .[~.)ela~-are, ~~:)i~;~rict c:~:f' C`o~umh.ia, .~'Ic:~r.i~a, 1~1a~~y~an~l, New .)e~•:~ey, I~ennsyl~~~~~~ia, anc~ 

"~it~~i~~i~~ {c~~lle~.ti~jely, tl~►e ``~~.tto.t•~-~ey~s C~;er~~r~~l") ~~r~d 'VVa~va, Inc. ~:`1~~4'~~4~~a") to resolr~~e the 

inves~i~atic~n ~y the ~.tto~-n~y-s General into the data scc~~:rity I~1GIC~CIlt ~11I10Ut1CCC~ ~y Wati~-a on c~~; 

abviat D~;cetnber 19, ~~}19 (the ``Ir~ci~ierit"}. 

~> ATT~IZNE~'S GENERAL F:CNI~.C~'~1~~~ 

1 . '~I~'he Attorn~}~s (~ene~~al allege as (~ollc:~~~~s. ~'a~~-a does ~~ot ad~~~►it, agree wit~~, or 

con~et~e a~~€y~ facets iii this flttot~tley-s CT~ner~1 ~'it~~in~s sectic~t~s. 

2. `~'a~~-~ is a ~~~•ivately- held company, l~~;adc~u~~•terec~ in i'~nr~syl~,~~nia and 

111CC)C~'}()1"~1:~C~ lt1 ~4~c~w Jerse~J that en~;a~;es iz~ t~•ade or ~omn~ercc~ by owr.~in~ anc~ c:~per~tin~ a chain cif.

mo~~~ th~~~a X350 ~:o~~r~~eni~t~~;e stc~re~ and Iu~l st~~tions in I~.)elar~~rare, 1:.)istr.ict {~~f~ ~;c~luznbia, ~lc,.i•it~a, 

i~larylancl, New- J~rs~y, ~'~nnsyi~~~nia, ~~nc~ "~,1ir~i~lit~ ~.a~lder the `Wawa n~~tne. 

3. In cc»~~~Lction ~-1$"1 tl~~ salc of its foods arlc~l services, V~`~~~~~ store;s, processes, 

t~~ar~~mits and. r~c~iv~ s pa~~~~n~:r~t card irliox-~~~atic:~n (:`PCT"} irc:~m custc~mez•s tc~ and from the five 

a~~~~joa:• ca~~dit card bx•`~ncls, inc-ludin~ ~~:~;a, .N(~~ster~'arci, ~1.r~ericar~ I::~,x.ps:•ess, [~.)iscover, zinc the .lapan 

C;re~it l~ur~au (the "I'ayme~lt C"~rcl ~ra~1d~►"?, 

=~. ~)~~ De~~;mher l (), 2t)1 ~), ~'t%a`~-~a b~;c~rne a~~~are that ~h~:re `gas rnal~~-arc capable of 

acc-c~~~in~ and a~:c~ctirir~~; ~~ay~nent card infi:~rm~tion ~•c~z~r~ n~; can pa~~ll~'t~'t1~ ~.}I'OC6~SSlt1~; ~c~t~~~c~rs at~ 

't~Var~ra st{:gyres. '~l'his t~a~~~a~re ~va~ ciesi~rae~ to co~.l~ct custo.rt~e~~s' ~~ayr~ex~t c~~~~ci ~i~~ta, incluc~in~ ~;~~~~c:~ 

nui~b~~, expiration c~~te, ~nc,~ c~~rclholder ~~dl~ne. 1t c,~id nvt collect payment card I'IN i~ta~n~ers, credit 

card C~IV2 codes (t~~c t~lrc~ or dour t~li~it securit.~- codes pri~zted on t(~r; h~.ck of card) or otl~~r PIS 

nurr~~~~•s. Icy I)~c~;m~sc°t• l ?, X019, 'a~~~~ l~ac~ ~[ncl ecl this ~r~a ~r~~rc~. ~3~~ Dc~c~~~~her 1 ~, 2t~ l y, 

~~'~~~-a h~td cfelet~t~ tl~e ~~aalva-are cc,m~~~tel~r~ ~.:~:•o~~~ its; sy-~ten~~;. 
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S. t)n .lanuarv~ 2~i > ?()?0, VI~'~~~~a issued a press release statirl~ that the compa~~v (earned. 

o~~ rc~~~orts of~ ct•imitza attem~~ts ~c~ sc~l~ eaY•dholder data purportedly rc~l~teci tc~ t11~ Incicieni. W~~r~a 

lt~rth~r stated that it l~ac~ alea~i~ci its p~~~"Tl1~Tlt GGII•d ~a~"UC~SS{31T, tJ~e .~'aV?11 1`31: C;ax•d .F3~~ar~d:~, a~i~ card 

issuers to hei~htet~ fraud moni~arin~ 4~.ctiviti~s to hel~:~ fi~t-tl~er protect any ~;ustor~ler itlfort~lation. 

~. A}~~~Y•oximateiy' thirty-#t~uY• (3~} millic:~n ~~ayment cards u~eY•c; lased at ~~'at~~~ bet`veen 

April 1$, 2 19 and Decc~m~ic~r l 2, ?Cll9, ~-vhen the m~~ti~,-are ~~~as runnit~~ can ~%ac~~a'~ point of` sale 

ie~~~~~~~a1s. '[~`he :full scc~~e of tl~e cc~mpron~ise ~~nd ho~~~ ~x~~iny cif' these 3~ mi()ion c;~~~~~is ~~-ere 

in~~olved r~rnai~ts unl~no~vp because ~h~; malicious ~ctor(s} del t~c~l c:ollc;cted ~ayr~~ent c;arc~ data to 

a~~nici ci~tec-lion. 

7. I:n ir~~-~5ti~;atin~; the lncid~nt, the ~'ayt~nent ~;a~~d I:neu~try 't7C~CISIC ~Tl'~-~estigafor 

{``PFI"}, claimed that i~ fUuncl three violations of F'a~~men~ C'arc~ Industry Iadata Sec~~~•ity~ ~tand~rc~s 

8. Dl~:rin~ the Incident, Wau.~~'s Ir1fc~Y•~tla~ion Sec-~~Y•ity Teem (``15 T~;am'°) w~~s 

re~~v~~sib ~ toy revi~~vin~; ~~c~rity' 1t1E(31"11lill,DC)Il ~l~~J1~S ~llili`1zi~;;~11'1~]~l: ~~[ert~ (``St..l:~:;Vt");1-►or~~e~~~r, this 

effc~~•t dicl not re~l~lt ~n the ~el~er~~t~an of a a~ c~uri~l~ this p~ar~tic~al~r time period. Wawa, therefore, 

car~~~ot prc~c~ucc; in thy; f~rt~1 cif a spcci#ic "lc~~" ~~~y ~ erts tcc~rn tl~c; ~IEI~~~ received ~ric~r• tc~ 

Noven~f~~;r ?C)19. 

~. "I~'l~~ .~tte~rr~e~-s ~ener~I ~~.11e~;~ th~~t ~1/a~~~~~ ~a~led tc~ ~p~pc~y re~~sc~n~~bt~ data se~:~~•it~f 

mea~~.~res. 

l {). T(1~ Attc~t-nc;~~~ C~~i~er~l all~~c t~~e previ~~asl~~ ~r~e;i~tic:~t~~;d co~~c~l~ct cc~~~stit~~tes 

~-ic~latic~z~s off` ~tatc~s' C`onsutnc~~~ Prc>t~c~ic7n .~~:ts and i'er~c~c~a tr~~fc~rmati~n ~'rc~tectic>n acts. 

II. A~S~+L11Z~~.I"~CE~ 

l l . :Tor tl~e }a~a:r}~c~~c~ of this A;;surarlc.~, t1~c ~c>llt~~~~ir~~ d~fi~~itior~s will a~~ly: 
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a. "~C"arrll~Qlc~er D►~ta Envi~•~nment" {"C~L3E") mca~ls V~~~u~'~ personnel, 

pr~:~ce~ses, and tec.h~~olo~;i~;4 that sto~~~, prc}c~s:~, car transmit Pa~~~~~ent C.;~rd Infc~rmatio~~ af~ 

C:oz~s~~~~~rs. rl`he C;l:.)l~, defi~~itic~a7. also .ia~cl~~c~les system c~c~z~~~~o~~ents ter devices C1aat a~-e 

OC~1~C ~'V1~~1111 Off' CC)1'll'l~Ct~CI CC) ~,I~~,. rT~his de~nitian ~s in el~dec~ to be cansiste~~t v~-ii1~ the 

PC~I DSO. 

b. "Cc~m~~e~~satin~; C:c~nt~•ol~" ~~nea~~~ thc~ c~~f~ir~ztic.~n in PC;I DSS A.~~~~~ndi:~ ~3 

c. "LCfI1~UI~e`C79 mr~ans any ~e;rsot~ jvho initiates a purchase af' at' ~L.iT-c[~ases 

~c7c~ds di~c~ctl~~° from any Wa~~a. 

ci. "C;€~nsu~~er .~'~~c~tection .~,.cts" ~~:~~~~ns t~~ ~tatr~tes li:~t~~ in .~p}~~~~c~ih s~.. 

e. "Effe~~ive Date" ~~,-i11 ~~ :~ul~~ ~c~. ~~}7~.

f. "~'ayment +Card ~~fc~rm~tion" (``I,C,I„} ~~~ec~t~~ C~arc~holc~e~ Data (:`C~HD"? 

~r~el ~ensi~ive ~utl~Lntication L~at~ ("5.4D'°} ~~ c~~f~inec~l b`~ thy: ~`{~vI DSO. 

g ".~`C;: ~I~~S~" ~~~e~~~~s the ~3cti~~e ~u~d ~~~~[aca~~le ~,-e~•sio~~ of'the ~'ayr»e~~t Card 

Industrv~ 1[~at~~ Security Stanciarcl ~~~~l~ ishecl by I'z~ynl~nt C~~rcl Industry security Stand~i~•c~s 

~:`oui~cil. 

}~. "Sc~ns~tiv~e ~'ersonal Inf+~rrnation" mc~aris iY~fo~-rt~atic~~ cc»~tain~d within tl~c 

~'l~.)I: c~~' C'c~nsuc~e~~s that is Payment ~;~~~~ci ln:fo~~n~ation {"I'C;I"}. 

i. "1''~rsonal Infarm~ti+~n Yro~ection Acts" tn~ans the statutes listed in 

Appencli~ l~. 

.l• "Service Prc~vicie~•" z~~eans a bi~:4iz~Gss entity that is not a Payment C`a~~d 

~~•and, c:~ia~ectly iaa~ol~,~eci i~ tie ~c•c~cessin~, stc~x~~~~e, c)a:• tx~~~z~~ ~~i~~;ion t:~f~ c~~rcihr.~ld~r ci~~tL~ ors 



QocuSign Er~velo~e IC3: ~A32F~7C-C8F1-4~~5-8AE~-45472J~h~A87A 

behalf off` another ct~tit~~. T~"11S ~I:it~ i1~Cll]C~t'.;i CQ1Tl~3~.(1I~5 ~~~~~ ~'?1'OVIL~C St't'Viees that control or 

could impact thu sucu~-it~- of~ c-~rdholac~~- data. 

~~P~':L IC't~T Its 

1 ~. 'I~h~ cl~~ties, responsibilities;, btard~ns, and ol-~1i~:atiut~s unc~~rti.~~C~11 lIl t;OT1~1~C$1(_)11 ~v'~-it11 

this Assur~rl~~; a~p1y ~o W~~v~, its affliat~s, su i;;idi~~•ie~, succ~;ss~~~s and a:~si~~~:s, ar~d its c~titc~er•s 

a~~t~ ~rn~~lo~1~c~s i~~ tl~e scc:~~c~ c~f`~t1e ~~~~fo~~~~anc-~ c~fithc~ir jc~h c:~uti~s. 

c~~vr~A~. ~;c~~~za~vrr 

1;. W:~~`~~ ml~st cc~~r~ply ti~~th ~r~~~ ~~~~IC~i~~~~ ~?CC3Vy:S10t1S ~~` any (aws applicably; at arty 

~;iv~n ti~~~e r~latc~d tc~ any ~:o1 ~:ctio~~, ~«~; or maintc~nancc~ off` c~:~stc~n~c~r par~mLrt~t i~~~ormatic~n, 

includi~~.~ a.i~y thea~-a~plicakale C;~:~n~umea~ ~'x-vte~:tic:~n ~~.cts ar~c~ E~ersva~al 1p~~o~-~i~at~c~n ~'z•ote~ti{:era. 

~~cts. 

.~ 1 ~) .~v l.:} .~~14..1.T'~..,l~.r~ry . o .I. ~! ~f .~. ~.~ ~) .~~..~. r.~ ry'.I. .~ .[\, l./ l~i .~.'~..f'7,. ~~'. 

14. Wa~~~~ must dcvelc~p, i~n~ ~mer~~> ~t~d n~a~ntain a cc~m~~t't'Y~CI"1S1tjC infc~rtnation 

se~:czrzt~~ ~~-o~r~r~~ tc7 ~c~vern the C~`I~~, {`:Inf o~m~tic~n Security I'rc:~~r~r~~"j that. i~ r~;asc~nabl~' ci~~i~n~ d 

t~} ~x•otect t~~~ secu~~it}~, inte~~:•it~-, anti cc~n~de~~ti~iity cif ~;ensiti~~e ~'ea:•srma~ .lnfc:~rmataoa~ ~t~'~~tiva 

collects, stares, tr~tlsmits, and/ar maintains. at~d that must, a~ a ini~li~num include the requirements 

set ~o~•tl1 in this Assurance tc~ thy; eYtcnt ~p~rc~pr a#c basLd on ~~a~~-a°s assessr~lcnt ~f rc:l~va~lt risks. 

l ~. TI1t: II1ft7I'J"[1~C1{:?~1 ,.'~;curity F't•o~ram inc ~.ide:s the fc~ ati~,-ink; com~on~cits: 

a. I.~o~.~~~nent~d t~~.etl~ods ~~nd cr.iter.ia loan n~ana~i~~~ i~i~fo~-n:~atio~~ secu~•ity risks, 

includ ~l~ assessment, priai•itization, reduction, ~~:tici acc-eptL~~~ce of r slcs t~ a re~~san~ble and. 

aP~ropriate level, and ~cl~i~vin~ the c;ontrc~l objecti~~cs li~tec~ bclo`~. 

i. T(1e safe~;u~~•ds rntast nog create; ~ ~1~~~' l~lt7(7C~ ilt1C~ ii~ipact of ~1ar~~~ tc~ 

C;t:~~~~.r~~nc~~"S t:)~` L]~' ~U~:~~]C 1~"l~(~:',Cl';~~ SIiC~"1 tl~.~. ~ ~"t~f~"11C'C~'~1r i:~ r~e°uc~~d. 
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ii. T7e safc~uards ~r~~~~ t'c~t rcc~t~arL Wativa to curtail its proffer «l~jectivcs (e.~., 

~rc:~fi~, ~z•or~°th, ~~e ~~ut~~it:~n, maz~ke;t corr~~~titivc~nes.~} or tl~c~ Utility c>f~ W~r~~~~'s 

sea-vices to C;o~~sun~~rs. 

iii. "C~'ie h~a~~dea7 ianpas~c~ o~~ ~~'~.~~~a b~~ the ~afe~u~~a~ds must be prt~~c~rtioa7ate to 

the ~•i:~k tl~e sa~`~ ~.~ards rLduce tc► C'on;~ut~7ers aricl tl~e public interest.. 

b. ~~~a`~-a must cc~r~tinue tc~ cc~t~d~act ec~lnprehensiv~ t{isk assess~r~~r~ts ~~ its ~.'DE or any 

c:~thc~r neto~orl r~vhe~-~ ~'a~~~a stoz•c~s 5~nsiti~~u Personal I1~1-c~rmation at last annually. ~~Vithiri a 

~•easo.i~.abl~ pe~~iud of` time ~~fter- c;han~e:~ tt~ the 4ecurit~~ oly its C;l:)I:; oar ar~y c:~tl~er netr~-ox,k `rthez~e 

'W~~.va ~;to~•e~ S~nsit~ve ~'ersc.~i~al Inf~rmatic~t~ t~1at mad' Slb11i~1~%r~,11~1y incre~~se risl~s tc~ ~~C3i1StlII1~rS, 

V~'4~~`~~~ ~~~1 assess ~l~e ImpL~c~ ~t tl~e change. C~omp~el~en~ive asses~n~~nt~ ~~%ill include intentic~~la1 

~n~ l~nintcntic~n~.l foreseeable t(~re~ts to ~'ersonal Information that ~~-iI1 farm coa~sume:rs. Risk 

~S~sGSSCl1~]`1~LS ~~1 ~ ~~t~ Ct~'+l1C~UCt~ {:~ ~'1~r ~a~rlius that are cc3mpe;tc:r~t to model threats that are ~•L1c:~fant to 

W~~~,-a ~nc:~ ~vhc~ ~~ay c;~ ~ah1y ~stix~at~ risky that are cre~tec~ h~~ t ~c75~ thrc~t~;. 

c, Information Securit~~ I'ra~ra~n I~.ssessme~~t: ~~t feast ~nnu~~l~v, '~~%{~1~~'c~ 111L1St CCJ11~111L1~ 

to re~~ie~~v the effecti~~eness cif ~a~~va's It~formatiot~ Securit}r I'ro~,rar~~. 

1(>. Such I~~f'c~rmation ~ecu~-it~' P~'O~~'~111 7I1U~~ ~7~ £~t'~'~IC>~t;(~ r~t1£~ 1T11~~~eII1t'1~$CC~ ~~%Itlll(1 

C)1~~ -~u~~dti~d ~;i~;hty (1$C)} dad-~ af~tc~~~ the Ff`(c~cfii~rc I~.~at~; <~f~this.~l.ssurancu. Fc~r ~t~~' ~'~yuire:ments 

~~ot l~~ l~-r ~eve(c.~~eci anc~f ix~~.p ~~~~~nt~d v~~itl~~n t~~r~e ,Hun~recf l:y,~g aty (1 ~U) c~~~y~s `~~ter the ~:~,ffe~:-ti~~e 

~~t~~ t~~ ~~~t~ 1~.~5L1.1~3.11C~, ~'~~~v~~. ~~~~~st imple~m~nt il~te~~ii~ ~'ompe~ls~~ti~~~ t.:"ontrols to t~c~dress the 

ic~cnti#i~d risk:. 

17. Thy ~~'a~e~a In~ormatic}n ~c~c~~~•itrr ~'z-o~c•am rnu~;t b~ w~-ittc~n and con~:~in 

~~dt~~inist~~atir~e, tec.l~a~►icaL ~~~~c ~I~ysical s~~~fegrtarc~s ap~rapriate to: (i) tl~~ size and c;c7r~i~~~e~ity~ of 

V4~'g~~~~~~'s o~eratic.~n~; (~i) the n~itu~•e aa~d scc:~pe c:~f' ~~4'~~~r~~~'s activities, and {iai} the set~~ tivity u~' t1~e 

sensitive I'erson~l Infc~rm~tion that Wa~v~ t~~aitltains. 

18. W~.~~4'c~ Pl'1LlSt ~t7"1~~~C)~' a qualified em~lo~rec ~-it1~ ap~rc~pri~te c~•cdc;nt~als, bacl:~;rourid, 

and c~~~~ac~rtisc~ in it~~fc~~~~~~ation s~c~~z•itr~ c~,~l~o ~~~i11 k~c~ ~r~s~c~r~si~l~ fc~x• ove~~~c~c~i~~ ~~a~~;~a`s 
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itnplct~nerltation a~~c~ ~nair~tenarlcc; cif the [~~fu~•mation 5 curit~7 Program. The duties ~Y~d. 

res~c~ns~biliti~s of the c~ualilic~c~ ~mplo~ee m~r~t l-~e documc~~~teci and iciclud~ ad~risin~; the Chief.

l::;xecutive (~)['fic~~~ anc~ ~.l~e ~3c:~a.r:~d cif I~.~i~,ectc7~~s of ~Jad~-`~'s secu~•ity postu~:~e, sec.~~~-ity ~~.i~k.s ~facec~ ~y 

'4Va~.~-a and tl3e s~curt~~ im~~iicatit~~ls of ~~'a~~~a's c~ecisic~ns. 

1 ~, V11a~~~~'.5 Inforrrlatic~7~ Se~;urity Pro~r~m tnu:~t iricludc sect~Y~ity ~v~~~i•eness tt•ai7~in~ to 

all ~c~rsc}nr~c;l c~vith l:ey ~~~4~c}r~sik~iliiic~s fc~r im~~lemc~ntatic~n and or~c~r~i~ht c:~f thc~ I~~fc~~~r►~aii~n 

Security f'.t•o~~~~m. V4'a~~•a's ta:•ainaa~.~ must ensure that system, date ~a~e, anc~ net~~ro~~. : 

administrators, anc~ ~~rsoris `~~i~h prig-i(e~;~c~ ~cccss to the CryL~E are fi.~Ily informed cif t1~e 

r~y~~irc~r~~c~nts c~f`the I~fa~'J11~11C}11 S~CLIT'l~:)~ Pro~r~n~ r~le~~ant to th~i~• functic>r~s, ~~-hich may incl~;~d 

p~~ss~~-ot-d policies, secicr~ data Iianr Ii~~g, ~;ecure :~tc~ca~e, tr~~ns~na;~sic~~ anc~ c~.i4posal cif' Se~~s.itive 

1'e~ sor~al Information, and k~~st practices to prevent attackers from of~taitlin~; creclentials anc~ agller 

sensitive data. throir~~i malice-iC)US C~t)1~'t1~O~C~S ~~r~c other; threats rent tied by ~%'4~`~'L~. VVitl~in ninety 

{9(3) days of~ thy: Effecti~Te :Date, ti~Va~~~~a `~Ti l ~rovic~e tra~~~in~ rec~uir~;d ley this ,4ssl~ranc~, ar~d 

thereafte~~ ~vi[1 provide it tf~ re.lev~~~nt ~~r~c~a~a~~l t:>n ~~t least ~.in aa~a~t~a1 k~a~i:~. 

INFORMATI4~~T ~F~;'URITY S.r~TFC'LT~IRDS 

2U. As p~~~~t of the Information Securit~~ ~'rc~~ram > `'4-a~~-a r~~ust itnpler~lent ~•~asonable 

secut•it~' ~t?~' ~C~1SI~1~'e ~'ersonal Ir~fotmation, includiY~~: 

a. Wati~a x~~u~t c-e~sc:~n~bly knor~r thc~ act~►al and i~~tc~r~c~c~d l~c~~ic:m ar~c~ 

disposition c:jf~ Sensitive ~'ersv~aal Information. W"ar~ra ~~~L~y ~~c.l~i~ve ~}~is objecti~~e tl~rc~u~h 

t 1~ LiS~ C}f ~Pl"C)C~SS diagrams a~1d proceciut~e~, infarn~atic~t~ classitic~~tion ~~rvicedures, data. 

sc;a~ni~~~; and. ir~v~y~tc~ry syste;~ns, asst sca~~Y~in~; or m~tla~erriGnt systems, or othc;r means. 

b. ~t~'~~r~a ~x~ust talcs: rc~;aso~~abl~ s~~~~s tc~ ~~sure thai only ~~~~~o~v~c~ ~c:~ft~~vaa-e 

apex-ates d~-ithi~~ its ~nv~ix~~nn~~nt, W~t~~~~~ nay ac~~ie~~e this c~hjec:.tive t~.l~.i~ou~l~ tl~e 

comr~lerc~~ally avaii~bl~ at~cl teaso~lable anti-~~irus and c~nt~-mal~~~are ~~~~o~;~•ams. 
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c. ~~'a~~a rr~ust rLasc~~~abl~~ lcrlour t}lc Lff'~;cti~~cr~~ss of its sa~cg~~ards a~air~s~. 

~~:~re;s~;c~ahlc~ t ~~•c;ats through ~~u1ne~-al:~ility ass~ssmc~r~ts, pc~n~tx•atio~ test:, or c}~l~~r ~l~~;tJ~ods 

to ~~cliieve this €.7~je~:tiv~ ~~s requi~:•ec~ by S'C'I I~SS. 

c~. 'av~-a n~t~~i segment ~~nsitiv~ I'er~~~1~1 I~ifornlatic~n from pe~}~le, sy~stetns, 

and net~~r~rlcs c~t~tsidc cif t[~e CDE ~?y using net~~-c~i•l~ se~i~~entation, ~t~ other techr~ica~, 

~~h~~sical, atztc~mat~d, or I~:>~;ical m~ar,s. 

e. Wa~~a must c~a~~~lc~y ~~~asc~nablc~ m~a~~~~•~~~; tc~ dc~tcct, invc~sti~;ate°, contain, 

res~~i}t1d ta, eradis;ate, at~d recover from se~.urity incidents tivithin reasonable tiin~ periods. 

Wa~~a `vill achieve this objective by using, lob, Lorreiatic~tl and alertill~, file ir~te~~•ity~ 

~~nonitnri~l~, data 1~1t~~;I"1t~✓ ~nonitnrir~~;, SIEl1~1 systc;ms, iait~•u.sic}n detcctio~l, prcv~7~tior~ 

s}°stc~m.~ (IUD/II'S), thr~~t mantz~;~rra~nt sy~stc~m:~; ~~, c~c~cum~nt~c~l i~~cic~l~nt rc~~~c~ns~ ~1at1, 

t~~~~ine~.~ ~:~crsc~c~c~e~, ~;:~~~~•ts, c»~ tc~~~1~ that ~u~l~ic~c~ntl~~ ~ddr~~~ thc~ risks ~~f~ harrr~ c~t~5c~ b~,

securit~~ in~;idents. 

f. ~'Va`~-a tl~i~st implement re~so~~{~ble contr~~Is to etlsure that s3~st~~~~s itl tl~e 

C`DE are accessc;d by tltc~se ~~Tith ~pptic~pt-iatc: crcc~cn~ials. Wai~~a rna~~ achie~~e this objective 

by~ pro~~idin~, €~nulti-factor al~tl~entic~tian, one-time ~aas~cc~c~es, locatie~rl-sp~cifi~ 

re~:~~xi.~•emex~ts, v~• othe~T c;vntrc~l e.n.l~ance.~a~:ents. 

g. ~~'a~`~a r~~c~~t ir~~.p~en~.ent c~~~.d ~~~ai~~tL~~~~ an G~pprt:~pt-iate sysre~~:~ ~esi~;~ed tc~ 

cc~ll~ct, r~~an~~.~e, ~~~~d an~~.lyze security lugs a~~d mc~~litar its C.D . '~va`~a may ~cllieve tl~i~ 

obi cctivL ~y usitl~ a central lob; tn~na~c~mcnt system ~nc1 lob l~arv~~tin~, ~~,~•sit~g, ~Certi~~~; 

tc~ Ur; notified c~f`at~c~~'~aies or s~aspiciol~s ~c~ivity. 

l . Wa~~va ~-~~u~t cc>m~ly' ~r~ith Payt~~ept C;at~d In~~ast~~y I~~ata Sc~curit~- ~taY~darcis {PC,"1 

I:)SS) ~~~ith respect tt:~ ats C;.I.~.~:~,. 

2~. Wa~~a must vatic ate PCl L~}5S cc~~npliance as a Level 1 rnerc;l~a~l~lservice prt~vider 

fir its CDE by~ ct~~a~iri~; a I't'I Qualified security Assessor {"QSA") to conduct an asscssmcn~ 

7 



DocuSign Envela~e 1~7: f=I~32F~7C~-68F1-4F95-8A~5-4647~05BA87A 

resultin~; in tl~c delivery cif a PC.~I T~c~~c~rt on Co~~7p1 a~~c~ {"F~UCry„) and Atte~t~ti~r~ ofd C~~mp1 lance 

i Ly f 1\~~/ y'J. 

23. ~~%`a~v~~ ~1~a~1 .i~ot ~vitl~l~olc~ ~a~~j int~rna~ or ex.tern~~l. risk. a~ses~me~~t re~o~~t~ prep~~z~~c 

for c~~~ b~- V4'ar~-a if req~aest~d by tl~e I'f~"I (~S~ d~at•in~; tl'e Rf:}~:; ~~roces~, unless s~.icl~ ~ssesstnent ~s 

prnteet~d b~~ the attorr~cy_c icnt ~rivileg~;. 

2~. ~t~'a~~-a must de~~c~lo~ and im~sli~mc~Y~t c•isk/~,~ulrr x•ahility ma~~a~;en~~nt policies that 

c~~z~~~~lr~r v~-itl~ .l'C'l 1:.)~i~ ~~.;~.1 c:}r tl~~ rec~u~~~er~ ~rer~ic~n c~:(':l'C"I [~.)~~. 

25. Ali cardha(d~:r d~~~ ~r~c~ssiri~; ~~~i11 ~~e p~~otected tl~rou~l~ 1~,~~ cif a cot~~m~rcial~y 

a~~aila~ilc~ and r€~~~:5on~l~le ~ncr~~piion, tokenir..~tic>r~ or ~~th~z• sit~lilar :~alutat~ a}~~ror~~~c~ ~v I'{.~'I 1~SS. 

~ETTLEM.EI~rT Ct~►~~VIPLIANC~E ~,S~E~'5~~~.1~'T 

26. ~r~~'~~r~~-~~ m~cst ol~~ait~ ~t~~ .ir~.lort~nL~tic~n ~~curity cc~m~(i~~~~c:e ass~ss~ment araci r~po~:°t (or 

11~~ C`IaE fror~~ a third-p~~rty prc~fes~ional {``"T'hird-Party Assessor'"), using prt~cec~t~res ~:nc st~~t~~~arc s 

~;c:n~r~lly ~c~e~ted in the ~t~~3~~ysic3i"1 (`:Thir~~-P~~•t~~ Asscssm`nt"}, ~~~I$~1((1 t)I1C (~ } ~'~~r ~ftc;r t1~e 

~,#1~clive I~.~atc~ a~~thi:~ As~;~.tra~~cc~, ~,r~hic-h d~~c~lti~c~ ma r be c~xten~:~~d fey thc~ At~toc•nc~~s C~~°~~~ra.l u~oc~ 

g~~t~r~ cG~u:~e shf:~~~,-n h~- ~rVar~-~~. '~I~'h~ '..[.,hi~~d-C~'~~~~~y A~;ses~mea~t mush: 

a. Set fc~g•th t11~ specific. administrative, technical, and physical s&~.feguards 

rn~ir~tairicd b~- '~VVa~~ra; 

h, ~xpain tl~~ c~xtc~~t to ~~-hic,h such sa1'~~uarc~s ~~•e a~~rc}~riat~ in 1i~l~t o~~ 

1~~'~~~r-~~'s sire ~~~c~ ~:o.tnplexity, the z~atl~re and sic:~~e cif 1iV~~wa's activities, ~~~c:~ t.l~~ I'C'1. 

i~~fc~~~rl~ation hanc~~c~ by ~'~~~~-t~; 

c. Epp airy the ~xtct~t to ~~-hich thy; sa~c~liards ~h~t h~vc hcen im~lcm~:nt~d meet 

the rc~q~.~iz•~ments of~thc~; I~~fo~~~aliot~ ~i~curity Pro~z•a~~; and 

t~. ~~ferrtif~~ '~ra~~-a's (,)uL~li~ed `~ecu~~it}~ ~~s;s~ssc~r ~c~r pu~~poses ot~ E'C;C. ~~.~5 

validation. 
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c. ~ R(~C~ n ets tl~L ~-ec uir~me~~t fc~r ~~~e Third-Party Ass~s~n~ent. 

?7. Wa~~~a's Third-Patty As~c~~sor ~~,-~1J l~~ a C;c~~•ti~ie;d ir~~c~rmatrc~r~ ~vstem:s ~e;c:t~x•itr~~ 

}'rr.}:(essic:~ncrl ("C;C~S~'") o~• a C;e~i~ieci Z~~lur~~natic~n ~r-slem~ ,~uciitr.~r (``C`1S~"}, c:~r a simi~az•ly- 

t~UL~Ii~~C~ ~~~1'St~t1 U~° 01~;~111Zdtit311; and Have at least five {5} y'~~15 Uf ~?~~}~T'1~i1C~ ~V~Il~~1;ii1~, tI1~ 

C~~CCtlV~1~t'SS O~ ~'0171]~UtCi• s~'StCt11S f~1• inform~trc~r~ system securit~~. 

2~. `Vithin thic-t~- {3t}} days o(` com~letior~ o(' the Tl~it•d-I'arfv A.SsessnY•':~ rc~~ort, Wawa 

~~-i .( ~Sravict~ the 'l~'hi~~d-.~'~r~~ty Ag;;~;;s~~ne~~t report 1:c~ t1a~ ~Ne~~° Je~~sey .~tto~-~ev~ C_rer~ea~al's C)1~(ic;e. 

a. C~ontic~et~ti~~li~y~: rT`he Ne~~;~ :~erse~- ~1tt~~~•~Ze~! (.~enerai's ~Jftice ~~-~11, to the 

#~.i lest elterlt ~~crmissi~l~: ~:tlder ;~tat~: la~~°, treat the; Third-:Party' Assessment report ~s excmpC from 

disclt~~;~~rc~ ~ur~c~~t• the' rc~le~~ant ~~~~l~lic re;c~c-d~; lac~vs tic•, a~ nee-~~sarav, h}~ ~~~n~lc~yir~~ re~~or~ab e Tneal~s 

to insure co~~~ident~t~l~ty. 

b. If tl~e Ne~~v Jersey ~ttorne~r C►e~leral receives t~ request from the p«bl~c tc~ 

produce the Third-Part- ~ss~;ssn~c;n# t~c;~ort, ar~d the ~e~~- J'er5ey Attorney C:~~n ral ir~te;nds ~~ 

pzc~c~c€cis the: Third-I'ari~~~ .~ss~s:~~~i;nt r~~~ort, the 1°~le:~~~ Jc~rsc~~Y Attc~~~ney C. ep~~al ~~~~~~s tc~ prc~~~id 

'~av~~a ,~~.ith at lees tin (1. ~) d6~}-~~ z~c ~r~u~c:e~:~ ~a~:>tice }~e~c.~re pray{ ctic~n ire ~~~s~~~nse too sue}i. a rec~ue~ , 

In this e~~ent, ~'L~~~-a s~~~ll Sear a'~.~' burc~~n ~o prevent c~iclt:~~ure if i~ c{esi~~~y tc~ cf:~ ~c~. I~Iothin~ 

cc:~~~t~~ix~ec~ i~ t 7i5 :;~~h~a~°a~ra~h ~~~i l alder car 2mi~ the obli~;atit:~~~ off' tJ~.e '`~r~~~,~ .1e.c•s~~- ~~.tto~ney 

C~e:~7er~C that may- bc~ irr~pos~c~ ~y fihc rele<<ant ~~a ~li~ r~;corcls 1a~v:~ of its ~+tate, or b~- court order, 

re~ardiri~ tale mai~~t~nance ar disclosu~~e of doctamertts an~~ infi~rrnat c~tl supplied to the Nct~v .Ie~•sey 

,~ttc3rnc~y~ Cxenc~ral c~xce;~t r~ith r~spLct t~ the c3bli~aCic:~n to ~t:~til~v WaL~va oCany ~~tc~ntial dice osurc~. 

2~. '~l'he irlea~ti:f:~cation u[~ a~~~~ deficiencies c:~r recv~~~mendat.ions ft:~r cc~rrec~tio~:~ ~n tl~e 

'I,llird-Party rlsse~sor°s re~cjY°t ti~~i l nat con~titut~ a vic~l~ti~n of ~hi~ ~s~~r~~~1~.e unless VV~~~.~. fails tc~ 

t~lcc corr~cti~Je action ~~-ithin a r~asc7rla~~l~ time. 

c;~ 
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~~..~~.• ~~.(~f,~.1.Yr~..~.f.~r~v r.l~l~ 4J r. y,("~,Y.~y i.::SJ 

3~, Wa~~v~a ~vil~ day Ei~l~t il-tillion r.~nllars (`~~,t}~~,~€~~.(~0) to t1~~ .Atiorne~~s ~er~~ral. 

~a~c~ ~ay~~aez~t ~~~ll be divided ~nc~ laid ~y '~~ra~~-a directly ~f:} ~~I.CI"i OI` tJ~~ .~~.ttr.~z•n~~'S C_)~C1~I"c1I D11 t~l~ 

.amount d~si~;l~ated by the ~ttarney~ C et~er~l anc~ cornmt~~l►c~ted tc~ War~~a by the I'et~tlsylvania 

attorney C~er~~ra~ anc~ NL~~ Jersey Atto~-~I~;~ C~en~;ra1. Each of the ,~1.ttnr~le`Ts C: enL~-al a~~•ees that tl~~; 

Pc~r~rlsylr~ania Attor~~c~~~ (..ienc~ral and. ~'e~v Jc~r:~~~- Aitox•ncy ~:7~ner~I 1~a~~e thc~ ai~th~rity tc, 

coramuni~a[e the c~sa~~~aked a~~ac~unt tc~ b~ p~~id ~~r ~V~~~~a ~f:~ eac;h ~.tt;c~rt~~y Gene~~al ~~r~c~ to ~~a:•c~~•~c~e 

V1~'"~~~~i~ `~~1t.~1 111S~CUCt(C}(1S ~O~' $I1~ ~~~7t~~e~~t.s t.o ~c cl.i~tx•ibutc~. ~,~nc~lc~• this I'~~•a~ra.~h. Paytnet~t must ire 

made: r~o latc:z• th~~t1 thirt~~ (~(}~} c~~ys aftc:~~• thc:~ E~ff~~tiv~ Date o#'this ,~.ss~rranc~ ar~d rec:c;ipt o(' suc-h 

p~~yn~~nt ~a~: ta:~~~ctio~~s by '~JVar~v~a Ciotn the _~'e~7~~:►yJ~~ani~~ ,~tto~-ney t;e~iera~ and Ne~~v .le~~sey ~ttc~rne~. 

C~e~~era1, exce~~t thz~t ~vhe~•e state I`i~v requires j~ac~ici~l or othe~~ a~~r~~rc~~~al cif tl~e assurance. ~,ayme~~t 

rnu~t be rnad~~ no l~~t~r then thirty {~0) dayJs after notice from t~l~~ relevant 11t~flaney ~:ietler~l that 

:~~~ch final a~~rova for thc~ Ass~,irance his bee~~ scc~at-~;d. Thy hle~.~~ Jersey Attc~~•~tc~j (:~~ri~ral's 

po~~tit:~r~ of` tl~e ~~~;-rn~ent i~ "~I~r~~c~ .~V[i(1iva~ dive 1H.~~r~dr~~ ~?i~l:~t 'l~~hc:~usanc~ Seve~~ ~ur~c~red Sevin 

I.~c~llars a~~d 1~/(3~ (~?.50~,`~f~7.14). 

j 1. The ~a~m~nts rcc~;ivec~ by the; AttornLy~ Cictleral ma~~ l~c~ usee~ tc~r ~ur~osr;s that 

ma~~ inc:lucic~, bat are not limited to, att~~rneys' iec~s, and othc~z• cots oi' ir~veAsti~at c}n anc~ Iit gatic~n, 

car p~a~~ k~~ placed in, o~• t~ppl~eci tc:}, any cc~~~sumer protection law er~:fv~~cem~.i~t ~fu~~c~, inc:lu~ip~ [t~ture 

~:c~n~u~n~r ~~~•Utecti~n or p~iv4~cv ~nforcemeY~t, co~lsunler eclL~calon ar rec~l•~~s, liti~,~~tion or luc~il 

Ct7t1SLl~'I1t;i' ~1C~ ~tl~"1C~ C?1" t•e~-olti'!n~ ~L1t1CI, ~.~s~c~ to c~c~t~•ay the casts c~f`the inquiry le adiri~ her~;~o, ar2c~;'c~t• 

fc~r c:~thez• uScAs pc~~-~~nittec.~ ley state la~~~. 

10 
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3?. Follc>~r~i~~ ; I`ull payment o[` the ar~~our~ts c~uc~ under this As~~u~•a~~c~;, the ~ttornc~ys 

t:;e~7era1 `~-ill he~~eb~~ release ~nc~ di~ch~~r~e ~~`~~v~-~~ f~•c~m all civil claims that the Attr~~-~~~y:~ (~7enerai. 

could Have brut~~;l~t under tine C;onstzmer Protection r1c~s, the ~'e~•sonai [i~f~t~tnatiol~ ~'rc~tectic~n Ac-ts, 

the Sec~~~•ity E3re~ch Notificatio~~ Acts, or common la~~~ ciai~-ns cc~nc~rl~it~~; t~7~fair, c~cceptive or 

f~•auduler~t track' praciic-~s l~as~c~ on ~~'ar~r~'s cc~ndr~ct rc~laC~~ 1c} t}~L Incident. hIOl~1i1'l~ COt3liil~l{~C~ 111 

this ~~ar~~~ra~~l~ `~~ill ~e construed to limit tl~.~ a~ility~ cif the Attorne~rs ~.~~ne~~al tc~ epf~~•ce tlae 

ob i~atio~~z~ that ~rVa`~-a ~1as ~~nc~c;~~ t17is Ass~~rancc. Turthe~-; nothing it1 t:~1~s As~~~r~;nce evil be 

cot~:~~t•ueci to cc•~~tc~, ~~aiv~, c>r 1iz~~it any! pc•i~~~t~ right of~ac-tzor~. 

~. PFt.E~STIiVATI TrT ClF .~.~TTIICaRT~' 

~3. Nc:~tl~~n~ its. t ai ~'~ss~~raa-~ce ~~,'II,I ~~ C()T1S~tLl~C.~ ~.() ~lJl1l~; ~~1~ ~ltllklt)Cl~:~' or ak~il_ity o[' fhe 

~ttc~rrley-s General to protect the interests of his/her State o~• the pec~~31e cif his/her Stag. This 

Assurance; ~~i11 not bar the ~ttc~rrlc~rs {:Jea~~r~l ar ~Y~y other ~overnme~~t~l er~rity ~i•i~m eriforcin 

tac~.~, rc~~at atic~ns, c~~~ rubs a~air~st W~r~Ya ~c~~~ c-c~~-~d«ct suE~~c~~ue~t to o~- c>tl~c~r~~vitic~ teat ct:~vc~~~~~ b~-

~l~e ~.ele~~~e. ~u~-ther, notl~i'~~ in this 11,~;sur~~n~e ~~~i l l~►~ co~~st~•~:t~d try liza~xt the abili ~-~ ate the 

~`~tt~rneys Uel~e~al to etltc~~°ce tl~~ obli~atiotls t1~at ~~%awa has under ~1lis r`4ssurance. 

'1~~.1:. ~ ~,~.~ ~a.i~ A:i.~ .Y.I.~ C.~ V.l S .1: C.~.~ S 

3~, The: P~rti~s ~xr~ci~~rst~~n~ and ~~;rei~ ~:h~t :his Ass~,~r~~~ce r~r%ill r~c~t 1~e constc•uec~ ~s an 

approval o~ s c~.cti.c~n by t ~~ .f~.tt{:~rne~~s C~er~e~•a1 01' Wati~a's t~u~ir~es~ practice:;, nog• evil 'a~~,-a 

re~~resent t tat this ~lssurLar~ce constitutes an appro~-al or sanction of its business practice. 'I'l~e 

Parrtie;s further understand atlt~ ~~rLe that ~~~y f~ilur~ by the Attorneys Mineral t.o take any action 

in re;s~c:~ns~ to information ~~;~;~~n~it~~c~ ~ursuant~ to this ~s~ura~c-~ ~~,rl riot 1:~~ const~•c~u~ ~5 Gin 

app~~~~~~~ v~~ sanction cif` any ~:•~~re~entat.io~~.~, act: , car ~~~ac;t.ices ~n~i~:~ted by su~l~ i~:f:o~-n~a~ior~, mc:~r 

~~~i 1 it prec~uc~e actio~l ther~o~1 ~t ~ Later date. 
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~~5. Notl~in~; coratai~iec~ in this r~~sllrat~ce is it}tc;~lded to'~c and ~~i~l rlo~ iri a~7y ~~~Lnt be 

const~Rtr~d o~~ dc~+~mc~d tc~ b~, ~p ~{.~p11S5t0[1 01• concc~ssic~n or evidence of'~n~~ liahi~ity car ~vrongc~c~ir~ 

w~hatso~~rer «n tk~e ~~.~ cif W~~ti~~a car of an~~ f~~c:t ot• r%ic~latio~~ c7f' Luny la~~, ~~u(e, a~• z-e~~~lt~tit~n. '~~'his 

ILssur~~tice is mat e ~vitl~out trim or ad~~.rdicat►on of ar1~T ~lle~~d ~ss~~e cif fd~ct or 1~~~~ and ~~-ithout ~~~~y,

fir}ding c7f liability cvf any ,iY~d. t~~a~.~-a eritc:r:~ into this Assurance for settl~r~ler~t ~~L~Y•~~os~s only. 

3~. This Ass~~~~ancc~ ~~,-i 1 t~~~t l~c~ ct:~nstrued car tisc~d a~ ~. ~v~i~~~r o~~ and- lin~itatic~n c~~' airy 

c[e~fe~~.se other"Li~1S~` i~V~illfi~}~~ fi t:) '~~~'4-a in a~7~' p~n~lir~~; c~~~ Iuture ]e~z~l c.~x• acln~ini~t~-ati~~e act~~c~n or 

procecdin~; re atitl~; ~o its ec~nduct prior• to t1~L E~fectrvc Cate of this Assurance or of Wativ~'s t{i~ht 

t~ d~f~nc~ i~:s~lf` ~~z•c~m, c~~• m~~l<~ any ~~~•~Ltmc~nts i~~, any inclivridual car cuss clairz~:5 car suits r~l~tir~~ to 

the e~.istence, suhject ~-~~Ltte.c•, c~.~• terms v~f`~hi~; ~~.s~u~~a~~ce. Notl~~n~ ~n this paz°a~rr~ph ~~ffec:tti '~~'awa'~; 

(i) testimt~ni~~l obligations ar (i~} ~•i~,ht to take legal ~~• f~~c~u~~l ~osi~tivns in defense of litigation ar 

other le a procee~it~~s t~ which the Attorneys General 4~r~ not ~~ ~~arty. 

i7. This Assurar~cL is slot intc;ndec~ fog• use E~y at~y third.-party iri ar~~j ether ~roce~dir~~; 

and is ~c~t ia~ter~ci~d, ilCtt~ S~lOIt~CI I`1C)~: ~?~ G{)I~1`sYi"U~t~, as an ac~m.issio~~ c~(` [i~~h~lity ley 1~a~~a. 

~8. ~;xcept for p~~ra~;iaph 13, C~liS i~ss~~rance «ill expire at the cv~~clusion of the fi~~e {" ) 

~~~;ar ~eric~d af`te~{ the Eft~ctiv~ C~~,te, t',XC~~~t ~S c~17~% ~?~'OV1S1t7~I~S II1~~~ h~~~c; c~pired ~t ~.ti earlier date; 

~c~r•su~nt to their spec-rfic t~t•ms; ~~~•oti~idc~ci, ho~x.~c~~r~r that ~othin~ i~ this Ass~ranc~ ~r%ill b~ constz~t~~cl 

as relierlin~; ~t~'~~w~$ c~f~ tie ubii~;atic:~n to ct:~n~ply `vit~~ all st~~te ~~~~.d (~aeral l~ir~~s, regulatic~n~;, anc( 

°u~e~, t~c~~° will c~n~~ of` the provi~+iCJ11S O~ t~11S fLSSUr~i11C~ ~~~ (~~~t11~C~ t0 ~7~ ~~t"T111SS1011 ~O ~t1~,~i~~ ICi 

at~y acts or practices prohibited by such IauJs; rc~ulations, and rules. 

3~). Wawa rr~u~~ c~lc~lirl~x• a cope ~~f`this A~sur~~~~c;e tc~, c:}r othc~r~~~°is~; filly a~~p~~is~, its Chief' 

1~::;xe~;x~tive {J#`~i~:~~~, C;h_ie~~ [.aa~c~~•.c~~~~t~{gin C)~f~c~er, .~e~d cif C~~(o~•~~~L~tic~n ~ecurit~~, t~a~d its C~~ner~al 

Counsel ar ~'enior Legal (_)fticei ~~~it17~n n~nety {~~0) days of the ~:tfeLti~~e I~~te. ~~!aw~a must also 

1~ 
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prc~~ji~le a copy cif this Assut-anc~ tc~ each rne;mber of its Boarc~ of Directors ~t tl~e next ~•cgu~~ri~~ 

schec~ulud T3oar~ mec~tir,g ~ftc~r the ~:.~f~ectivc~ I~~atc. ~~;~ar~~~x ~~~u:~t d~li~r~x• a co~~~~ c~~f' l~~i.~ ~~~uz-~~~~ce 

to, o~~ othex•~~~i~e Ii~l(y apprise, any n~~~- C'J~ie~~ .l~::;xecuti~►~e t)(`f:ice~•. Chief Info}x~ri~atiot~ (~C~%ce~~, ~eac~ 

of Information ~ec~a~•ity, its Cien~ra~ ~'~~r~~sel car Senior Leal Oftice~• ~~lithin Ninety (c?0) c~~ays franc 

~,~hich such }~ersc~i~ ~SSLItTI~S ~~1C ~30S1t101`l 1VttI1 V4~~t~~a, and to each 71c~~,- member cif its Qc~ard of 

T.~irc~ctc»~s ~t thc~ F3c3art~ 11!1~mber'; fir:~t ~~~;ul~rl~! :~chec~ul~d ~3oard mGetin~;. 

40. "~[~o the extent th~~t thet•e are aa~~-, ~~l~~w~~ a~c•~es ~o pay all ~;c~urt costs associated ~~,-ith 

the ~ilit~~, Of t~11S t~sSSU~'~11Ct~. N~ court posts, if arly~, will be t~xe;d. a~ait~.~t the Attorneys General. 

~1. Thzs ~.ssu~•apc~ r~~ay ~e ex~cut~~ by az~~~ r~ur~~b~r oi~' c:ountc:~rpat~:s and 13~- different 

si~natorie~ z:~n sepa.rat~ c{~unter~~~rts, each. o#`~~~li.ich ~~-i. l c;c~n~tit~~te an c:~rigi.~~al counte~-pac-t t.i~ereo:f~ 

ar~c~ all of «-hich tc,~~ther ~~ill con~tit~~te c ne anc~ the s~~~ne document. C}ne or n1o~•e c:o~u~terparts 

of this A~suranc-e r~~ay b~ delivered by' f`~cs mile cat• e ect~•~nic tr~tl~missi~n ~~-it1~ the ir~ten~ that it 

or they ~-ill constitute; ar3 original cvu~l~~rpart th~;reof. 

~Z. ~~'av~-t~ a~ree~; th~~t thiw t'~.; surar~ce civ~~ nc7fi entitle it to :~;ee . o~~ to c:~btain attoa~a~eys' 

fees ~~s 4~ p~~~jC~~III~~, ~<~~t~~ uncles• fxny s~atu~e, ~•e~,uleitior~~ or rule, and V~'~`~-a fi~rthe~• ~~-t~iW~es any 1•i~,ht 

to ~ttorricys' tce;s that. t~zay ~ri~L ender s~.~ch st~tutc, t•s;~~r~~ation, or rule. 

~~. This AssL~za~~cc~ ~~~i11 nc~t tae cc~n:~tc•u~ci tc~ ~~-aiv~ ~~ny clain~.:~ off' ~c~ver~~i~:n I:mmur~it~~ 

tl~e Stat~:s rr~ay h~~ve in ~~r~y ~tctioa~. o~• ~z•v~eedin~. 

III. SEVET1.r1BILI~`Y 

~~. If any c~~~.~se, provisio~~, ar section of this ~h.ssurt~t~c;e is held to be i11e~,a1, 111V~~IE~, 

car u.~~enf~rcea~le, such ill~;~~lit<<°, invalidity, at~ ~~x~enforcea~7ility ~~,--ill not ~tf~ct ~i~y rather clause, 

p~:~ovision, or ~e;~tiot~ cal' tI-~is Assurar~~-~, which ~~-i1.1 he con~t~-u~d acid ~n~c}rcc~c~ a.s if~ s~~ch ill~~,al, 

in~~alid, o~~ tX~ier~.l~c~rceabl~ ~l~~use, section, o~~ p~~u~~i; io~~ l~ar~ nc~t b~~n ct:~~taaz~ec~ P~~reia~. 

1~ 
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=~5. Whe;~'L~-c~r ~~'a~~-a ~rc~~%ic~~A:~ ncatice tc:~ the ~ttc~r~~~y ~er~eral l~nd~r tllrs ~ssurar~c-e, that 

~•eyuire~~-~ent e~vil~ ~~ satis~i~c~ b~~ se~nciii~.~ n~:~ti~:e t~:~ K.as~~if ,.1..~. C"E-~ancl, Chief, [:~)e~~.dty s'~tto~°a~ey 

~.;ene~ aI; L)a~a I'f.ivac~~ c~ C'y~~ersect~~•ity `~ec~ion, 1 ~~ Halsey-~ Street, St1~ F'~., I'.U. Bc~x =~~~2~). 

Nc~ti~-at~~. ~rLti~v ,l~i-s~y ~7IO2. Any notices or oth~;r docurn nts s~:nt try tUa~~a puryta.ant tc~ this 

Ass~.~~•ancc: ~viil h~ ~c~nt tc~ t~l~e f~i~llc~r~°ink address: 

:M:icl7ael ~:ckh~~z~c~t 
G~;ner~ Coui~s 
Vi:'~~~~-~~, Inc. 
2f~0 `~-. I-3alt~mc~rc~ I'ikc 
VV~~~a, P~~ 9(}~3 

C'e:~~o: 

?i~or~an, Lc~~-is & L~~ckit~.s LLP 
1701 ~Nlarl~et Street 
~'lii~ade~~l~ia; ~',~ 19l {)3-2921. 

~~~. ill notices ar ot1~e1• docume~~ts to be proviciec~ ur~c~~r this r~ssi~ranc~ ti~ill ~e sel~t b~,,

L~.~►, mai1, certified maid retut-t~ :receipt rcy~ac:sted, or other n~~i~naily rec~gt~iz~d courier scY•vicc 

that ~~~ovid~s fc~r itackin~ s~r~~ici~s aid ic~c~~~ti~icatic:~n cif` the ~~rson si~~ir►~ (ot• thc~ ~c~ticc; {:~r 

docume~~t, anc~ ~vi_t1 17~tve been ~ee.tneci tc~ he seat upc:~n n~ailin~. ,additionally, ~i~~.y notices cat• 

c~ocu.~l~ents t~.j lie pravic~ed sander tl~i~ ~ssl~ranc:e ~~%ill ~~Iso ~e sent l~y~ electroniL mail if an email 

acldr~ss leas b~~;n ~rc~~~icicd f`t7r 1`~otice. An~T pa~~ty ina.y~ u~cl~te its ac~c~1•~s~ ~~' St'(1d.111~; 4~2•itt~n t~c~tice 

to ~hc~ ogler ~~~~ty. 

~I~ WI:TNES4'4VHF~FC.~~F, this A4surance is executed by the I'a~~ties he~~etc7 can the dates 

set forth belo~~: 

P~.t~ies' si~Y~ature pales continued ix~ the fc~llo~~-ink pa~;~~ 

l4 
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~r~-~r, ~Tarrr ~r r~~:~~T ~r,~.~ry 

CART FAIS, AC~`TINCx DIRF,E~"T{:~R 
at~ISION C)r C~C~NSII~VIER ~rFAIRS 

I~'OR T~~~F NEVt% ~~F..T1ST1~' DI~ISIC)~T f:1F L.~W: 

~~1ATTI.II~' .T. PI:aATKI~N 
1~C`"T`INCi !~.T',I'OIZ11~~ff~Y (:JEII`~1~;IZAL 

~3~~: I~~ted: , 2t)22 
"I~~1C.,ITI`i5 Hll~~r~l~ 

I:~~~uty ~1ttc~~•r.~e~- ~.~~nea~~l 
12~ I-Halsey ~treLt, 5`~, Floor 
Ne~~~rk, I~Jer~ ~lerse~~ 0~ 1()2 

July26th
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~ i H 1 

___._.-------___..._ _..._._......._.. 
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.......... 

~~I v~~r~~ ~~r~s~r ~r F~r~ud fact, t~~l. ~. § ~51~. et s~c~. 
D€stria e~f ~c~lurn~ia Gar~s~r~er Prot~ctic~r7 Procedures Act, D.~. Cady 

28-~Q1 eP~ s~c~. 
Fl~ri~i ~le~rid a~c~~t€~r~ r~r~ l.~r~f~ir Trade Pra~~trc~s pct, 

.._.__...._.___.__ ___.._____ __.__._._ ~.__. _ __ _ _.._..._....____.. Ch~pt~r 501., Pert ~I, Ffc~rida Statute ..~.. ..~.... ._.~....___ .W.._..._ ....~.... __._...______ 
9~1K~ryl~nd (Vl~~ylar~r~ Cr~ns~~~r Prt~t~c~ti~ri Apt, Nld. Cc~~~ 

~~~n,, ~c~r~o. ~~ ~. -~.fl1 ~~ seq. (2C~~.3 pl. ~/a! 
end 2021 Supp.} 

l~~s J~~s~y New ~rs~y ~€~~s rr~~r F~~~c~ ,pct, f .J.S.A. 56:8-1 
~f ~e , 

Per~~syl~~rti~ P~nr~sylv~nea Un~~ir Trade Ar~ct€~~s anc~ 
C~rs~urr~~r C~rr~~c~ic~n L~nr, 7 P.~. ~ 2~31m1 ~~~ 

.seq'. ...._.._.__.... 
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SATE p RSC)IV1~L INFl3 IVtAT ~}~I P'ROTEC~'I~N A~3°S 

C7istri~~ o~ Ct~lum~i district of Columbia Cc~r~sumer Security Breach 

~C3$I~fCr~~IC$t1 ~tC~, ~}.C. ~(}C~E ~ ~~i-~~~~. ~~" 5~'C~, 

F9c~r~d ~lor~da Infarm~tion rc~t~ction Act, Section 
5x1.171, FI€~rid 5t Lutes 

I~ll~ryland Maryland P~rsor~al Infs~rma~ion Prot~cticar~ Art, 

~i~(~~. ~C3 ~61t~ ~.~~~. ~U~{~~~ 

~RI~Vif .~~CS~~ ~~W .~~t"5~~1 IC~ t"1~1~~ ~~l~ft ~C~'4l~Cl~{(3~1 /~C~, ~.,~. .~. 

Virgin€~ Vir ini~ C~ns~m~r Da~~ Prc~tectic~n Act, Vir ir►ia 

~cade § §§ 59.1-575 to 59.1-5 35 (~f~ectiv~ 
~~~u~~y ., zoz~~ 


