WAIVERED CONTRACTS SUPPLEMENT TO THE
STATE OF NEW JERSEY STANDARD TERMS AND CONDITIONS
(Revised January 11, 2022)

STATE OF NEW JERSEY
DEPARTMENT OF THE TREASURY - DIVISION OF PURCHASE AND PROPERTY
33 WEST STATE STREET, P.O. BOX 230 TRENTON, NEW JERSEY 08625-0230

This Supplement to the State of New Jersey Standard Terms and Conditions (“Supplement”) shall apply to all contracts or purchase agreements made
with the State of New Jersey (“State”) under N.J.S.A. 52:34-9 or -10 (“Waivered Contracts”). The terms in this Supplement are in addition to, or modify
the State of New Jersey Standard Terms and Conditions (SSTCs) as applicable and noted below.
I.

ADDITIONS TO THE STANDARD TERMS AND CONDITIONS FOR ALL WAIVERED CONTRACTS
A. ORDER OF PRECEDENCE
The “Contract” shall consist of the following documents: (1) this Supplement; (2) the State of New Jersey Standard Terms and Conditions;
(3) the agency’s scope of work; and, (4) the Contractor’s proposal including any attachments or documents incorporated by reference. In
the event of a conflict in the terms and conditions among the documents comprising this Contract, the order of precedence, for purposes of
interpretation thereof, listed from highest ranking to lowest ranking as noted above.
B. NO ARBITRATION
Notwithstanding anything to the contrary in Contractor’s Standard Form Agreement (“SFA”) or Scope of Work (“SOW”), the State does not
agree to binding arbitration.
C. NO AUTO-RENEWAL
Notwithstanding anything to the contrary in Contractor’s SFA or SOW, the State does not agree to auto-renewal of any services, standard
software maintenance, technical support or service fees.

II.

ADDITIONS TO THE STANDARD TERMS AND CONDITIONS FOR WAIVERED CONTRACTS, AS APPLICABLE
A. STATE’S RIGHT TO INSPECT CONTRACTOR’S FACILITIES
The State reserves the right to inspect the contractor’s establishment before making an award, for the purposes of ascertaining whether the
contractor has the necessary facilities for performing the Contract. The State may also consult with clients of the contractor to assist the
State in making a contract award that is most advantageous to the State.
B. STATE’S RIGHT TO REQUEST FURTHER INFORMATION
The Director reserves the right to request all information which may assist him or her in making a contract award, including factors necessary
to evaluate the contractor’s financial capabilities to perform the Contract. Further, the Director reserves the right to request a contractor to
explain, in detail, how the proposal price was determined.
C. DELIVERY TIME AND COSTS
Unless otherwise noted elsewhere in the scope of work, all delivery times are 30 calendar days after receipt of order (ARO) and prices for
items in proposals shall be submitted Freight On Board (F.O.B.) Destination (30 calendar days ARO/F.O.B.). The contractor shall assume
all costs, liability and responsibility for the delivery of merchandise in good condition to the State's Using Agency or designated purchaser.
Thirty calendar days ARO/F.O.B. does not cover "spotting" but does include delivery on the receiving platform of the Using Agency at any
destination in the State of New Jersey unless otherwise specified. No additional charges will be allowed for any additional transportation
costs resulting from partial shipments made at the contractor’s convenience when a single shipment is ordered. The weights and measures
of the State's Using Agency receiving the shipment shall govern.
D. COLLECT ON DELIVERY (C.O.D) TERMS
C.O.D. terms will not be accepted.
E.

CASH DISCOUNTS
The contractor is encouraged to offer cash discounts based on expedited payment by the State. The State will make efforts to take advantage
of discounts. Should the contractor choose to offer cash discounts the following shall apply:
1. Discount periods shall be calculated starting from the next business day after the Using Agency has accepted the goods or services,
received a properly signed and executed invoice and, when required, a properly executed performance security, whichever is latest;
and
2. The date on the check issued by the State in payment of that invoice shall be deemed the date of the State's response to that invoice.

F.

PERFORMANCE SECURITY
If performance security is required, such security must be submitted with the bid in the amount listed in the scope of work. N.J.A.C. 17:122.5. Acceptable forms of performance security are as follows:
1. A properly executed individual or annual performance bond issued by an insurance or security company authorized to do business in
the State of New Jersey,

2.
3.

A certified or cashier's check drawn to the order of “Treasurer, State of New Jersey,” or
An irrevocable letter of credit issued by a federally insured financial institution and naming “Treasurer, State of New Jersey,” as
beneficiary.

The Performance Security must be submitted to the State within 30 days of the effective date of the Contract award and cover the period of
the Contract and any extensions thereof. Failure to submit performance security may result in cancellation of the Contract for cause and
nonpayment for work performed.
Although the performance bond is required for the full term of the Contract, the Director recognizes that the industry practice of sureties is to
issue a one (1) year performance bond for goods and services contracts. Thus, the contractor is permitted to submit a one (1) year
performance bond for the amount required under the Contract and, on each succeeding anniversary date of the Contract, provide a
continuation or renewal certificate to evidence that the bond is in effect for the next year of the Contract. This procedure will remain in place
for each year of the Contract thereafter until the termination of the Contract. Failure to provide such proof on the anniversary date of the
Contract shall result in suspension of the Contract, and possibly, termination of the Contract.
For performance bonds based on a percentage of the total estimated Contract price. On each anniversary of the effective date of the
Contract, the amount of the required performance bond, unless otherwise noted, is calculated by applying the established RFQ performance
bond percentage to the outstanding balance of the estimated amount of the Contract price to be paid to the contractor.
In the event that the Contract price is increased by a Contract Amendment, the contractor may be required to provide, within 30 calendar
days of the effective date of the Contract Amendment, performance bond coverage for the increase in Contract price. The required increase
in the performance bond amount is calculated by applying the established bond percentage set forth above to the increase in Contract price.
Failure to provide such proof to the Director of this required coverage may result in the suspension of payment to the contractor until such
time the contractor complies with this requirement.
G. RETAINAGE
If retainage is required on the Contract as stated in the scope of work, the state and/or agency will retain the stated percentage or retainage
from each invoice. Payment of retainage will be authorized after satisfactory completion and submission of all services, deliverables or work
products by the contractor and acceptance by the agency of all services, deliverables or work products required by the Contract.
For ongoing contracts, the agency will retain the stated percentage of each invoice submitted. At the end of the three (3) month period after
payment of each invoice, the agency will review the contractor’s performance and if performance has been satisfactory, the agency will
release the retainage for the preceding three (3) month period. Following the expiration of the Contract, retained fees will be released to the
contractor after certification by the agency’s project manager, if any, that all services have been satisfactorily performed.
H. AUDIT NOTICE AND DISPUTE RESOLUTION
To the extent the contractor’s proposal or Standard Form Agreement permits the contractor to conduct periodic audits of the State’s usage
of the Contractor Intellectual Property provided thereunder, such provision is amended to include the following audit notice and dispute
resolution process:
1. AUDIT NOTICE – Notwithstanding anything to the contrary in the contractor’s proposal or Standard Form Agreement, in the event that
the contractor seeks to exercise a right in its proposal or Standard Form Agreement to audit the State’s use of Contractor Intellectual
Property, the contractor shall deliver simultaneous written notice, no less than thirty days in advance of the audit start date (unless the
contractor’s notice provides a longer notice period), to the: Agency requesting the waiver contract.
2. The notice shall reference the specific audit provision(s) in the contractor’s proposal or Standard Form Agreement being exercised and
include copies of same, specify the means by which the contractor will conduct the audit, and shall require the audit to be conducted in
accordance with generally accepted standards in the field of such audits.
3. AUDIT DISPUTE RESOLUTION -- If the State, in good faith, provides the contractor with written notice of an alleged error in the amount
of underpaid fees due the contractor as a result of an audit (the "dispute"), then the parties will endeavor to resolve the dispute in
accordance with this paragraph. Each party will appoint a Vice President, Assistant Director, or the equivalent (hereinafter referred to
as “Representative”) to discuss the dispute and no formal proceedings for the judicial resolution of such dispute, except for the seeking
of equitable relief or those required to avoid non-compliance with the New Jersey Contractual Liability Act, N.J.S.A. 59:13-1 et seq.,
may begin until either such Representative concludes, after a good faith effort to resolve the dispute, that resolution through continued
discussion is unlikely. In addition, the parties shall refrain from exercising any termination right related to the dispute being considered
under this paragraph and shall continue to perform their respective obligations under the Contract while they endeavor to resolve the
dispute under this paragraph.
4. STATE NOT LIABLE FOR AUDIT COSTS -- Notwithstanding anything to the contrary in the contractor’s proposal or Standard Form
Agreement, the State will not reimburse the contractor for any costs related to an audit.
5. NO AUDIT RIGHT CREATED -- In the event that the contractor’s proposal or Standard Form Agreement does not permit audits of the
State’s usage of Contractor Intellectual Property, Section 5.19 of this Supplement shall not be interpreted to provide such an audit right.
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III.

ADDITIONS TO THE STANDARD TERMS AND CONDITIONS FOR PROFESSIONAL SERVICES CONTRACTS
A. INSURANCE FOR PROFESSIONAL SERVICES CONTRACTS
Section 4.2 Insurance of the SSTC is supplemented with the following:
Professional Liability Insurance
The Contractor shall carry Errors and Omissions, Professional Liability Insurance, and/or Professional Liability Malpractice Insurance
sufficient to protect the Contractor from any liability arising out the professional obligations performed pursuant to the requirements of this
Contract. The insurance shall be in the amount of not less than $1,000,000 and in such policy forms as shall be approved by the State. If
the Contractor has claims-made coverage and subsequently changes carriers during the term of this Contract, it shall obtain from its new
Errors and Omissions, Professional Liability Insurance, and/or Professional Malpractice Insurance carrier an endorsement for retroactive
coverage.
B. LIMITATION OF LIABILITY FOR PROFESSIONAL SERVICES CONTRACTS
Section 4.0 Indemnification and Insurance of the SSTC is supplemented with the following:
4.3 LIMITATION OF LIABILITY
The Contractor’s liability to the State for actual, direct damages resulting from the Contractor’s performance or non-performance of, or in any
manner related to this Contract, for any and all claims, shall be limited in the aggregate to 200% of the total value of this Contract. This
limitation of liability shall not apply to the following:
A. The Contractor’s obligation to indemnify the State of New Jersey and its employees from and against any claim, demand, loss,
damage, or expense relating to bodily injury or the death of any person or damage to real property or tangible personal property,
incurred from the work or materials supplied by the Contractor under this Contract caused by negligence or willful misconduct of
the Contractor;
B. The Contractor’s breach of its obligations of confidentiality; and
C. The Contractor’s liability with respect to copyright indemnification.
The Contractor’s indemnification obligation is not limited by but is in addition to the insurance obligations.
The Contractor shall not be liable for special, consequential, or incidental damages.

IV.

ADDITIONS TO THE STANDARD TERMS AND CONDITIONS FOR ALL INFORMATION TECHNOLOGY CONTRACTS
A. DEFINITIONS
The following definitions shall apply to information technology contracts:
1. The term “Acceptance” means the written confirmation by an Agency that the contractor has completed a Deliverable according to the
specified requirements.
2. As defined by N.J.S.A. 56:8-161, the term “Breach of Security” means unauthorized access to electronic files, media, or data containing
Personal Data that compromises the security, confidentiality, or integrity of Personal Data when access to the Personal Data has not
been secured by encryption or by any other method or technology that renders the Personal Data unreadable or unusable. Good faith
acquisition of Personal Data by an employee or agent of the Provider for a legitimate business purpose is not a Breach of Security,
provided that the Personal Data is not used for a purposes unrelated to the business or subject to further unauthorized disclosure.
3. The term “Contractor Intellectual Property” means any intellectual property that is owned by the contractor and contained in or necessary
for the use of the Deliverables or which the contractor makes available for the State to use as part of the work under the Contract.
Contractor Intellectual Property includes COTS or Customized Software owned by the contractor, the contractor’s technical
documentation, and derivative works and compilations of any Contractor Intellectual Property.
4. The term Commercial Off the Shelf Software (“COTS”) means Software provided by the contractor that is intended for general use.
5. The term “Custom Software” means Software and Work Product that is developed by the contractor at the request of the Agency to
meet the specific requirements of the Agency and is intended for its use.
6. The term “Customized Software” means COTS that is adapted by the contractor to meet specific requirements of the Agency that differ
from the standard requirements of the base product.
7. The term “Deliverable” means the goods, products, Services and Work Product that the contractor is required to deliver to the State
under the Contract;
8. The term “End User” means the user of the Provider’s solution.
9. The terms “goods” and “products” shall be deemed to include, without limitation, Software and Hardware.
10. The term “Hardware” shall be deemed to include computer equipment and any Software provided with the Hardware that is necessary
for the Hardware to operate.
11. The term “Information Technology Contract” shall mean, notwithstanding any definition in New Jersey Statutes, a Contract for one or
more of the following: Hardware, Software, Services, telecommunication goods and services, and all related goods.
12. The term “Mobile Device” means any device used by Provider that can move or transmit data, including but not limited to laptops, hard
drives, and flash drives.
13. The term “Non-Public Data” means data, other than Personal Data, that is not subject to distribution to the public as public information.
Non-Public Data is data that is identified by the State as non-public information or otherwise deemed to be sensitive and confidential by
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14.

15.

16.

17.
18.
19.

20.
21.
22.

23.
24.
25.

the State because it contains information that is exempt by statute, ordinance or administrative rule from access by the general public
as public information.
The term “Personal Data” means:
a. “Personal Information” as defined in N.J.S.A. 56:8-161, means an individual’s first name or first initial and last name linked with
any one or more of the following data elements: (1) Social Security number, (2) driver’s license number or State identification card
number or (3) account number or credit or debit card number, in combination with any required security code, access code, or
password that would permit access to an individual’s financial account. Dissociated data that, if linked would constitute Personal
Information is Personal Information if the means to link the dissociated were accessed in connection with access to the dissociated
data. Personal Information shall not include publicly available information that is lawfully made available to the general public from
federal, state or local government records, or widely distributed media.
b. data, either alone or in combination with other data, that includes information relating to an individual that identifies the person or
entity by name, identifying number, mark or description that can be readily associated with a particular individual and which is not
a public record, including but not limited to, Personally Identifiable Information (PII); government-issued identification numbers
(e.g., Social Security, driver’s license, passport); Protected Health Information (PHI) as that term is defined in the regulations
adopted pursuant to the Health Insurance Portability and Accountability Act of 1996, P.L. No. 104-191 (1996) and found in 45 CFR
Parts 160 to 164 and defined below; and Education Records, as that term is defined in the Family Educational Rights and Privacy
Act (FERPA), 20 U.S.C. § 1232g.
The term “Personally Identifiable Information” or “PII,” as defined by the U.S. Department of Commerce, National Institute of Standards
and Technology, means any information about an individual maintained by an agency, including (1) any information that can be used
to distinguish or trace an individual’s identity, such as name, social security number, date and place of birth, mother’s maiden name, or
biometric records; and (2) any other information that is linked or linkable to an individual, such as medical, educational, financial, and
employment information,
The term “Protected Health Information” or “PHI,” has the same meaning as the term is defined in the regulations adopted pursuant to
the Health Insurance Portability and Accountability Act of 1996, P.L. No. 104-191 (1996) and found in 45 CFR Parts 160 to 164 means
Individually Identifiable Health Information (as defined below) transmitted by electronic media, maintained in electronic media, or
transmitted or maintained in any other form or medium. PHI excludes education records covered by the Family Educational Rights and
Privacy Act (FERPA), as amended, 20 U.S.C. 1232g, records described at 20 U.S.C. 1232g(a)(4)(B)(iv) and employment records held
by a covered entity in its role as employer. The term “Individually Identifiable Health Information” has the same meaning as the term is
defined in the regulations adopted pursuant to the Health Insurance Portability and Accountability Act of 1996, P.L. No. 104-191 (1996)
and found in 45 CFR Parts 160 to 164 and means information that is a subset of Protected Health Information, including demographic
information collected from an individual, and (1) is created or received by a health care provider, health plan, employer or health care
clearinghouse; and (2) relates to the past, present or future physical or mental health or condition of an individual; the provision of health
care to an individual; or the past, present or future payment for the provision of health care to an individual; and (a) that identifies the
individual; or (b) with respect to which there is a reasonable basis to believe the information can be used to identify the individual.
The term “Recovery Time Objective” or “RTO,” means the maximum tolerable length of time that the Provider’s solution may be
unavailable after a failure or disaster occurs.
The term “Security Incident” means the potential access by non-authorized person(s) to Personal Data or Non-Public Data that the
Provider believes could reasonably result in the use, disclosure, or access or theft of State’s unencrypted Personal Data or Non-Public
Data within the possession or control of the Provider. A Security Incident may or may not turn into a Breach of Security.
The term “Service Level Agreement” or “SLA,” means the document that is part of the Provider’s SFA that typically includes (1) the
technical service level performance promises, (i.e. metrics for performance and intervals for measure), (2) description of service quality,
(3) identification of roles and responsibilities, (4) security responsibilities and notice requirements, (5) how disputes are discovered and
addressed, and (6) any remedies for performance failures.
The terms “Services” shall be deemed to include, without limitation (i) Information Technology (“IT”) professional services; (ii) Software
and Hardware-related services, including without limitation, installation, configuration, and training and (iii) Software and Hardware
maintenance and support and/or Software and Hardware technical support services.
The term “Software” means, without limitation, computer programs, source codes, routines, or subroutines supplied by the contractor,
including operating software, programming aids, application programs, application programming interfaces and software products, and
includes COTS, Customized Software and Custom Software, unless the context indicates otherwise.
The term “State Data” means all data and metadata created or in any way originating with the State, and all data that is the output of
computer processing of or other electronic manipulation of any data that was created by or in any way originated with the State, whether
such data or output is stored on the State’s hardware, the Provider’s hardware or exists in any system owned, maintained or otherwise
controlled by the State or by the Provider. State Data includes Personal Data and Non-Public Data.
The term “State Intellectual Property” means any intellectual property that is owned by the State. State Intellectual Property includes
any derivative works and compilations of any State Intellectual Property.
The term “Third Party Intellectual Property” means any intellectual property owned by parties other than the State or the contractor and
contained in or necessary for the use of the Deliverables. Third Party Intellectual Property includes COTS owned by Third Parties, and
derivative works and compilations of any Third Party Intellectual Property.
The term “Work Product” means every invention, modification, discovery, design, development, customization, configuration,
improvement, process, Software program, work of authorship, documentation, formula, datum, technique, know how, secret, or
intellectual property right whatsoever or any interest therein (whether patentable or not patentable or registerable under copyright or
similar statutes or subject to analogous protection) that is specifically made, conceived, discovered, or reduced to practice by the
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contractor or the contractor’s subcontractors or a third party engaged by the contractor or its subcontractor pursuant to the Contract.
Notwithstanding anything to the contrary in the preceding sentence, Work Product does not include State Intellectual Property,
Contractor Intellectual Property or Third Party Intellectual Property.
B. INDEMNIFICATION FOR STANDARD TECHNOLOGY CONTRACTS
Section 4.1 Indemnification of the SSTC is deleted in its entirety and replaced with the following:
4.1 INDEMNIFICATION
The Contractor’s liability to the State and its employees in third party suits shall be as follows:
A. The Contractor shall assume all risk of and responsibility for, and agrees to indemnify, defend, and save harmless the State and its
officers, agents, servants and employees, from and against any and all third party claims, demands, suits, actions, recoveries, judgments
and costs and expenses in connection therewith:
1. For or on account of the loss of life, property or injury or damage to the person, body or property of any person or persons
whatsoever, which shall arise from or result directly or indirectly from the work and/or products supplied under this Contract or the
order; and
2. For or on account of the use of any patent, copyright, trademark, trade secret or other proprietary right of any copyrighted or
uncopyrighted composition, secret process, patented or unpatented invention, article or appliance (“Intellectual Property Rights”)
furnished or used in the performance of this Contract; and
3. The Contractor’s indemnification and liability under subsection (A) is not limited by, but is in addition to the insurance obligations.
B. In the event of a claim or suit involving third-party Intellectual Property Rights, the Contractor, at its option, may:
1. procure for the State the legal right to continue the use of the product;
2. replace or modify the product to provide a non-infringing product that is the functional equivalent; or
3. in the event that the Contractor cannot do (1) or (2) refund the purchase price less a reasonable allowance for use that is agreed
to by both parties.
C. The State will:
1. promptly notify Contractor in writing of the claim or suit;
2. give Contractor shall have control of the defense and settlement of any claim that is subject to Section 4.1(a); provided; however,
that the State must approve any settlement of the alleged claim, which approval shall not be unreasonably withheld. The State
may observe the proceedings relating to the alleged claim and confer with the Contractor at its expense.
D. Notwithstanding the foregoing, Contractor has no obligation or liability for any claim or suit concerning third-party Intellectual Property
Rights arising from:
1. the State’s unauthorized combination, operation, or use of a product supplied under this Contract with any product, device, or
Software not supplied by Contractor;
2. the State’s unauthorized alteration or modification of any product supplied under this Contract;
3. the Contractor’s compliance with the State’s designs, specifications, requests, or instructions, provided that if the State provides
Contractor with such designs, specifications, requests, or instructions, Contractor reviews same and advises that such designs,
specifications, requests or instructions present potential issues of patent or copyright infringement and the State nonetheless
directs the Contractor to proceed with one (1) or more designs, specifications, requests or instructions that present potential issues
of patent or copyright infringement; or
4. the State’s failure to promptly implement a required update or modification to the product provided by Contractor after the
Contractor has given written notice to the State of a need for such an update or modification.
E. Contractor will be relieved of its responsibilities under Subsection 4.1(a)(i) and (ii) for any claims made by an unaffiliated third party that
arise solely from the actions or omissions of the State, its officers, employees or agents.
F. Subject to the New Jersey Tort Claims Act (N.J.S.A. 59:1-1 et seq.), the New Jersey Contractual Liability Act (N.J.S.A. 59:13-1 et seq.)
and the appropriation and availability of funds, the State will be responsible for any cost or damage arising out of actions or inactions of
the State, its employees or agents under Subsection 4.1(a)(i) and (ii) which results in an unaffiliated third party claim. This is Contractor’s
exclusive remedy for these claims;
G. This section states the entire obligation of Contractor and its suppliers, and the exclusive remedy of the State, in respect of any
infringement or alleged infringement of any Intellectual Property Rights. This indemnity obligation and remedy are given to the State
solely for its benefit and in lieu of, and Contractor disclaims, all warranties, conditions and other terms of non-infringement or title with
respect to any product; and
H. Furthermore, neither Contractor nor any attorney engaged by Contractor shall defend the claim in the name of the State of New Jersey
or any Authorized Purchaser, nor purport to act as legal representative of the State of New Jersey or any Authorized Purchaser, without
having provided notice to the Director of the Division of Law in the Department of Law and Public Safety and to the Director of the
Division of Purchase and Property. The State of New Jersey may, at its election and expense, assume its own defense and settlement;
and
I. The State of New Jersey will not indemnify, defend, pay or reimburse for claims or take similar actions on behalf of the Contractor.
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C. INSURANCE FOR STANDARD TECHNOLOGY CONTRACTS
Section 4.2 Insurance of the SSTC is supplemented with the following:
Professional Liability Insurance
The Contractor shall carry Errors and Omissions, Professional Liability Insurance, and/or Professional Liability Malpractice Insurance
sufficient to protect the Contractor from any liability arising out the professional obligations performed pursuant to the requirements of this
Contract. The insurance shall be in the amount of not less than $1,000,000 and in such policy forms as shall be approved by the State. If
the Contractor has claims-made coverage and subsequently changes carriers during the term of this Contract, it shall obtain from its new
Errors and Omissions, Professional Liability Insurance, and/or Professional Malpractice Insurance carrier an endorsement for retroactive
coverage.
D. LIMITATION OF LIABILITY FOR STANDARD TECHNOLOGY CONTRACTS
Section 4.0 Indemnification and Insurance of the SSTC is supplemented with the following:
4.3 LIMITATION OF LIABILITY
The Contractor’s liability to the State for actual, direct damages resulting from the Contractor’s performance or non-performance of, or in any
manner related to this Contract, for any and all claims, shall be limited in the aggregate to 200% of the total value of this Contract. This
limitation of liability shall not apply to the following:
A. The Contractor’s obligation to indemnify the State of New Jersey and its employees from and against any claim, demand, loss,
damage, or expense relating to bodily injury or the death of any person or damage to real property or tangible personal property,
incurred from the work or materials supplied by the Contractor under this Contract caused by negligence or willful misconduct of
the Contractor;
B. The Contractor’s breach of its obligations of confidentiality; and
C. The Contractor’s liability with respect to copyright indemnification.
The Contractor’s indemnification obligation is not limited by but is in addition to the insurance obligations.
The Contractor shall not be liable for special, consequential, or incidental damages.
E.

PERFORMANCE GUARANTEE OF THE CONTRACTOR
Section 5.11 Performance Guarantee of the Contractor of the SSTC is supplemented with the following:
1.

2.

COTS and Customized Software
a. Unless the Contractor Standard Form Agreement provides greater coverage as determined by the State, in its sole discretion, the
contractor warrants that COTS and Customized Software products licensed to the State shall operate in all material respects as
described in the Solicitation and/or contractor technical documentation for ninety (90) days after Acceptance. The State shall notify
the contractor of any COTS or Customized Software product deficiency within ninety (90) days after Acceptance. For a Contract
requiring the delivery of COTS or Customized Software and Custom Software, a notice within one hundred eighty (180) days that
describes a deficiency in functional terms without specifying whether the deficiency is with COTS, Customized Software or Custom
Software shall be deemed a notice that triggers the warranty provisions in both Section 5.11(a) and 5.11(b) of this Supplement.
b. Except for the portion of the contractor’s COTS or Customized Software product that intentionally contains one or more of the
following for the purpose of anti-virus protection, the contractor warrants that, at the time of delivery and installation of the COTS
or Customized Software provided pursuant to the Contract, its product shall be free of what are commonly defined as viruses,
backdoors, worms, spyware, malware and other malicious code that will hamper performance of the COTS or Customized
Software, collect unlawful personally identifiable information on users, or prevent the COTS or Customized Software from
performing as required under the Contract.
c. In the event of any breach of this warranty, the contractor shall correct the product errors that caused the breach of warranty, or if
the contractor cannot substantially correct such breach in a commercially reasonable manner, the State may end its usage and
recover the fees paid to the contractor for the license and any unused, prepaid, technical support fees paid. Under no
circumstances does this warranty provision limit the contractor’s obligation in the event of a breach of confidentiality.
d. The contractor does not warrant that COTS or Customized Software is error-free or that it will operate uninterrupted.
Custom Software
a. Unless the Contractor Standard Form Agreement provides greater coverage, as determined by the State, in its sole discretion, the
contractor warrants that Custom Software Deliverables shall operate in all material respects as described in the applicable
specification documentation for one hundred and eighty (180) days after Acceptance. The State shall notify the contractor of any
Custom Software deficiency within one hundred and eighty (180) days after Acceptance of the Custom Software Deliverable (the
"Notice Period”). Where the contractor is providing multiple Custom Software Deliverables over the term of the Contract, the Notice
Period shall begin to run after the Acceptance of the final Custom Software Deliverable under the Contract. At that time, the State
may assert defect claims relating to any and all of the Custom Software Deliverables provided under the Contract; however, the
State may also assert claims earlier, in its discretion, without waiving the Notice Period.
b. For a Contract requiring the delivery of COTS or Customized Software and Custom Software, a notice within one hundred eighty
(180) days that describes a deficiency in functional terms without specifying whether the deficiency is with COTS, Customized
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3.

4.

5.

V.

Software or Custom Software shall be deemed a notice that triggers the warranty provisions in both Section 5.11(a) and 5.11(b) of
this Supplement.
c. The contractor warrants that, at the time of Acceptance of the Custom Software Deliverable provided pursuant to the Contract, its
product shall be free of what are commonly defined as viruses, backdoors, worms, spyware, malware and other malicious code
that will hamper performance of the Custom Software, collect unlawful personally identifiable information on users, or prevent the
Custom Software from performing as required under the Contract. Under no circumstances does this warranty provision limit the
contractor’s obligation in the event of a breach of confidentiality.
d. In the event of any breach of this warranty, the contractor shall correct the Custom Software errors that caused the breach of
warranty, or if the contractor cannot substantially correct such breach in a commercially reasonable manner, the State may recover
a portion of the fees paid to the contractor for the Custom Software with the uncorrected defect or in the event that the Custom
Software is still deemed, by the State in its sole discretion, to be usable by the State even with the uncorrected defect, the State
may recover a portion of the fees paid to the contractor for the Custom Software (up to the total amount of such charges for such
Custom Software) to reflect any reduction in the value of the Custom Software Deliverable as a result of the uncorrected defect.
Under no circumstances does this warranty provision limit the contractor’s obligations in the event of a breach of confidentiality.
e. The contractor does not warrant that Custom Software is error-free or that it will operate uninterrupted.
IT Services
a. Unless the Contractor Standard Form Agreement provides greater coverage, as determined by the State, in its sole discretion, the
contractor warrants that all Services will be provided in a professional manner consistent with industry standards. The State shall
notify the contractor of any Services warranty deficiencies within ninety (90) days from performance of the deficient Services.
b. In the event of any breach of this warranty, the contractor shall re-perform the deficient Services, or if the contractor cannot
substantially correct a breach in a commercially reasonable manner, the State may end the relevant Services and recover the fees
paid to the contractor for the deficient Services.
Hardware
a. Unless the Contractor Standard Form Agreement provides greater coverage, as determined by the State, in its sole discretion, the
contractor warrants that the equipment offered is standard new equipment, and is the manufacturer's latest model in production,
with parts regularly used for the type of equipment offered; that such parts are all in production and not likely to be discontinued;
and that no attachment or part has been substituted or applied contrary to manufacturer's recommendations and standard practice.
b. The contractor warrants that all equipment supplied to the State and operated by electrical current is UL listed where applicable.
c. The contractor warrants that all new machines are to be guaranteed as fully operational for one (1) year from time of Acceptance
by the State. For the avoidance of doubt, Acceptance with respect to Hardware in this subsection (d) shall occur no later than sixty
(60) days after delivery, as evidenced by a signed delivery receipt. The contractor shall render prompt service without charge,
regardless of geographic location.
d. The contractor warrants that sufficient quantities of parts necessary for proper service to equipment shall be maintained at
distribution points and service headquarters.
e. The contractor warrants that trained mechanics are regularly employed to make necessary repairs to equipment in the territory
from which the service request might emanate within a 48-hour period or within the time accepted as industry practice.
f. The contractor warrants that all Software included with the Hardware shall perform substantially in accordance with specifications,
for one (1) year from the time of Acceptance. The contractor warrants that Software media will be free from material defects in
materials and workmanship for a period of one (1) year from the date of Acceptance.
g. In the event of any breach of this warranty, the contractor shall promptly repair, replace or refund the purchase price of product
rejected for failure to conform with the contractor’s product specifications.
THE WARRANTIES SET FORTH HEREIN ARE EXCLUSIVE AND IN LIEU OF ALL OTHER WARRANTIES, WHETHER EXPRESS
OR IMPLIED, AND THE CONTRACTOR EXPRESSLY DISCLAIMS ALL OTHER WARRANTIES, INCLUDING ANY IMPLIED
WARRANTIES OF MERCHANTABILITY, OR FITNESS FOR A PARTICULAR PURPOSE.

ADDITIONS TO THE STANDARD TERMS AND CONDITIONS FOR ALL INFORMATION TECHNOLOGY CONTRACTS WHICH INCLUDE
SOFTWARE AS A SERVICE (SAAS)/CLOUD SOLUTION
A. ADDITIONAL TERMS FOR A CONTRACTOR’S DATA PROTECTION OBLIGATIONS
1.

Data Ownership: The State will own all right, title and interest in its State Data that is related to the services provided by this
contract. The Provider shall not use or access State user accounts or State Data, except (i) in the course of data center
operations, (ii) in response to service or technical issues, (iii) as required by the express terms of this contract, or (iv) at the
State’s written request.
Provider shall not collect, access, or use State Data except as strictly necessary to provide its solution to the State. No
information regarding the State’s use of the solution may be disclosed, provided, rented or sold to any third party for any
reason unless required by law or regulation or by an order of a court of competent jurisdiction. This obligation shall survive
and extend beyond the term of this contract.

2.

Data Protection: Protection of personal privacy and data shall be an integral part of the business activities of the Provider
to ensure that there is no inappropriate or unauthorized use of State Data at any time. To this end, the Provider shall
safeguard the confidentiality, integrity, and availability of State Data and comply with the following conditions:
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a.

b.
c.
d.
e.

The Provider shall implement and maintain appropriate administrative, technical and organizational security measures
to safeguard against unauthorized access, disclosure or theft of Personal Data and Non-Public Data. Such security
measures shall be in accordance with recognized good industry practice and not less stringent than the measures the
Provider applies to its own Personal Data and Non-Public Data of similar kind.
All Personal Data shall be encrypted at rest and in transit with controlled access. Provider is responsible for encryption
of the Personal Data. The level of protection and encryption for all Personal Data shall be identified and made a part
of this contract.
Provider shall encrypt all Non-Public Data at rest and in transit. The level of protection and encryption for all NonPublic Data shall be identified and made a part of this contract.
Personal Data shall not be stored on Mobile Devices. Where Mobile Devices are required for Provider to accomplish
the work, the Provider shall ensure the Mobile Device is hard drive encrypted consistent with validated cryptography
standards as referenced in FIPS 140-2, Security Requirements for Cryptographic Modules for all Personal Data.
At no time shall any data or processes, which either belongs to or are intended for the use of State or its officers,
agents, or employees, be copied, disclosed, or retained by the Provider or any party related to the Provider for
subsequent use in any capacity that does not include the State.

3.

Data Location: Provider shall provide its services to State and its End Users solely from data centers in the U.S. Storage
of State Data at rest shall be located solely in data centers in the U.S. Provider shall not allow its personnel or contractors
to store State Data on Mobile Devices, including personal computers, except for devices that are used and kept within the
physical structure of its U.S. data centers. Provider shall permit its personnel and contractors to access State Data remotely
only as required to provide technical support or upon prior notice and approval. The Provider may provide technical user
support on a seven-day by 24-hour basis, unless otherwise prohibited in this contract.

4.

Security Incident and Breach of Security Responsibilities.
a. Security Incident Reporting Requirements: Once Provider reasonably determines that a Security Incident occurred,
the Provider shall report a Security Incident to the appropriate State identified contact within 24 hours by the agreed
upon method as defined in the contract. Provider will provide the State regular updates and all available relevant
information including a description of the incident and those measures taken by Provider in response to the Security
Incident.
b. Breach of Security Reporting Requirements: If the Provider confirms or reasonably believes that there has been a
Breach of Security, the Provider shall (1) immediately notify the appropriate State identified contact by the agreed upon
method within 24 hours, unless a shorter time is required by applicable law, (2) take commercially reasonable measures
to address and investigate the Breach of Security in a timely manner and (3) cooperate with the State as reasonably
requested by the State and/or law enforcement to investigate and resolve the Breach of Security. Provider will provide
the State regular updates and all available information to assist the State with notification to law enforcement and third
parties as required by applicable law, including a description of the Breach of Security and those measures taken by
Provider in response to the Breach of Security.
c. Incident Response: When commercially reasonable to do so, Provider may communicate with outside parties regarding
a Security Incident, which may include contacting law enforcement, fielding media inquiries (subject to preapproval by
the State if Provider specifically identifies the State or State Data), and seeking external expertise as mutually agreed
at the time, defined by law, or contained in the SLA. Discussing Security Incidents with the State should be handled
on an urgent as needed basis, as part of Provider communication and mitigation processes as mutually agreed at the
time, defined by law, or contained in the SLA.
d. Following a Security Incident or Breach of Security, Provider shall promptly implement necessary remedial measures,
if necessary, and document responsive actions taken related to the Security Incident or Breach of Security, including
any post-incident review of events and actions taken to make changes in business practices in providing the services,
if necessary.

5.

Termination and Suspension of Service:
a. In the event of termination of the contract, the Provider shall implement an orderly return of State Data in a mutually
agreeable format and the subsequent secure disposal of State Data remaining in Provider’s possession.
b. Suspension of services: During any period of suspension, the Provider shall not take any action to intentionally erase
any State Data.
c. Unless otherwise stipulated, in the event of termination of any services, SLA, or this contract in its entirety, the Provider
shall not take any action to intentionally erase any State Data for a period of:
1) 10 business days after the effective date of termination, if the termination is in accordance with the expiration of
the defined contract term;
2) 30 business days after the effective date of termination, if the termination is for convenience; or
3) 60 business days after the effective date of termination, if the termination is for cause.
After such period, the Provider shall have no obligation to maintain or provide any State Data and shall thereafter,
unless legally prohibited, delete all State Data in its systems or otherwise in its possession or under its control in
accordance with subsection (e) below.
d.

Post-Termination Assistance: The State shall be entitled to any post-termination assistance with respect to the services
unless a unique data retrieval arrangement has been established as part of the contract.

e.

Secure Data Disposal: When requested by the State, the provider shall destroy all requested data in all of its forms,
including but not limited to: disk, CD/DVD, backup tape, and paper. Data shall be permanently deleted and shall not be
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recoverable, according to National Institute of Standards and Technology (NIST) approved methods and certificates of
destruction shall be provided to the State.
6.

Background Checks: The Provider shall conduct criminal background checks and not utilize any staff, including subcontractors, to fulfill the obligations of the contract who has been convicted of any crime of dishonesty, including but not
limited to criminal fraud, or otherwise convicted of any felony or any misdemeanor offense for which incarceration for up to
1 year is an authorized penalty. The Provider shall promote and maintain an awareness of the importance of securing the
State’s Data among the Provider's employees and agents.

7.

Access to security logs and other reports: The Provider shall provide logs and reports to the State in a format as specified
in the contract and agreed to by both the Provider and the State. Reports shall include latency statistics, user access, user
access IP address, user access history and security logs for all State Data related to this contract, including but not limited
to data, file management, transactions, or tools used to provide, manage, secure, or analyze the State’s Data. The Provider
shall maintain the reports and logs for the contract term and for two (2) years after the conclusion of the term, and shall
provide them to the State in the course of a State audit or upon written request from the State.

8.

Service Level Audit: The Provider shall allow the State to audit conformance to the contract terms. The State may perform
this audit or contract with a third party at its discretion, at the State’s expense.

9.

Data Center Audit: The Provider shall have an independent third party audit of its data center(s) performed at least annually
at their own expense, and provide the audit report to the State upon request.

10. Change Control and Advance Notice: The Provider shall give advance notice to the State of any upgrades (e.g. major
upgrades, minor upgrades, system changes) that may impact service availability and performance. Said notice shall be
provided at least thirty days in advance of the upgrade, unless otherwise agreed in the SLA.
11. Security: The Provider shall disclose its non-proprietary security processes and technical limitations to the State by
completing the State’s Security Controls Checklist or equivalent system security document, available upon request from the
Office of Information Technology, as updated from time to time, such that adequate protection and flexibility can be attained
between the State and the Provider.
12. Non-disclosure and Separation of Duties: The Provider shall enforce separation of job duties, require commercially
reasonable non-disclosure agreements, and limit staff knowledge of State Data to that which is absolutely needed to perform
job duties.
13. Import and Export of Data: The State shall have the ability to import or export data in piecemeal or in entirety at its discretion
without interference from the Provider. This includes the ability for the State to import or export data to/from other Providers.
14. Responsibilities and Uptime Guarantee: The Provider shall be responsible for the acquisition and operation of all hardware,
software, and network support related to the services being provided. The technical and professional activities required for
establishing, managing, and maintaining the environment are the responsibilities of the Provider. The system shall be
available 24 hours per day, 365 days per year (with agreed-upon maintenance downtime), and Provider shall provide service
to the State as defined in the Service Level Agreement.
15. Right to Remove Individuals: The State shall have the right at any time to require that the Provider remove from interaction
with the State any Provider representative who the State believes is detrimental to its working relationship with the Provider.
The State will provide the Provider with notice of its determination, and the reasons it requests the removal. If the State
signifies that a potential security violation exists with respect to the request, the Provider shall immediately remove such
individual. The Provider shall not assign the person to any aspect of the contract or future work orders without the State’s
consent.
Business Continuity and Disaster Recovery: The Provider shall provide a business continuity and disaster recovery plan
upon request and ensure that the State’s Recovery Time Objective (RTO) is met. The RTO shall be defined in the SLA.

B. INDEMNIFICATION FOR SAAS
Section 4.1 Indemnification of the SSTC is deleted in its entirety and replaced with the following;
4.1 INDEMNIFICATION
A. CONTRACTOR RESPONSIBILITIES - The Contractor’s liability to the State and its employees in third party suits shall be as follows:
1. The Contractor shall indemnify, defend, and save harmless the State and its officers, agents, servants and employees, from and
against any and all third party claims, demands, suits, actions, recoveries, judgments and costs and expenses in connection
therewith:
i. For or on account of the loss of life, tangible property (not including lost or damaged data) or injury or damage to the
person, body or property (not including lost or damaged data) of any person or persons whatsoever, which shall arise
from or result directly or indirectly from the work and/or products supplied under this Contract; and
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ii.

B.

For or on account of the use of any patent, copyright, trademark, trade secret or other proprietary right of any
copyrighted or uncopyrighted composition, secret process, patented or unpatented invention, article or appliance
(“Intellectual Property Rights”) furnished or used in the performance of the contract; and
iii. For or on account of a Breach of Security resulting from Contractor’s breach of its obligation to encrypt Personal Data
or otherwise prevent its release or misuse; and
iv. The Contractor’s indemnification and liability under Section 4.1(A)(1) is not limited by, but is in addition to the insurance
obligations contained in Section 4.2 of the State Standard Terms and Conditions.
2. In the event of a claim or suit involving third-party Intellectual Property Rights, the Contractor, at its option, may: (1) procure for the
State the legal right to continue the use of the product; (2) replace or modify the product to provide a non-infringing product that is
the functional equivalent; or (3) refund the purchase price less a reasonable allowance for use that is agreed to by both parties.
The State will: (1) promptly notify Contractor in writing of the claim or suit; (2) Contractor shall have control of the defense and
settlement of any claim that is subject to Section 4.1(A)(1); provided, however, that the State must approve any settlement of the
alleged claim, which approval shall not be unreasonably withheld. The State may observe the proceedings relating to the alleged
claim and confer with the Contractor at its expense. Furthermore, neither Contractor nor any attorney engaged by Contractor shall
defend the claim in the name of the State of New Jersey, nor purport to act as legal representative of the State of New Jersey,
without having provided notice to the Director of the Division of Law in the Department of Law and Public Safety and to the Director
of DPP. The State of New Jersey may, at its election and expense, assume its own defense and settlement.
3. Notwithstanding the foregoing, Contractor has no obligation or liability for any claim or suit concerning third-party Intellectual
Property Rights arising from: (1) the State’s unauthorized combination, operation, or use of a product supplied under this contract
with any product, device, or software not supplied by Contractor; (2) the State’s unauthorized alteration or modification of any
product supplied under this contract; (3) the Contractor’s compliance with the State’s designs, specifications, requests, or
instructions, provided that if the State provides Contractor with such designs, specifications, requests, or instructions, Contractor
shall review same and advise if such designs, specifications, requests or instructions present potential issues of patent or copyright
infringement and the State nonetheless directs the Contractor to proceed with one or more designs, specifications, requests or
instructions that present potential issues of patent or copyright infringement; or (4) the State’s failure to promptly implement a
required update, use a new version of the product, or to make a change or modification to the product if requested in writing by
Contractor.
4. Contractor will be relieved of its responsibilities under Subsection 4.1(A)(1)(i), (ii), and (iii) for any claims made by an unaffiliated
third party that arise solely from the actions or omissions of the State, its officers, employees or agents.
5. This section states the entire obligation of Contractor and the exclusive remedy of the State, in respect of any infringement or
alleged infringement of any Intellectual Property Rights. This indemnity obligation and remedy are given to the State solely for its
benefit and in lieu of, and Contractor disclaims, all warranties, conditions and other terms of non-infringement or title with respect
to any product.
6. The provisions of this indemnification clause shall in no way limit the Contractor’s obligations assumed in the Contract, nor shall
they be construed to relieve the Contractor from any liability, nor preclude the State from taking any other actions available to it
under any other provisions of the contract or otherwise at law or equity.
7. The Contractor agrees that any approval by the State of the work performed and/or reports, plans or specifications provided by the
Contractor shall not operate to limit the obligations of the Contractor assumed in the Contract.
8. The State of New Jersey will not indemnify, defend or hold harmless the Contractor. The State will not pay or reimburse for claims
absent compliance with Section 4.1(B) below and a determination by the State to pay the claim or a final order of a court of
competent jurisdiction.
STATE RESPONSIBILITIES - Subject to the New Jersey Tort Claims Act (N.J.S.A. 59:1-1 et seq.), the New Jersey Contractual Liability
Act (N.J.S.A. 59:13-1 et seq.) and the appropriation and availability of funds, the State will be responsible for any cost or damage arising
out of actions or inactions of the State, its employees or agents under Section 4.1(A)(1)(i), (ii), and (iii) which results in an unaffiliated
third party claim. This is Contractor’s exclusive remedy for these claims.

B. INSURANCE FOR SAAS
Section 4.2 Insurance of the SSTC is supplemented with the following:
1.

Professional Liability Insurance
The Contractor shall carry Errors and Omissions, Professional Liability Insurance, and/or Professional Liability Malpractice Insurance
sufficient to protect the Contractor from any liability arising out the professional obligations performed pursuant to the requirements of
this Contract. The insurance shall be in the amount of not less than $1,000,000 and in such policy forms as shall be approved by the
State. If the Contractor has claims-made coverage and subsequently changes carriers during the term of this Contract, it shall obtain
from its new Errors and Omissions, Professional Liability Insurance, and/or Professional Malpractice Insurance carrier an endorsement
for retroactive coverage.

2.

Cyber Breach Insurance
The Contractor shall carry Cyber Breach Insurance in sufficient to protect the Contractor from any liability arising out of its performance
pursuant to the requirements of this Contract. The insurance shall be in an amount of not less than $2,000,000 in such policy forms as
shall be approved by the State. The insurance shall at a minimum cover the following: Data loss, ransomware and similar breaches to
computers, servers and software; Protection against third-party claims; cost of notifying affected parties; cost of providing credit
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monitoring to affected parties; forensics; cost of public relations consultants; regulatory compliance costs; costs to pursue indemnity
rights; costs to Data Breach and Credit Monitoring Services analyze the insured’s legal response obligations; costs of defending
lawsuits; judgments and settlements; regulatory response costs; costs of responding to regulatory investigations; and costs of settling
regulatory claims.
C. LIMITATION OF LIABILITY FOR SAAS
Section 4.0 Indemnification and Insurance of the SSTC is supplemented with the following:
4.3 LIMITATION OF LIABILITY
A. The Contractor’s liability for actual, direct damages resulting from the Contractor’s performance or non-performance of, or in any manner
related to, the Contract for any and all third party claims, shall be limited in the aggregate to 200% of the fees paid by the State during
the previous twelve months to Contractor for the products or services giving rise to such damages. Notwithstanding the preceding
sentence, in no event shall the limit of liability be less than $1,000,000. This limitation of liability shall not apply to the following:
i. The Contractor’s indemnification obligations as described in Section 4.1; and
ii. The Contractor’s breach of its obligations of confidentiality described in this Bid Solicitation.
A. Notwithstanding the foregoing exclusions, where a Breach of Security is a direct result of Contractor’s breach of its contractual
obligation to encrypt Personal Data pursuant to this Bid Solicitation or otherwise prevent its release as reasonably determined by the
State, the Contractor shall bear the costs associated with (1) the investigation and resolution of the Breach of Security; (2) notifications
to individuals, regulators, or others required by federal and state laws or as otherwise agreed to; (3) a credit monitoring service required
by state or federal law or as otherwise agreed to; (4) a website or a toll-free number and call center for affected individuals required
by federal and state laws — all not to exceed the average per record, per person cost calculated for data breaches in the United States
in the most recent Cost of Data Breach Study: Global Analysis published by the Ponemon Institute for the public sector at the time of
the Breach of Security; and (5) completing all corrective actions as reasonably determined by Contractor based on root cause of the
Breach of Security.
B. The Contractor shall not be liable for punitive, special, indirect, incidental, or consequential damages.

I HEREBY ACCEPT THE TERMS AND CONDITIONS OF THIS CONTRACT

Signature

Date

Print Name and Title
Print Name of Contractor
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