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The following protocols are supported by The State of New Jersey:

HTTPS:
e Web browser supported include: Internet Explorer, Mozilla Firefox, Safari
e Must support 128bit SSL 3.0 based connections
e The State does not support customers automating HTTPS sessions

FTPS (FTP over SSL):
e SecureFTP client/server must support RFC2228
¢ Only Passive mode with Clear Command Channel is supported.

e The State's listening port is SSL Protocol Port 21 with response on 30,000 -
40,000

SFTP (FTP over SSH):
e SFTP client/server must be compatible with OpenSSH
e SSH2 or greater versions supported
e The State's listening port is Port 22222

The following communications and method of transmission are supported by The
State of New Jersey:

Virtual Private Network (VPN), Encryption (IPSEC)

SAFE / Data Motion, Encryption (SSL) (Data Motion is not available yet)
Connect:Direct Secure+ (Mainframe only)

Private Dedicated Line
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